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INTRODUCTION
01

State of Art

Money into the 
space
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What is the 
problem?

What is the 
solution?

01_INTRODUCTION

Code 
Vulnerabilities

Same mistakes

Smart Contracts 
are public

Easy to contribute 
tools to find 
vulnerabilities

Code 
Vulnerabilities

Easy to contribute

Public rules
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01

The goals

Parse 


Solidity Code

Query


Using simple rules

Report 


The finding to the 

auditor and developer

02 03

Help


The community
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01_INTRODUCTION
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PARSING
02 Solidity



6

GRAMMAR

02_PARSING
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DESCRIBING GRAMMARS

02_PARSING
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TREE-SITTER GRAMMAR

Experimental pragma support

Tuple variable declaration

Usage of var keyword to declare variables and 

tuples

Slicing optional members, such as [4:]

Missing 


Solidity features
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99.7%

COVERAGE Top 30 Solidity projects on Github
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QUERYING

INTERPRETING THE AST


COMPARING A TREE


ELLIPSIS NODE


EXTENDING THE GRAMMAR


METAVARS

03
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INTERPRETING THE AST

03_QUERYING

tree-sitter
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INTERPRETING THE AST

03_QUERYING
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COMPARING A TREE

03_QUERYING

Find any contract
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ELLIPSIS NODE

03_QUERYING

Source tree Query tree
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COMPARING A TREE

03_QUERYING

Source tree Query tree BFS algorithm
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COMPARING A TREE

03_QUERYING

Source tree Query tree
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COMPARING A TREE

03_QUERYING

Source tree Query tree
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COMPARING A TREE

03_QUERYING

Source tree Query tree

Ellipsis matches none or any node (similar to * on regex)
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EXTENDING THE GRAMMAR

03_QUERYING
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METAVARS - WHY?

03_QUERYING
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METAVARS - WHY?

03_QUERYING
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METAVARS - WHY?

03_QUERYING
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METAVARS

03_QUERYING

Metavars are represented with the $ followed by an identifier
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$TYPE: uint256, bool, …


$VISIBILITY: public, external, internal, …


$STATE: view, pure


$STORAGE: memory, storage, call data


$VERSION: any pragma version

METAVARS - INTERNAL

All internal metavars do 
support enumeration, 

allowing multiple 
metavars to be used:

$TYPE1, $TYPE2 …
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METAVARS - INTERNAL EXAMPLE
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SOLGREP
RULES

RULES SYNTAX


MESSAGE PLACEHOLDERS


SOLGREP PATTERNS


METAVARS REGEX


REPORT OUTPUT


04
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RULES SYNTAX

04_SOLGREP_RULES

id: Used to identify the rule


message: The message/description of the issue. It will 

be used during the reporting


risk/impact: For auditors to classify the issue severity


patterns: Solgrep expressions for the query


metavars-regex: Metavars regex comparison format
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MESSAGE PLACEHOLDERS

04_SOLGREP_RULES

METAVAR + S: It will contain metavar values for all 

valid query results as a list


 

CONTENTS: It will contain the content of the 

matching rule, from the start of the match to the end
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SOLGREP PATTERNS

04_SOLGREP_RULES

pattern

and

not

and-either / not-either

pattern-root

merging
rules
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METAVARS REGEX

04_SOLGREP_RULES

The metavars-regex 
dictates the value that 
the metavar will have 

on all identifiers 
comparisons 
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REPORT OUTPUT

04_SOLGREP_RULES

id: Used to identify the rule


message: The message/description of the issue. It will be 

used during the reporting


risk/impact: For auditors to classify the issue severity


metavars: List of valid metavars of the ones used in the 

query


bytes range: Does contain the start and end byte of the 

matching query on the original source code


lines range: Does contain the start line and character at 

that line and the end line and character of the matching 

query on the original source code
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SWC
05



3305_SWC

SWC REGISTRY



3405_SWC

SOLGREP EXAMPLES

SWC-100 SWC-101



35

CONCLUSIONS
06

SATISFIED ON THE TOOL CAPABILITIES


WRITE MORE SWC RULES


EXTEND THE CODE TO SUPPORT CALL-TRACE 

AWARE QUERIES


EXPECT THE SOLIDITY COMMUNITY TO 

CONTRIBUTE AND USE IT

https://github.com/fr0zn/solgrep


