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Resum

» Introduccio - Owasp, errors i exemples

- Demostracio - Cerca a Google




OWASP

» Open Web Application Security Project

» Projecte- OWASP Top 10

OWASP Top 10 - 2010 (Previous)

OWASP Top 10 — 2013 (New)

Al - Injection

Al - Injection

A3 - Broken Authentication and Session Management

A2 - Broken Authentication and Session Management

A2 - Cross-Site Scripting (X55)

A3 - Cross-Site Scripting (X55)

A4 — Insecure Direct Object References

A4 - Insecure Direct Object References

AB — Security Misconfiguration

AS - Security Misconfiguration

A7 - Insecure Cryptographic Storage — Merged with A9 3

AG — Sensitive Data Exposure

AB - Failure to Restrict URL Access — Broadened into =»

A7 = Missing Function Level Access Control

A5 — Cross-Site Request Forgery (CSRF)

AB — Cross-Site Request Forgery (CSRF)

<buried in AB: Security Misconfiguration>

A9 — Using Known Vulnerable Components

A10 - Unvalidated Redirects and Forwards

Al0 - Unvalidated Redirects and Forwards

A9 - Insufficient Transport Layer Protection

Merged with 2010-A7 into new 2013-A6




OWASP

» Projecte - Testing Guide

» v3 publicada I’'any 2008
» v4 en desenvolupament

» Seccid 4.9. Error Handling
- 4.9.1 Analysis of Error Codes




Analisi dels codis d’error

» Situacions fora del comportament habitual de
I’aplicacio web

» Informacidé que podem obtenir dels errors
web
- Versions de software i components utilitzats
> Informacio de I’estructura de la base de dades
- Estructura de carpetes
> Informacioé d’usuaris i contrasenyes




Importancia dels errors web

» Atac a una aplicacio web

» MITRE i NVD - CVE DB
- Base de dades de vulnerabilitats ﬁ\_/—’

TARTigs
&) 2)
\ I —
3 &
AND 52 UNITED STATES COMPUTER EMERGENCY READIMESS TEAM

» Offensive Security - Exploit DB
- Base de dades d’exploits =T=

» Identificar la versio del servidor




Com obtenir infromacio dels errors

» Provocar els errors per obtenir la informacio
desitjada
- Objectiu especific

» Utilitzar cercadors per trobar pagines que
continguin errors
- Sense un objectiu especific

» Errors casuals

- Aquells que es produeixen en moments
determinats per factors externs.




Exemple - Banc Sabadell
Y °s sosswenz006a cror < N

<« = C | BANCO DE SABADELL SA [ES]|httpS:_s’_fw.bancsabadell.cmm_s“cs_s“Sate|Iite_s“5abrﬂ.tlft65t

HTTP Status 400 - Content Server could not process the request

m Status report

o content Server could not process the request

The request sent by the client was syntactically incorrect {Content Server could not process the request).

BossWeb/2.0.0.GA_CPO1

Error provocat mitjancant una peticié a una pagina no existent

JBossWeb 2.0.0 és una versio d’agost del 2011 amb 3 vulnerabilitats
CVE conegudes




Exemple - Imaginarium
'@Apachemmcawj.zﬁ-x :_

€« C' [ www.imaginarium.es/testhtml

Estado HTTP 404 - /test.html

e Informe de estado

e /test.himi
e ey El recurso requerido (/test.html) no estd disponible.

Apache Tomcat/5.5.26

Error provocat mitjancant una peticio a una pagina no existent
Tomcat 5.5.26 es va publicar el febrer del 2008

p—



Exemple - Loteria De Catalunya

loteriadecatalunya.cat ¢, :

Proxy Error

The proxy server received an invalid response from an upstream
server.

The proxy server could not handle the request GET /. -

Reason: Could not connect to remote machine: Connection refused

Apache/1.3.12 Server at www.lotocatalunya.net Port 80

No és possible provocar aquest error. Problemes en el servidor.
Apache 1.3.12 és una versio del 25 de febrer del any 2000.




Exemple - Todotextil.com

' [") TODOTEXTIL: Fundas Né1 %

& — C [4 www.todotextil.com/merchantihtml|?id=83..2

[Exrror Message = Datasource Access Failed

[Exrror Details = Error Code :- 320

[E-\Domains\todotextil. com\wwwroot\merchant_ihtml

iRANDOM DBNAME="todotextil com”™ LOGIN="todotextil com/13243" TABLE="advertisements"™ WHERE="catid=83...2 AND (getdate() < enddate AND g4

SQL. Exror: [Microsoft] [ODBC SQL Server Driver] [SQL Server]Line 1l: Incorrect syntax near ".".

SQL Statement: SELECT SUM{weight) FROM advertisements WHERE catid=83...2 BAND (getdate() < enddate AND getdate() > startdate) AND ((vif

[Browser used: Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHITML, like Gecko) Chrome/31.0.1650.63 Safari/S537.36
JError caused by IP: 79.144.33.145

N A AT A A A A A A A AT A AT A A A AT A AT A AT A A A AT A AT A AT A AT A AT A AT AAT A A A AT A AT A AT AR AT AAAATAAAATAIAANANANA

Error trobat a traves de Google mitjancant la cerca "A syntax error has
occurred" filetype:ihtml. Conté nom d’usuari i contrasenya de la base
de dades, taules, rutes,...




Demostracio - Cerques Google
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Arharticinn Rucinace
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Classificacio dels errors

» Errors en servidors web

information services

» Errors en aplicacions

& 15 ASPnet C++ @ pyhon
@ WordPress.com

» Errors en bases de dades

CreE . EEEE %
youL.

M |crosoft

SQL Server




Errors en servidors web

» Basats en els codis d’error del protocol HTTP
> 400 - Error en el client
> 500 - Error en el servidor

» Informacid proporcionada:
- tecnologies i versions utilitzades
- sistema operatiu
- components instal - lats en el servidor




Errors en aplicacions

» Gran varietat de tecnologies i sistemes

- HTML, CSS, JavaScript, XML, ASP, PHP, JSP, CGl, C, C++,
Python, Perl, Python, VisualBasic, .Net, Java

- PhpBB, vBulletin, SugarCRM, Drupal, Wordpress, OpenERP,
Joomla, PrestaShop, Magento, Indexhibit

» Aplicacions programades sota demanda i
aplicacions basades en paquets

» Informacid proporcionada:
- tecnologies utilitzades
- rutes del servidor
- noms d’arxius




Errors en bases de dades

» Interes addicional degut a les injeccions SQL

» Informacid proporcionada:
- tecnologies utilitzades
- servidors de bases de dades
- noms de bases de dades, taules i camps
- Informacio de login: usuaris i contrasenyes




Resum

» Estudi dels errors en servidors web




Codis d’error HTTP

400 Bad Request

401 Unauthorized

402 Payment Required

403 Forbidden

404 Not Found

405 Method Not Allowed

406 Not Acceptable

407 Proxy Authentication Required
408 Request Time-out

409 Conflict

410 Gone

411 Length Required

412 Precondition Failed

413 Request Entity Too Large

414 Request-URI Too Large

415 Unsupported Media Type

416 Requested range not satisfiable
417 Expectation Failed

500 Internal Server Error

501 Method Not Implemented
502 Bad Gateway

503 Service Unavailable

504 Gateway Time-out

505 HTTP Version not supported

p gl iy i, ~git, ~git, /

4
14
4
14
14
14
4
4
4
4
4
4
4
4
4
4
4
14

400 - Errors de client 500 - Errors en servidor




Peticions mitjancant Telnet

GET /index.htm| HTTP/1.1
host: 192.168.195.145

genis@MATRIX:~% telnet 192.168.195.145 80
Trying 192.168.195.145...

Connected to 192.168.195.145.

Escape character is '~]'.

GET findex.html HTTP/1.1

host: 192.168.195.145

HTTP/1.1 200 OK

Date: Fri, 06 Dec 2013 20:12:50 GMT

Server: Apache/f2.2.22 (Ubuntu)
Last-Modified; Sat, 3@ Nov 2013 13:232:00 GMT
ETag: "alfec-bl-4ec64dBB4e13B"
Accept-Ranges: bytes

Content-Length: 177

Vary: Accept-Encoding

Content-Type: text/html

X-Pad: avoid browser bug

<html><body><h1>It weorks!</h1>

<p>This is the default web page for this server.</p=

<p>The web server software is running but no content has been added, yet.</p=>
</body=</html=

Connection closed by foreign host.

genis@MATRIX:~$ [

R
N\ \




Error 400 Bad Request

GET /index.html| HTTP/1.1

genis@MATRIX:~S telnet 192.168.195.145 80
Trying 192.168.195.145...

Connected to 192.168.195.145.

Escape character is '~]°'.

GET /index.html HTTP/1.1

HTTP/1.1 480 Bad Request

Date: Fri, 06 Dec 2013 23:57:53 GMT

Server: Apache/2.2.22 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 301

Connection: close

Content-Type: text/html; charset=iso0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.®//EN">
<html=<head=
<title>400 Bad Request</title>
= /head=<body=
<hl>Bad Request</hil=>
=p=Your browser sent a request that this server could not understand.<br [=
=/p=
<hr=
<address=Apache/2.2.22 (Ubuntu) Server at 127.0.1.1 Port 88</address>
\\{fbﬂdy}{fhtmlr
Connection closed by foreign host.
gueniSQQ§TRIK:~5 |




Error 403 Forbidden

GET /testforbidden/index.htm|I HTTP/1.1
host: 192.168.195.145

genis@MATRIX:~S telnet 192.168.195.145 80
Trying 192.168.195.145...

Connected to 192.168.195.145.

Escape character is '~]'.

GET /testforbidden/index.html HTTP/1.1
host:192.168.195.145

HTTP/1.1 403 Forbidden

Date: Sun, 08 Dec 2013 09:43:23 GMT

Server: Apache/2.2.22 (ubuntu)

Vary: Accept-Encoding

Content-Length: 307

Content-Type: text/html; charset=iso-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>403 Forbidden</title>

</head><body>

<hisForbidden</hi>

<p>You don't have permission to access /testforbidden/index.html

on this server.</p>

<hr>

<address>Apache/2.2.22 (Ubuntu) Server at 192.168.195.145 Port 80</address>
B </body></html>

Connect&on closed by foreign host.

A\




Error 405 Method not allowed

DELETE /index.htm|l HTTP/1.1
host: 192.168.195.145

genis@MATRIX:~5 telnet 192.168.195.145 86
Trying 192.168.195.145...

Connected to 192.168.195.145.

Escape character is "*]'.

DELETE /index.html HTTP/1.1

host: 192.168.195.145

HTTP/1.1 485 Method Not Allowed
Date: Sat, @7 Dec 2013 00:48:57 GMT
Server: Apache/2.2.22 (Ubuntu)
Allow: GET,HEAD,POST,OPTIONS

Vary: Accept-Encoding
Content-Length: 315

Content-Type: text/html; charset=iso0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
<html><head>
=title=4685 Method Not Allowed</title=
</head><body=>
<h1l=Method Not Allowed</hl=>
<p>The requested method DELETE is not allowed for the URL /index.html.</p=
<hr=
<address>Apache/2.2.22 (Ubuntu) Server at 192.168.195.145 Port 80</address>




Error 408 Request Time-Out

GET/index.html| HTTP/1.1

genis@MATRLX: ~
Trying 192.168.195.145...

Connected to 192.168.195.145.

Escape character is ""]°'.

GET findex.html HTTP/1.1

HTTP/1.1 4088 Request Time-out

Date: 5at, 67 Dec 2013 00:58:33 GMT

Server: Apachef2.2.22 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>408 Request Time-out</ftitle>

</head><body=>

<hl>Request Time-out</hl=>

<p=Server timeout waiting for the HTTP request from the client.</p=

<hr=

<address>Apache/2.2.22 (Ubuntu) Server at 127.0.1.1 Port 80</address>
mi</body></html=>

Conne




Error 501 Method Not Implemented

RENAME/index.htm| HTTP/1.1
host: 192.168. 195 145

genis@MATRLX: ~
Trying 192.168.195.145...

Connected to 192.168.195.145.

Escape character is '~]’'

GET findex.html HTTP/1.1

HTTP/1.1 4088 Request Time-out

Date: 5at, 67 Dec 2013 00:58:33 GMT

Server: Apachef2.2.22 (Ubuntu)

Vary: Accept-Encoding

Content-Length: 298

Connection: close

Content-Type: text/html; charset=iso0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.8//EN">

<html><head>

<title>408 Request Time-out</ftitle>

</head><body=>

<hl>Request Time-out</hl=>

<p=Server timeout waiting for the HTTP request from the client.</p=

<hr=

<address>Apache/2.2.22 (Ubuntu) Server at 127.0.1.1 Port 80</address>
mi</body></html=>

Connection closed by foreign host.
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» Estudi del error 404 en diferents servidors




Error 404 Not Found

404 Mot Found bt )
/ L I - = Bhttps://www.google.es/test123.html

€& - C [ www.todocoleccion.net/test123.hi

Not Found

The requested URL /test123 himl was not found on this s

Google

404. That's an error.

The requested URL /test123 html was not found on this
server. That's all we know.

&7 Universitat Oberta de Cat: % W | =1
€ - C [ www.uocedu/portal/ca/index123.html w2 =
Ooops! o imaginarium.es/index123 html
. . www.maginarium.es/indexLLs.nim
ATeE Informe de estado
e lindex1 23.himl
d i) El recurso reguerido (findex123.html) no estd disponible.
No es troba la pagina Ho se encuentra la pagina. Page not found. Page introuvable.
Qué pots fer? £Qué puedes hacer? What can you do? Que faire?
Et donem algunes idees: Te damos algunas ideas: Here are a few ideas: Voici quelques suggestions:
Comprova que ladreca web sigui Comprueba que |a direccidn web sea Check that the address has been \Vérifiez que l'adresse saisie est correcte.
correcta. Visita la pagina dinici de la correcta. Visita |2 pagina de inicio de la entered correctly. Visitthe UOC's Visitez Ia page d'aceueil de I'UOC ou A D4 Che TO"'K:atf 3.5.26
UOC o navega pel mapa web UOC o navega por el mapa web homepage or browse the site map. naviguez 3 partir du plan du site
Descobreix les nostres xaxes socials i Conoce nuestras redes sociales y Check outthe Ato Z Directory and Découvrez nos réseaux sociaux et nos
websdelaAalaZ websdelaAalaZ Social media. sites Web de A 3 Z [en catalan]

N




Error 404 a lIS

404 Mot Found Apache Tomcat/7.0.26 - E =

404 - File or directory n

- ¥ (D 192.168.195.147

404 - File or directory not found.

genis@MATRIX:~S telnet 192.168.195.147 80
Trying 192.168.195.147...

Connected to 192.168.195.147.

Escape character is 'A]'.

GET /testi123.html HTTP/1.1

host: 192.168.195.147

HTTP/1.1 4064 Not Found
Content-Type: text/html

Server: Microsoft-IIS/8.5

Date: Wed, 18 Dec 2013 20:41:52 GMI
Content-Length: 1245

The resource you are looking for might have been removed, had its name changed, or is temporarily unavailable.

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Strict//EN" "http://www.w3.org/TR/X

html1/DTD/xhtml1-strict.dtd">

<html xmlns="http://www.w3.0rg/1999/xhtml">

<head>

<meta http-equiv="Content-Type" content="text/html; charset=1s0-8859-1"/>

<title>404 - File or directory not found.</title>

<style type="text/css">

el ==

body{margin:0;font-size:.7em;font-family:Verdana, Arial, Helvetica, sans-serif;b|

ackground:#EEEEEE; )}

fieldset{padding:® 15px 10px 15px;}

hi{font-slze:2.4em;margin:0;color:#FFF;}

h2{font-size:1.7e argin:0;color:#CC0O000;}

h3{font-size:1 ;margin:10px 6 O 0;color:#0000600; )

#header{width:96%;margin:0 6 © 0;padding:6px 2% 6px 2%;font-family:"trebuchet MS
, Verdana, sans-serif;color:#FFF;

background-color:#555555;

#content{margin:® © © 2%;position:relative;}

.content-container{background: #FFF;width:96%;margin-top:8px;padding:10px;positi
n:relative;}
-->

</style>

</head>

<body>

<div id="header"><hi>Server Error</hil></div>

<div id="content">

<dlv class="content-contalner”><fleldset>
<h2>464 - File or directory not found.</h2>
<h3>The resource you are looking for might have been removed, had its

nged, or is temporarily unavailable.</h3>
</fieldset></div>

</div>

</body>

</html>




Error 404 a lIS

» Configuracio dels errors HTTP a través del
panell d’administracio del site

» No és possible modificar el camp Server de la
capcalera HTTP

» Versions anteriors d’lIS es comporten de la
mateixa manera




Error 404 a Apache

|| 404 Not Found ~ Apache Tomcat/7.0.26-E « ' 404 - File or directory not ~

- C | © 192.168.195.145

Not Found

The requested URL /test was not found on this server. ,
genis@MATRIX:~S telnet 192.168.195.145 80

Trying 192.168.195.145...
Connected to 192.168.195.145.

Apache/2.2.22 (Ubuntu) Server at 192.168.195.145 Port 80 [SEITEEEIES ISR CIES
GET /test123.html HTTP/1.1
host: 192.168.195.145

HTTP/1.1 404 Not Found

Date: Mon, 23 Dec 2013 23:01:05 GMT
Server: Apache/2.2.22 (Ubuntu)
Vary: Accept-Encoding
Content-Length: 291

Content-Type: text/html; charset=1s0-8859-1

<!DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">

<html><head>

<title>404 Not Found</title>

</head><body>

<h1>Not Found</h1>

<p>The requested URL /test123.html was not found on this server.</p>

<hr>

<address>Apache/2.2.22 (Ubuntu) Server at 192.168.195.145 Port 80</address>
</body></html>




Error 404 a Apache

» Configuracio dels errors HTTP mitjancant
> Directiva ErrorDocument global
> Directiva ErrorDocument per virtual host (htaccess)
> Directives ServerSignature i ServerTokens

» Configuracio del camp server de la capcalera
HTTP mitjancant mod_security i la directiva
SecServerSignature




Error 404 a Tomcat

| Apache Tomcat/7.0.26 -

g ' () 192.168.195.145:8080/test

HTTP Status 404 - [test

OTE Status report
[MEEEETT ftest

FEEITTAE The requested resource (ftest) is not available.

genis@MATRI} telnet 192.168.195.148 8080
Apache Tomcat/7.0.26 Trying 152.168.195.148. ..

Connected to 192.168.195.148.

Escape character is '~]'.

GET /ftest123.html HTTP/1.1

host: 192.168.195.148

HTTP/1.1 484 Mot Found

Server: Apache-Coyote/f1.1
Content-Type: text/html;charset=utf-8
Content-Length: 991

Date: Wed, 25 Dec 2013 18:51:19 GMT

<html><head><title>Apache Tomcat/7.0.26 - Error report</titles<styles<!--H1 {font-family:Tah
oma,Arial,sans-serif;color :white;background-color:#525D76;font-size:22px;} H2 {font-family:T
ahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size } H3 {font-family
:Tahoma,Arial,sans-serif;color:white;background-color:#525D76;font-size:14px;} BODY {font-fa
mily:Tahoma,Arial,sans-serif;color:black;background-color:white;} B {font-family:Tahoma,Aria

1,sans-serif;color:white;background-color:#525D076;} P {font-family:Tahoma,Arial,sans-serif;b

ackground:white;color:black;font-size:12px;}A {color : black;}A.name {color : black;}HR {col

or : #525D76;}--></style> </head><body><h1>HTTP Status 404 - ftest123.html</hl><HR size="1"
noshade="noshade b>type</b> Status report</p><p><b>message</b> <u>/testi123.html<fu=</p=>
<p =description u>The requested resource (/test123.html) is not available.</u></p=<HR
size="1" noshade="noshade"><h3=Apache Tomcat/7.8.26</h3></body></html>



Error 404 a Tomcat

» Configuracio dels errors HTTP Tomcat
mitjancant 'etiqueta <error-page> de
web.xml

» Configuracio de la capcalera HTTP mitjancant
I’etiqueta <connector /> de server.xml

» Les versions anteriors de Tomcat es
comporten exactament igual




Diferencies entre servidors
T —— T

Per defecte oculta la
versio del servidor en
els errors HTTP

Permet configurar les Si Si Si
respostes HTTP

Per defecte oculta la No No Si
versio del servidor en
les capcaleres HTTP

Permet configurar la No Si Si
capcalera HTTP
Server
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v

Aplicacid ErrorMint i HttpError

- Demostracio Aplicacio




ErrorMint

» Aplicacio Base
- Gestio de projectes
- Definicid d’objectius
> Gestio de moduls
- Eines per desenvolupar nous moduls

Permet afegir moduls sense modificar el codi
principal




ErrorMint — HttpError

» Bateria de proves

Peticio valida - Codi 200

Not Found - Error 404

Method Not Valid / Not Allowed - Errors 405 i 501
Bad Request - Error 400

Time-Out - Error 408

Bad Host

Bad Version - Error 505

o

o

o

o]

o

o

o

» Informe CSV amb els resultats obtinguts




Demostracio - ErrorMint

.



v
@™ ™ Windows 7 - Utilities & Webdev - VMware Player

C:\Users\genis\Desktop\ErrorMint>

Organize v Include in library ¥ Share with v New folder

{ Favorites
Bl Desktop project
& Downloads | controller.class
Recent Places http.class
httperror.class
@ Libraries httperror_serverstrings.txt
=| Documents modules.txt

@' Music servers.bxt

b=/ Pictures || utils.class

E Videos

ErrorMintjar  ErrorMint
! +& Homegroup

items

el

CSVed

p i ! 7:17 PM
€ M @ Moo - OB

ress Ctrl+G Wol ooooao




Resum

» Publicacid i Conclusions

& h



Publicacié6 OWASP i SourceForge

» ErrorMint publicat a SourceForge
o http://sourceforge.net/projects/errormint/

» Seccio Analysis of Error Codes de la OWASP
Testing Guide editada amb la investigacio
realitzada en aquest treball



http://sourceforge.net/projects/errormint/
http://sourceforge.net/projects/errormint/

Conclusions

» Gran quantitat d’errors per analitzar

» Configuracio important i senzilla de realitzar

» Treballs futurs




Gracies

Preguntes i contacte - genisd@gmail.com




