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Facultad de Informática, Universidad Complutense de Madrid (UCM)
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Resumen Manet security has a lot of open issues. Due to its character-
istics, this kind of network needs preventive and corrective protection. In
this paper, we focus on corrective protection proposing an anomaly IDS
model for Manet. The design and development of the IDS are considered
in our 3 main stages: normal behavior construction, anomaly detection
and model update. A parametrical mixture model is used for behav-
ior modeling from reference data. The associated Bayesian classification
leads to the detection algorithm. MIB variables are used to provide IDS
needed information. Experiments of DoS and scanner attacks validating
the model are presented as well.

1. Introduction

Security of Mobile ad hoc networks (Manet) is an active topic in recent re-
search. Most of current work on Manet security focuses on some kind of preven-
tive protection design (e.g. authentication [1]). However, as network entities in
a Manet consist of general purpose hardware and software equipments, usually
without good physical protection, occurrence of malfunctioning and compro-
mised entities in such networks cannot be neglected. Therefore, security must
be designed in a way that the network service remains robust even in presence
of misbehaving nodes. In general treat models, the compromising of a network
entity leads to revealing all confidential information to the intruder, which al-
lows for most of preventive security mechanisms to fail. Intrusion detection and
response systems (IDS) are a common approach in such scenarios where a cor-
rective security mechanism is required to cope with the limitations of preventive
only security mechanisms.
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