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Security in Learning Management Systems: 
Designing Collaborative Learning Activities in 
Secure Information Systems

The field of research on information technology applications in the design of computer 
supported collaborative learning (CSCL) activities generates very complex scenarios 
which must be studied from different approaches. One approach is to consider infor-
mation security, but not only from a technological point of view.

In this paper we argue that current e-learning systems supporting on-line collaborative 
learning do not sufficiently meet essential security requirements, and this limitation 
can have a strong influence in the collaborative learning processes. In order to alleviate 
these problems we have proposed an approach based on Public Key Infrastructure (PKI) 
models that offer essential security properties and services in on-line collaborative 
learning, such as availability, integrity, identification and authentication, access control, 
confidentiality, non repudiation, time stamping, audit service and failure control.

1. Introduction
This paper proposes to emphasize information security issues when designing new e-leaning 
systems by incorporating security as an essential non-functional requirement into each and 
every collaborative learning process.

Information technology supported learning frameworks are present in the Spanish university 
system, where fully distance universities and virtual campuses exist, students do not only 
acquire knowledge and reinforce their educational skills and competences, but also learn to 
learn. Essential to attainment of this ideal is high quality materials that are carefully designed 
to be dynamic, intuitive and self-explanatory for students working within a distance educa-
tion environment (Sangrà 2002).

All the actors implicated in on-line learning management systems demand increasingly spe-
cific requirements related to information security, in order to ensure the learning and teach-
ing processes developed in this context and the information transmitted (Weippl 2005). 
However, when designing e-learning systems and applications, security is not a main concern 
and only conventional security methods and processes are considered in the requirements, 
such as authentication and basic authorization.

In this paper we argue that traditional security approaches when applied to the design of 
most advanced e-learning systems do not suffice to provide the necessary security require-
ments to guarantee that all supported learning processes are developed correctly and in a 
reliable way. The real learning context of this work is the Open University of Catalonia and 
the collaborative learning processes found as an essential part of the pedagogical model in 
all the on-line courses.
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2.	 Background
Alan Bryden (2003), in his lecture “Open and Global Standards 
for Achieving an Inclusive Information Society” concerning the 
growth of the Information Society and its more equitable de-
velopment, stated that the International Standards will greatly 
help to guarantee security and to develop consumer confidence 
and protection, while respecting the legitimate interests of all 
stakeholders. 

As it could seem natural to follow these principles, international 
standards are still far from considering the essential role the se-
curity issues have in the learning processes and in the technol-
ogy tools and systems supporting these processes. For instance, 
The IMS Global Learning Consortium has a series of reference 
specifications for e-learning but very few references regarding 
privacy and data protection: “While the details of the security 
architecture being employed to support the learner information 
system is outside the scope of this specification it is important 
to provide mechanisms that can be used to support the imple-
mentation of any suitable architecture” (IMS 2001).

El-Khatib (2003) examines privacy and security issues associ-
ated with e-learning, comparing how several learning standards 
consider the privacy security property. The conclusion in this 
paper is that current e-learning standards only treat privacy and 
security superficially, if at all.

Although privacy could be an important issue, what about the 
other ones? Is privacy service always really needed? For exam-
ple, as an LMS offers course materials we could prefer public 
trusted materials to only private materials. Weippl (2005) states 
that “the goal of security in e-learning is to protect authors’ 
e-learning content from copyright infringements, to protect 
teachers from students who may undermine their evaluation 
system by cheating, and to protect students from being too 
closely monitored by their teachers when using the software”. 

Since the above limitations and requirements are not met by 
existing e-learning systems, new approaches are needed.

3.	 Security in on-line collaborative 
learning: a first approach

Due Collaborative learning involves interactions, material man-
agement, communication processes and generation of learning 
results that should be supported in the LMS. Flate (2002) ex-
plains a LMS this way: Learning Management System is a broad 

term that is used for a wide range of systems that organize and 
provide access to online learning services for students, teach-
ers, and administrators. These services usually include access 
control, provision of learning content, communication tools, 
and organizations of user groups.

The collaborative learning services are usually designed and im-
plemented according to the needs of the collaborative learn-
ing model, without much consideration of security issues. This 
limitation may lead to undesirable situations that can influence 
the learning process and management, such as a student falsi-
fying course materials, presenting a convincing false identity to 
other users, listening to private communications, altering the 
time stamp of assignments, and a teacher accessing students’ 
personal data.

Current technological solutions based on Public Key Infrastruc-
ture (PKI) models are available to offer services which ensure 
the security properties and services so far. PKI, simply defined, 
is an infrastructure that allows the creation of a trusted method 
for providing privacy, authentication, integrity, and non-repudi-
ation in communications between two parties (Raina 2003).

Grouping all the properties and security services needed, col-
laborative learning activities will be trusted if essential proper-
ties are reached, such as availability, integrity, identification and 
authentication, access control, confidentiality, non repudiation, 
time stamping, audit service and failure control (Shirey 2007).

PKI underlying infrastructure has techniques such as digital 
signature, digital certificates, certification authorities, and key 
stores, which form the system architecture to create security 
services ensuring all the properties compiled so far. Further-
more, PKI infrastructure adds specific services referred to in this 
paper such as time stamping. This service is essential in the de-
velopment of collaborative learning activities when we need to 
verify the date or time of a transaction between the users of the 
LMS or an activity step.

4.  Conclusions
In this paper we have argued that current e-learning systems 
supporting on-line collaborative learning do not sufficiently 
meet essential security requirements and this limitation can 
have a strong influence in the collaborative learning processes. 
In order to alleviate these problems we have proposed an ap-
proach based on Public Key Infrastructure (PKI) models that 
offer services which ensure essential security properties and 
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services in on-line collaborative learning, such as availability, 
integrity, identification and authentication, access control, con-
fidentiality, non repudiation, time stamping, audit service and 
failure control.
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