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Abstract—Recent decades have witnessed a swift developmémtnetwork structures like Peer-to-Peer (P2P) systas, offering
advantages such as significantly reducing the setupinning cost for the content providers and providng end users data access
within very short time. However, today’s P2P distrbution systems are severely abused by illegal redtiibutions. The enforcement
of copyright protection mechanisms in these systenposes serious privacy threats to end users. Varisuesearchers have examined
the challenges characterizing these systems fromvéirse viewpoints, proposing strategic solutions. T$ paper, to the best of our
knowledge, for the first time conducts a review anlgsis focused on security, privacy and anonymity ifP2P systems, describing the
challenges and solutions that are associated withdal content distribution in them.

Keywords: copyright protection; privacy; anonymity; security; peer-to-peer networks

l. INTRODUCTION

Peer-to-Peer (P2P) is often described as a typeagntralized computing system in which nodesymedeto as peers, use
the Internet to communicate with each other diyecthese systems are attractive because they deeqoire any special
administrative arrangements unlike centralizedlifees, and their decentralized nature makes thealable, bandwidth
efficient and fault tolerant.

P2P applications account for approximately 60%nte#rnet’'s Traffic. However, a major part of thiaffic is generated by
P2P content distribution systems. In particuladaiés P2P content distribution applications (eDgnjd, BitTorrent [2]) are
extremely popular among millions of users. Theggiegtions allow users to contribute, search aniioba digital content,
ranging from relatively small-sized pictures or mouiles to large-sized contents like complete wafie packages, movies or
similar types of multimedia content, in a distribdtmanner. Content distribution in P2P has alseived considerable
attention in the research community [3].

The P2P technology for content distribution systésnbeneficial to both content providers and enersisFrom media
companies and e-commerce vendors point-of-view,tdthnology enables them to make valuable coateilable to a large
amount of people at minimal cost and better peréoree. For example, Red Hat Inc. uses Bit-Torrerttistribute Red Hat
Linux. Similarly, Pando Networks [4], a managed R&mtent distribution application, enables contenwhers to publish,
distribute and track their multimedia contentseatuced delivery costs. Also, from end users petiygeanultimedia files can
easily be accessed and downloaded within a sinoet ti

Despite the potential of P2P content distributiechnology to revolutionize the Internet in numeroegpects, it has often
been surrounded with the copyright controversy.tlinone hand, these systems offer content provaterspportunity to
achieve global exposure with low distribution co€s the other hand, these providers argue thas u§ehese systems get
copyrighted work for free. They fear losing contodlcontent ownership and worry about promotiorillefal activity. P2P
content distribution itself is not illegal; howewie act of sharing copyrighted contents withoutrpssion is illegal. But this
illegal activity is not only onerous to content yiders but also to the end users. Users may reagive-distribute files that
may make them accountable to civil or criminal lisZunder copyright infringement laws.

In addition to security, another concern among susewhether the presence of copyright protecti@chanism in P2P
distribution systems can violate their privacy iet#s. The seriousness of the effects that prageatopyright has on the
privacy interests of users is significant [5]. Maver, within P2P distribution systems, a collectifnidentifiable personal data
should be limited to the minimum since anonymitgie of the basic functions of privacy.



There is an inherent conflict of interest betweepyeight protection supporters and privacy advozatirrently, this is a
hot research area among researchers who are fgomsipreservation of content providers ownershgperties and content
receivers’ privacy and anonymity. Cryptographic éinderprinting mechanisms [6-8] are utilized tstdbute contents within
P2P systems such that the provider neither knowsréheiver's copy nor his identity. Only on findirag illegally re-
distributed copy, the provider identifies the retdbutor. Intuitively, there is large scale oférdependence amongst security,
privacy and anonymity aspects within legal contlistribution in P2P systems, thus favoring the cioieb approach taken in
this study. This paper surveys current P2P digiohusystems in terms of technological aspectseafsty, privacy and
anonymity, aiming to provide a comprehensive actofithe implemented mechanisms and their impoffeatures.

The remainder of this paper is a survey of resegrthese areas. In Section Il, we discuss thdagés being faced by
P2P developers in building secure and anonymous f2fms. Section Il briefly gives an overview infplemented
mechanisms and in Section IV, we discuss the ceiaria and open problems of implemented systems.

Il.  SECURITY, PRIVACY AND ANONYMITY CHALLENGES IN P2PCONTENT DISTRIBUTION SYSTEMS

The concepts of security, privacy and anonymityduisethis paper are defined in the context of pdng a legal content
distribution in a P2P system, and are describddliasvs:

1) Security: A mechanism aimed to protect an intellectual prigpandprovide trustworthiness.

2) Privacy: The protection of user-related information in suchway that no personal information of an end user
revealed, unless a user is found to be guiltylegdl re-distribution. It is also called a condit# privacy.

3) Anonymity: A method to protect the identity of provider aedeiever and also to protect the contents of tearest data
between them.

A. Security Issuesin P2P

The decentralized nature of P2P technology makpgrigiht holders more resistive to its adoption doiebsence of a
central authority, which could regulate how and wkiad of files get distributed within the systeXiaosong and Kai [9]
studies highlight that the security state for P2Btesns is worse because of the absence of a éeatraluthority that can
vouch for security parameters. The diverse nattitbeomultimedia material presents a severe chgdlén the establishment
of effective strategies that would foster securstays [10]. P2P networking renders multimedia ithistion channels
vulnerable to various forms of attacks, e.g., cighyrinfringement, the possibilities of downloadiffites infected with
malicious codes, denial of service and susceititi attacks [11].

Recent years have witnessed a large number of oalséesd to copyright infringement, due to P2P éilehange, in many
countries. Apart from being a source for piratedtent, P2P content distribution systems share tilas pose severe security
risks to end users. With millions of connected siserd even more available files, there is no wayetdy the legitimacy and
safety of shared files. The downloadable files dozbntain malicious codes that can attack usssputer with worms,
malware, spyware, viruses and more. For examg@eyare virus known as Antinny, affected the Japabased P2P content
distribution system “Winny”. This virus led to tliésclosure of a large amount of U.S. military baseurity codes along with
private documents of a police investigator [12].

Moreover, tracing a copyright violator is an immengsk which requires providers to work in conjiorctwith
watermarking and fingerprinting technology provifiems as well as P2P content distribution develsp&hese controversies
have been analyzed in [13] concluding that, in ptdedesign a secure content distribution syste?®, Bevelopers need to
identify the gaps in security.

B. Privacy Issuesin P2P

Privacy is largely an access control issue. Legar@aches are insufficient, because they can ebsilgircumvented.
There is a need to design systems in such a wapohgersonal information of end users is revealetess a user violates the
terms of service. Only in that case, his or hespeal details and how he or she violated the tevondd be revealed to the
relevant authorities. Moreover, only the identifyaocopyright violator should be revealed withoffeeting other innocent
users of the system. Many existing P2P contentilolision systems with copyright protection mecharssmonitor activities
of the users. These systems are more concernetl sdmuity of data rather than protection of useraey. Few P2P systems
have been proposed that address both security m@nogproviders and users’ privacy concerns [1,43,

Cryptography, Digital Rights Management (DRM), amdtermarking are digital content protection techeig against
piracy. The hidden information, watermark, is uded copyright protection, covert communication, @ tracking of



leakage, and so forth. Two significant issues @s¢ghschemes need to be considered, i.e., the prisvikcurity as well as the
privacy of an end user. The demand to protect pyivaformation of end users is increasing alonghwtiite rise of privacy
leakage.

C. Anonymity Issuesin P2P

Anonymity is an important factor to account forR2P content distribution systems. The major anotyyissue within
these systems is that the users' identities andnactan be revealed by other users. To provideyanity to users in these
systems, the personal and sensitive informatioch s user identification and IP address of the, usest be hidden during
communication with others.

From the P2P distribution system’s perspectiveretiexist three types of anonymity: Receiver, previdnonymity and
mutual anonymity. In receiver and provider anonymidentity of the receiver and provider is hiddesspectively. Mutual
anonymity hides the identities of both receiver anovider from each other and also hides the cocatioin between these

two entities.

Grodzinsky and Tavani [15] emphasize the absenemafiymity in P2P systems by noting that the useeals his or her
details, such as plain-text queries and IP addsesserovider of services when downloading filegtthermore, Wang et al.
[16] highlights that a great deal of informatiorgaeding the user preferences can be collected mtenb distribution by
tracking the user activities at the provider sttles compromising the user's anonymity.

The conflict between privacy and security withinPP@istribution systems vouch for a debate betwawmynity and
accountability, i.e. decreased anonymity (less ys&racy) is proportional to increased accountabi{more security to
provider). However, both accountability and anorntyrproperties must exist side-by-side within theggtems.

Similarly, the open nature of P2P systems makes gtatacy a major challenge. Since there is norakatithority in these
systems that can authenticate and protect agaai&tious end users, it is up to the user to pratsetf and be responsible for
its own actions. Consequently, each user needsalaae the information received from another uis@rder to determine the
trustworthiness about the information as well &sptrovider. This can be achieved by employing tmshagement techniques
[17] within these systems. However, most trust nwde P2P systems are identity-based; hence thdstsea trade-off

between trust and anonymity.

Ill.  MECHANISMS TO COUNTER CHALLENGES IN P2PCONTENT DISTRIBUTION SYSTEMS

This section discusses implemented mechanismssthia¢ to overcome security, privacy and anonynisgues in P2P
content distribution systems.

A. Mechanismsfor Security
Various researchers have devised techniques angiamiems to counter security attacks.

1) Encryption: Encryption is a core technique for content pratectBefore distribution, the content is encryptadthe
provider and the decryption key is provided onlythiose users who have permission to access th@rlatg copies of the
content. Despite the fact that such techniquespeatect the contents during their transmissiony ttennot prevent a user
from re-distributing the data illegally once thegve been received and decrypted. However, thislgmrolean be solved by
establishing a DRM capalbility.

2) DRM: DRM is a technology that prohibits illegal copy afidtribution of contents and permits only authedizisers to
access them. These systems were originally intetalldlp content providers in secure distributibwligital media to a large
number of users in a manner that protects theesterf the owner only. Literature review shows thare are few DRM
solutions available in P2P networks. Kalker et[48] describe a solution based on DRM for the fabof copyright
infringement in P2P networks for music sharing.eLial. have proposed a DRM enabled P2P architegthieh provides
secure distribution of copyright-protected musiatents and efficient tracing of unauthorized ug@fsin [19], Chen et al.
proposed a DRM mechanism for a Bit-torrent like B28tem which provides end-to-end content secredyaacess control.

3) Digital watermarking: Watermarking is recognized as a promising technigerecloped to address the problems of
copyright protection, content authentication, €itiere are two forms of watermarking, copyright waigking and
fingerprint watermarking (fingerprinting). In copght watermarking, a copyright message (watermarildmbedded into the
content which indicates copyright holder’s idetfion. However, it is only used to declare theycigit and cannot be used
to trace the copyright violator. Tsolis et al. [2@ve proposed a P2P distribution system whicloniytallows digital content



exchange but also supports copyright protection matagement through watermarking technologies.eborsd type of
watermarking i.e. digital fingerprinting [21], aarsspecific identification mark is embedded intotemt so that it can be used
to track an illegal re-distributor. Once an unautted content copy is found, the embedded fingetmr@an uniquely identify
the person responsible for this violation.

4) Trust Management: Little efforts have been done to prevent malwspesad within P2P distribution systems. To
prevent this spread within these systems, trushar@sms can be used to find the reputed userscteaage with, or to avoid
malicious nodes. In [17], Ding et al. have propoaedodel based on trust management scheme thatitigate the malware
proliferation in P2P distribution systems. Zhouaktin [22] investigated the worms taking advanta§@2P weakness and
proposed several countermeasures based on indivsieis to carry out detection and post-detectitgigation.

B. Mechanismsfor Privacy

Privacy in P2P distribution systems with copyrigitbtection can be granted using techniques suchnasymous
fingerprinting and DRM with privacy.

1) Anonymous fingerprinting: In the aforementioned fingerprinting type, the Igeato protect content providers against
illegal re-distributors. However, to protect usepsivacy from content providers, another type afgérprinting, i.e.,
anonymous fingerprinting [23] is used. This tedbgy preserves users’ rights for privacy by pronglianonymity and the
unlinkability of their P2P activity. However, theigesignificantly lesser research work done onamrwpreserving mechanisms
in P2P systems with legal content distribution.

Megias and Domingo-Ferrer [7] have proposed a noaetept of automatic fingerprint recombinationigeed for P2P
content distribution systems. The proposed schailiees the fingerprinting concept to provide idénation to the copyright
owner and detect illegal content re-distributonsrtirermore, the users can preserve their privadgras as they do not get
involved in illegal re-distribution. In [8], DomimgFerrer and Megias have proposed a P2P protocdistiibuted multicast
of fingerprinted content. In the proposed framewarkptographic primitives and a robust watermagkiechnique have been
utilized to produce different marked copies of tloatent for the requesting user such that it cép the provider to trace re-
distributors without affecting the privacy of hohesers.

2) DRM with privacy: In literature, only a few DRM mechanims in P2P barfound, which address both content provider
security and end user privacy. In [24], Sun etpabposed an identity-based DRM system with privaeiiancement. Their
DRM system retains user privacy by hiding the fefethip information between users and the contietsisers own.

C. Mechanismsfor Anonymity

Various P2P anonymous mechanisms have been proposetnplemented, aiming to provide protection naol eisers
within the system.

1) Anonymous communication: Onion routing [25] is a distributed P2P mechanibiat &allows two users to communicate
anonymously over the network. It protects its comivation against traffic analysis. The main aimoafon routing is to
prevent intermediary nodes from knowing the soudsstination and contents of the message. OniortirRphas been
adapted in several anonymous P2P systems suchoaym®ous P2P File Sharing (APFS) and Tor [26], tvjsle anonymous
communication between users. Yu et al. [27] haopgpsed a P2P protocol, Nemor, which not only allewsquesting user
and a provider to communicate anonymously with edblr and from other participating users, but glsgiects the identity
of the content being exchanged. Another P2P prot®eer-to-Peer Personal Privacy Protocol (P5),[@8¢s a hierarchical
broadcasting technique to achieve mutual anonybgtyween users. For different levels of the hiengrclifferent levels of
anonymity are provided.

2) Anonymous authentication: It is impractical to pursue user anonymity withéaking accountability into consideration.
Accountability has traditionally been achieved tlgb authentication mechanisms. In order to presananymity within
these accountable systems, trust mechanisms hreditie.g. the solution proposed by Lu et al. [@9%s an anonymous zero-
knowledge authentication protocol to support tmahagement such that users can use unforgeabiesfiable pseudonyms
instead of their real identities. Similarly, Wang &. in [30] have proposed an anonymous collabmrasignature
authentication protocol in which each user, insteadising his or her real identity, owns an un-falgle and verifiable
identity signature and this identity signatureiggied by a trusted party through a collaboratigmaiure method.

Table | gives a comparison of the presented P2fersgswith respect to security, privacy and anonyimibperties.



TABLE I. COMPARISON OF THEPRESENTEDP2PSYESTEMS

Guaranteed Properties
P2P Systems 5 . ;
Security Privacy Anonymity
DRM
Ref. [9] Encryption No No
Ref. [20] Watermark- No No
ing
Trust
Ref. [17] Mechanism No No
Encryption
) P . Fingerprint- Anonymogs
Ref. [7] Fingerprint- ing communi-
ing cation
Encryptlpn fingerprint- Anonymous
Ref. [8] Fingerprint- . Communi-
in Ing cation
¢}
Ref. [24] Encryption DRM No
Anonymous
Ref. [28] No No communi-
cation
Encryption Anonymous
Ref. [29] Trust No authentication
Mechanism

IV. CONCLUSIONS AND OPEN PROBLEMS

The field of P2P technology presents a numbertefésting challenges which include new methodgfoviding security,
privacy and anonymity. Considerable amount of neteaork has been carried out by researchers taggan appropriate
balance between distributing content on a largéesmad preserving the right of copyright owners.

Much of the work has been done by using applinatiof watermarking, fingerprinting and DRM mechamgs However,
most of the research work involving fingerprintimmotocols for copyright protection incurs high cartggional and
communicational burdens due to the use of publicdwecryption of the contents, secure multipartyt@rols amd other
techniques. Also, research work for developing sbland secure watermarking scheme is still in msgyr The tradeoffs
between robustness, capacity and imperceptibifityatermarking schemes are yet to be achievedo, Alere is a need to
develop an efficient traitor tracing scheme, sinett the anonymity of honest users is not affected.

Similarly, the proposed works on DRM mechanism®2P systems have not been able to effectively ptes@pyright
infringement. Moreover, in order to develop an efifee DRM mechanism to prevent large scale copyrighingement, the
developers may often undermine users’ fair rights.

It is worth noting that in achieving anonymity ifP systems, there is a performance overhead. Teihe@ad is due to
encryptions and decryptions, insertion of fakefitadnd increasing the routing path to provide gmoity between two
communicating users. Therefore, better anonymity efficiency tradeoffs are of primary importance floese systems to be
deployed and gain user acceptance. Another challéarged by P2P systems is the harmonization bet@aenymity and
accountability. There is a need to devise securigchanisms to ensure anonymity for honest userstracdability for
misbehaving users. Similarly, another problem & the users of these systems require anonymitthieugovernment, media
and software industry want some monitoring toolsbeo incorporated within the software in order tackr illegal re-
distributors. Thus, there is a need to balancetie&ymity of users and security of copyright hasder

This brief review illustrates that P2P systems faegious challenges in terms of combining secugtyyacy and
anonymity properties for legal content distributi&iforts in addressing these concerns are stduaocessful because of the
intricacy of each other. Although these systemsda@oyed and used on a large scale, there remaiity impen issues that
need to be addressed by researchers and P2P dmgelop
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