
This is a preprint of the paper:

David Megı́as, “Improved Privacy-Preserving P2P Multimedia Distribution Based
on Recombined Fingerprints”, Dependable and Secure Computing, IEEE Transac-
tions on, Volume 12, Issue 2, Pages 179-189. March-April 2015. ISSN: 1545-5971.
http://dx.doi.org/10.1109/TDSC.2014.2320712.

http://dx.doi.org/10.1109/TDSC.2014.2320712


1

Improved Privacy-Preserving P2P Multimedia
Distribution Based on Recombined Fingerprints

David Megı́as, Member, IEEE

Abstract—Anonymous fingerprint has been suggested as a con-
venient solution for the legal distribution of multimedia contents
with copyright protection whilst preserving the privacy of buyers,
whose identities are only revealed in case of illegal re-distribution.
However, most of the existing anonymous fingerprinting protocols
are impractical for two main reasons: 1) the use of complex
time-consuming protocols and/or homomorphic encryption of the
content, and 2) a unicast approach for distribution that does not
scale for a large number of buyers. This paper stems from a
previous proposal of recombined fingerprints which overcomes
some of these drawbacks. However, the recombined fingerprint
approach requires a complex graph search for traitor tracing,
which needs the participation of other buyers, and honest proxies
in its P2P distribution scenario. This paper focuses on removing
these disadvantages resulting in an efficient, scalable, privacy-
preserving and P2P-based fingerprinting system.

Index Terms—P2P content distribution, anonymous finger-
printing, re-distribution tracing, recombined fingerprints

I. INTRODUCTION

LEGAL distribution of multimedia contents is a recurrent
topic of research. Broadband home Internet access has

enabled the sustained growth of e-commerce, including di-
rect downloads of multimedia contents. However, copyright
infringement is one of the most relevant threats to the content
industry.

Fingerprinting emerged [1] as a technological solution to
avoid illegal content re-distribution. Basically, fingerprinting
consists of embedding an imperceptible mark –fingerprint– in
the distributed content (which may be audio, still images or
video) to identify the content buyer. The embedded mark is
different for each buyer, but the content must stay perceptually
identical for all buyers. In case of illegal re-distribution, the
embedded mark allows the identification of the re-distributor
by means of a traitor tracing system, making it possible to take
subsequent legal actions. Although fingerprinting techniques
have been available for nearly two decades, the first few
proposals in this field are far from nowadays’ requirements
such as scalability for thousands or millions of potential buyers
and the preservation of buyers’ privacy.

Most fingerprinting systems can be classified in three cat-
egories [3], namely symmetric, asymmetric and anonymous
schemes. In symmetric schemes, the merchant is the one who
embeds the fingerprint into the content and forwards the result
to the buyer; hence, the buyer cannot be formally accused of
illegal re-distribution, since the merchant also had access to
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the fingerprinted content and could be responsible for the re-
distribution. In asymmetric fingerprinting, the merchant does
not have access to the fingerprinted copy, but he can recover
the fingerprint in case of illegal re-distribution and thereby
identify the offending buyer. In anonymous fingerprinting, in
addition to asymmetry, the buyer preserves her anonymity
(privacy) and hence she cannot be linked to the purchase
of a specific content, unless she participates in an illegal re-
distribution. Anonymous fingerprinting [16] is, thus, the most
convenient strategy to protect both the buyers’ privacy and the
owner’s rights, since it guarantees the following properties: 1)
only the buyer obtains the fingerprinted copy of the content,
making it impossible for the merchant to accuse her of
unlawful re-distribution, and 2) it preserves the anonymity of
the buyers’ identities with respect to the merchant.

As scalability is concerned, the unicast approach in which
the merchant establishes a connection with each single buyer
is not a convenient strategy. However, broadcast distribution
is not suitable for fingerprinting applications since different
fingerprints are required for different buyers in order to
guarantee traceability. Peer-to-peer (P2P) distribution can be
the answer to this difficulty, as proposed in this paper, since
this technique blends some of the advantages of the unicast
and multicast solutions. In fact, some content distributors are
already operating under the P2P paradigm, such as [15].

Many anonymous fingerprinting schemes exploit the ho-
momorphic property of public-key cryptography [14], [11],
[19], [10]. These schemes allow embedding the fingerprint
in the encrypted domain (with the public key of the buyer)
in such a way that only the buyer obtains the decrypted
fingerprinted content after using her private key. However,
developing a practical system using this idea appears difficult,
because public-key encryption expands data and substantially
increases the communication bandwidth required for transfers
[9]. Furthermore, homomorphic encryption constrains the type
of mathematical operations which can be performed on the
content for embedding, making it difficult to use the more
advanced and robust techniques in the data hiding literature.
In addition, the application of this idea in a distributed scenario
(such as P2P networks) is not simple, since embedding would
have to be performed by peer buyers, requiring a complex and
supervised protocol.

Other approaches for anonymous fingerprinting [16], [17],
[3], [2], [9], [4] do not exploit homomorphic encryption in
this way, but either 1) require highly demanding technologies
such as public-key encryption of the contents, secure mul-
tiparty protocols, commitment protocols or zero-knowledge
proofs, among others, incurring prohibitive computational and
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communicational costs; or 2) are based on theoretical secure
embedding algorithms for which no proof of existence is
available.

Very few anonymous fingerprinting schemes with P2P dis-
tribution have been suggested so far [7], [12], [13]. In [7],
game theory is applied to develop a fingerprinting scheme
where embedding occurs between peer buyers, but this ap-
proach requires multi-party secure protocols between buyers
which may be difficult to apply in a real scenario. The proposal
in [12], [13] is more attractive, since embedding occurs only
for a few seed buyers and the fingerprint of the other buyers are
automatically generated as a recombination of the fingerprints
of their “parents” in a graph distribution scenario. However,
the traitor tracing protocol presented in those references re-
quires an expensive graph search and disturbs a few honest
buyers who must co-operate with the authority to identify
the source of an illegal re-distribution. This is a relevant
inconvenient, not only for the associated computational cost
and the nuisance caused to honest buyers, but also because
it represents a weakness of the proposal in [12], [13]. As
shown in Section II-B, the participation of other buyers in the
tracing protocol can lead to situations in which some illegal re-
distributors may be untraceable even if no malicious behavior
occurs. In addition, the distribution protocols proposed in [12],
[13] rely on the honest behavior of proxies.

This paper reviews the main features of the proposal
suggested in [12], [13], highlights its main drawbacks, and
suggests several significant improvements to achieve a more
efficient and practical system, especially as traitor tracing
is concerned, since it avoids the situations in which illegal
re-distributors cannot be traced with the proposal of [12],
[13]. Furthermore, better security properties against potentially
malicious proxies are obtained.

Although the system proposed in this paper uses public-key
encryption in the distribution and traitor tracing protocols, it
must be taken into account that this encryption is only applied
to short bit strings, such as the binary fingerprints and hashes,
not to the content. The fragments of the content are encrypted
using symmetric cryptography, which is much more efficient.

The rest of this paper is organized as follows. Section II
summarizes the references that are the basis of the proposed
scheme and details the drawbacks related to the system de-
scribed in those references. Section III describes the improve-
ments proposed for the method, whose improved features and
efficiency aspects are discussed in Section IV. A security and
privacy analysis of the new system is presented in Section V.
Finally, Section VI summarizes the conclusions of this work.

II. PREVIOUS WORK

The proposal presented in this paper stems from the fin-
gerprinting system described in [12], [13], which introduced
the concept of automatically recombined (also called DNA-
inspired) fingerprints in P2P networks. The next sections
present the main features and drawbacks of the previous work.

A. Main features of the previous work

The main features of the referred method are the following:

• The content is divided into several ordered fragments
and each of them is embedded separately with a random
binary sequence. The binary sequence for each fragment
is called segment and the concatenation of all segments
forms the whole fingerprint.

• The merchant distributes different copies to a reduced set
of M seed buyers. The fingerprints of these buyers are
such that their segments have low pair-wise correlations.

• The buyers other than the seed ones engage on P2P
transfers of the content in such a way that each new
buyer obtains fragments from at least two other buyers.
The total number of buyers is N �M .

• The communication between peer buyers is anonymous
through an onion routing-like protocol using a proxy.

• The fingerprint of each new buyer is built as a recombi-
nation of the segments of its parents.

• Proxies know the pseudonyms of source and destination
buyers and they have access to the symmetric keys used
for encrypting the multimedia content.

• A transaction record is created by a transaction monitor
to keep track of each transfer between peer buyers. These
records do not contain the embedded fingerprints, but
only an encrypted hash of them. The fingerprints’ hashes
are encrypted in such a way that the private key of at
least one parent is required for obtaining their cleartext.

• The real identities of buyers are known only by
the merchant. The transaction monitor records buyers’
pseudonyms.

• In case of illegal re-distribution, a search is required
through the distribution graph. The search starts from
the seed buyers and is directed by a correlation function
between the traced fingerprint and the fingerprints of the
tested buyers. These tested buyers must co-operate with a
tracing authority to compute the correlation between their
fingerprint and the one extracted from the illegally re-
distributed file. The fingerprints’ hashes recorded in the
transaction monitor are enough to prevent buyers from
cheating in this step.

• At each step of the traitor tracing protocol, the buyer
with maximum correlation is chosen as the most likely
ancestor of the illegal re-distributor. This criterion is
mostly right, but some incorrect choices may occur during
the search process, requiring the exhaustion of a subgraph
and backtracking.

• The search ends when perfect correlation is found be-
tween the fingerprint of the tested buyer and that of
the illegally re-distributed file. If a buyer refuses to take
a correlation test, the hash recorded in the transaction
monitor can be used as evidence against her.

• A method to defeat the collusion of several buyers is also
described.

The automatic construction of fingerprints by re-combining
segments of the parent buyers’ fingerprints is depicted in
Fig.1. It is worth pointing out the difference between the
terms “fragments” and “segments” as used in this system. A
“segment” refers to each of the fixed-sized pieces that form
the whole fingerprint embedded in a content, whereas the term
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Fig. 1: Automatic recombined fingerprint construction

“fragment” is used for the different pieces of the content itself,
each of which contains a segment embedded into it.

As detailed in [13], each child is interested in obtaining
fragments from more than one parent, and each parent is
interested in not providing all the fragments to the same child:
the reason is that if two peers A and B get exactly the same
copy of the content, then A could be held responsible for
any unlawful content re-distributed by B and viceversa. This
mutual interest of children and parents to protect each others’
privacy is known as the co-privacy property, as defined in [7].

This recombination (or DNA-inspired) fingerprinting
scheme has remarkable advantages for both buyers and the
merchant: 1) no one has access to the full fingerprints of
buyers; 2) transactions between buyers are fully anonymous;
and 3) a tracing protocol makes it possible to identify the
source of an illegal re-distribution.

B. Drawbacks of the previous work

Despite its advantages, the scheme also has some draw-
backs, the most remarkable being: 1) the tracing process
may be cumbersome and requires the participation of a few
innocent buyers; 2) the fraction of tested buyers in a search is
not known (although it is proven to asymptotically decrease
to zero as the number of buyers increases if no backtracking
occurs); and 3) although it is recommended that more than one
proxy is used for each download, the proxies could still collude
to reconstruct the whole fingerprinted copy of a buyer and
illegally re-distribute that copy, making it possible to frame
an innocent buyer. All three drawbacks are quite inconvenient,
especially the third one that may lead to charges on an innocent
user.

The fact that some honest buyers are required to participate
in the traitor tracing protocol has several implications. To
begin with, in some cases, a few buyers may have perfectly
honest reasons for not collaborating in traitor tracing. For
example, they may have lost the copy of the content being

Fig. 2: Possibly untraceable subgraph

traced either because of file removal or hardware damage. In
such a situation, there are some distribution scenarios that may
lead to one or more buyers being impossible to trace. This is
illustrated in Fig. 2. Imagine that buyers B13 and B17 are
unable to collaborate with the traitor tracing protocol, either
because of honest or malicious reasons, and that they cannot
provide their private keys (used in the distribution system).
If the illegal re-distributor was B22, since her only parents
are B13 and B17, there would be no way of decrypting the
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fingerprint’s hash of B22 (stored in the transaction monitor in
encrypted form). if B22 refused to take part in the protocol
(as it is likely in case she was the illegal re-distributor), the
merchant would never be able to accuse her. This situation
could affect not only a single buyer, but a whole subgraph
of buyers if they have B13 and B17 as the only ancestors.
Hence, buyers B22, B27, B31, B35, B41 and B54 may all be
untraceable (if other conditions occur) once B13 and B17 are
unable to participate in the traitor tracing protocol.

Hence, the participation of honest buyers in the traitor
tracing protocol is not only a matter of computational and
communicational costs. This participation may lead to situa-
tions in which an illegal re-distributor cannot be traced by the
system. In addition, the involvement of honest buyers entails
some other unwanted consequences:

• Firstly, when an honest buyer participates in the traitor
tracing protocol, her privacy is, to some extent, surren-
dered. Although the honest buyer Bi will only be identi-
fied with her pseudonym, the fact is that the authority will
be aware that Bi has purchased a copy of those particular
content. In addition, the authority will certainly have
access to other sensitive information about that buyer,
such as her IP address.

• Secondly, the participation in the traitor tracing protocol
requires that the correlation between the buyer’s and the
traced fingerprints is computed. Even if this correlation is
computed only by the authority (which should be trusted),
this means that the particular fingerprint of the buyer is
no longer secret (unless a very sophisticated multi-party
secure protocol is used for computing the correlation).
If the fingerprint of the buyer Bi is available to another
party (the authority), if Bi decides to re-distribute the file
illegally in the future, it may be difficult for the merchant
to take legal action against her. Bi may argue that her
fingerprint or even her copy of the content could have
been leaked during the traitor tracing protocol, obtaining
future immunity for illegal re-distributions.

Avoiding the participation of buyers in traitor tracing is,
thus, a relevant issue to improve the system presented in [12],
[13] significantly. The next section is focused on providing
cryptographic protocols to modify the original scheme and
solve the problems described above.

III. IMPROVED SYSTEM

Several improvements for the system [12], [13] to overcome
the aforementioned drawbacks are described in this section.

A. System model

The participants in the proposed fingerprinting system are
the following:

• Merchant: he distributes copies of the content legally to
the seed buyers. Each fragment of the content contains
a different segment of the fingerprint embedded into it.
The segments have low pair-wise correlations.

• Seed buyers (Bi for i = 1, . . . ,M ): they receive fin-
gerprinted copies of the contents from the merchant that

are used by the P2P distribution system to bootstrap the
system. They can be either real or dummy buyers as
discussed in [13].

• Other buyers (Bi for i = M +1, . . . , N , with M � N ):
they purchase the content and obtain their fingerprinted
copies from the P2P distribution system. The content
is assembled from fragments obtained from different
“parents”. Anonymous connections with peer buyers are
provided by means of proxies.

• Proxies: they provide anonymous communication be-
tween peer buyers by means of a specific protocol anal-
ogous to Chaum’s mix networks [5] (see below).

• Transaction monitor: it keeps a transaction register for
each purchase carried out for each buyer. This transaction
register includes an encrypted version of the embedded
fingerprints.

• Tracing authority: in case of illegal re-distribution, it
participates in the tracing protocol that is used to identify
the illegal re-distributor(s).

B. Security model

The security assumptions of the proposed system are the
following:

• The merchant does not need to be trusted either for
distribution or to associate a pseudonym with the identity
of a buyer. The protocols for distribution and for traitor
tracing described below are proven to work even if the
merchant is not trusted.

• Buyers are not trusted and protocols are provided to guar-
antee that 1) they are transferring authenticated fragments
of the content and 2) their anonymity can be revoked in
case they re-distribute the content illegally.

• The transaction monitor (or any other single party) will
not have access to the cleartext of the fingerprints. This
prevents that any single party can frame an innocent
buyer.

• As privacy is concerned, the transaction monitor is not
trusted and it should only have access to pseudonyms,
but not to the buyers’ real identities.

• The transaction monitor is trusted as the symmetric keys
used for encrypting the fragments are concerned. This
means that 1) the transaction monitor stores the key
provided by each parent buyer and 2) this key can be
retrieved only once from its database (in principle by the
child buyer). After this retrieval, the transaction monitor
blocks the register and eventually removes it (details are
provided in the description of Protocol 1 below).

• The transaction monitor returns the true pseudonym
corresponding to an illegal re-distributor in the traitor
tracing protocol. However, this trust can be replaced by
a collection of signatures provided by the proxies.

• The tracing authority is part of the legal system and shall
be trusted. It is not expected that the authority participates
in any coalition to frame an innocent buyer or break
someone’s privacy.

• The communication between the merchant and the seed
buyers, and between peer buyers within the P2P distribu-
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tion system, must be anonymous using an onion routing-
like approach. The fragments of the content are encrypted
using symmetric cryptography.

• Proxies are not trusted and the fragments sent through
them shall be encrypted in such a way that only the sender
and the recipient have access to their cleartext. Malicious
proxies may also try to cheat by reporting false fingerprint
segments (or not reporting them at all) to the transaction
monitor.

• The fingerprints must be constructed with a long enough
number of segments to guarantee that recombination will
produce different fingerprints for different buyers due to
numerical explosion.

• The hashing functions used in the system are secure and
cannot be inverted.

• Public-key cryptography is restricted to the encryption
of short binary strings, such as fingerprint segments
or hashes. The different parties: merchant, transaction
monitor, proxies and buyers have a pair of public and
private keys to be used in different steps of the protocols.

• A single malicious party shall not be able to construct the
fingerprinted copy corresponding to any buyer to frame
an honest user of the system. In a similar way, a single
malicious party shall not be able to link the identity of
some buyer to a particular content unless that user is
involved in an illegal re-distribution of the content.

Different attacks that may be mounted against the system
proposed in this paper, regarding both security and privacy,
are described below. The following assumptions are made:

• The watermarking method used for embedding and de-
tecting the fingerprint is transparent, robust and secure
enough for a fingerprinting application. There are hun-
dreds of watermarking algorithms available to be used
with the proposed fingerprinting system and watermark-
ing properties are out of the scope of this paper. For exam-
ple, a robust video watermarking scheme is presented in
[18] and a robust audio watermarking scheme is described
in [8].

• Collusion attacks are the main topic in most of the
research related to fingerprinting. Collusion occurs when
several buyers decide to recombine their fingerprinted
copies of a given content trying to obtain a new copy
in which neither of their fingerprints is detectable. The
system suggested in this paper inherits the collusion
resistance of the method described in [12], [13] and,
hence, no further analysis on collusion attacks is required.

Thus, the main attacks that may be performed on the pro-
posed system are related to either the P2P distribution protocol,
the traitor-tracing protocol and the P2P network itself. These
attacks may be aimed to break either the security or the privacy
properties of the system. The attacks to the cryptographic
protocols require that one or more of the involved parties are
malicious or that a malicious party tries to mimic the behavior
of an honest party in order to gain sensitive information that
may be used afterwards. As far as security is concerned, there
are two main items to be protected:

• Buyer frameproofness is related to the possibility that

an innocent buyer is accused of illegal re-distribution of
the purchased content.

• Copyright protection would be broken if any party
obtains a copy of the content whose fingerprint is not
included in the fingerprints’ database of the transaction
monitor (and thus can be re-distributed illegally) or the
association of that particular fingerprint with the illegal
re-distributor cannot be completed.

On the other hand, privacy would be broken if someone could
associate a real identity with the purchase of some specific
content.

Attack models to frame honest buyers require that another
party is able to obtain either the fingerprint of a buyer, or the
fingerprinted copy of the content, in such a way that it can be
further re-distributed and, finally, the honest buyer is accused
of illegal re-distribution. The following types of attacks would
be aimed to frame an innocent buyer:

• Random guess: the merchant has access to all fragments
of the seed buyers and he may try to recombine the
fragments to produce a new copy of the content. If this
copy is re-distributed, there is a possibility that it leads
to some innocent buyer that could be framed.

• Buyer authentication attacks: an attacker may imperson-
ate a buyer in the system and try to obtain a fingerprinted
copy of the content that would be linked to the imper-
sonated buyer.

• Proxy authentication attacks: an attacker may imperson-
ate a proxy in the system and try to obtain fragments of
a content from different buyers in order to build a fake
“colluded” copy of the content. This fake “collusion”
could produce evidence against one ore more honest
buyers that served fragments to the fake proxy.

• Man-in-the-middle attacks: an attacker may try to in-
tercept the traffic between a buyer and one or more of
her proxies and keep a copy of all the fragments of the
content.

• Database authentication attacks: an attacker may try to
obtain the fingerprint of a buyer that is stored in the
transaction monitor’s database.

• Protocol attacks: one or more of the participants in the
protocols (proxies, merchant, buyers, transaction monitor
or tracing authority) may be malicious and try to obtain
the fingerprint or the fingerprinted content linked to a
particular honest buyer.

The security of the system against these attacks is discussed
in Section V.

C. Modified P2P distribution protocol

As already remarked, in the original distribution protocol,
the fingerprints were not stored in the transaction monitor in
order to protect the privacy of the buyers. Only the hash of
the fingerprint was stored for each buyer. The fingerprint’s
hash was encrypted and stored as many times as parents each
buyer had, using the public key of the parent for encryption
(and also the public key of the transaction monitor). In this
way, the participation of at least one parent was required to
obtain the cleartext of the fingerprint’s hash.
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The new proposal is to store also the fingerprints of the
buyers in an encrypted form. The transaction registers would
then be formed as follows:

Pi Username (pseudonym) of the buyer Bi.
H(c) Perceptual content hash (used for indexing in the

content database).
Ehi Encrypted hash of the buyer’s fingerprint.
Efi Encrypted buyer’s fingerprint.
d Transaction date and time (for billing purposes).
In the original proposal [13], Ehi was stored one time per

parent with double encryption, using the public keys of the
parent and the transaction monitor. In the improved proposal,
Ehi

is encrypted only with the public key of the transaction
monitor. Note that having access to the fingerprints’ hashes
does not allow the transaction monitor to reconstruct any
buyer’s fingerprint, since a hash function is not invertible,
thereby preserving buyer frameproofness.

The improvements to the system stem from the storage of
an encrypted version of the buyers fingerprints, Efi , computed
as follows:

• Each fragment of the content shall be transmitted with
a fingerprint’s segment gj embedded into it and to-
gether with an encrypted version of the segment Ec

gj

.
=

E(gj ,Kc), where Kc is the public key of the transaction
monitor. A signature can also be included, as detailed in
Section V.

• Each proxy selects a set of m contiguous fragments of
the content and facilitates the anonymous communication
between parents and child for the transmission of those
fragments. These m contiguous fragments of the content
carry m contiguous segments of the fingerprint embed-
ded into them. The construction of the fingerprint with
segments and sets of contiguous segments is shown in
Fig. 3.

• The same proxy is required for transferring the m con-
tiguous fragments of the content. In this process, the
proxy stores the corresponding encrypted segments Ec

gj .
• The proxy concatenates the m contiguous encrypted

segments, encrypts the concatenation using the public key
of the tracing authority (Ka) and sends the result to the
transaction monitor.

• Hence, the transaction monitor stores the following en-
crypted version of the fingerprint:

Efi = E
(
Ec

g1 |E
c
g2 | . . . |E

c
gm ,Ka

)
| . . . |

E
(
Ec

g(L−1)m+1
|Ec

g(L−1)m+2
| . . . |Ec

gLm
,Ka

)
. (1)

Note that 1) no proxy has access to the complete sequence of
encrypted segments (since at least two proxies must be chosen
by each buyer as described in [13]) and 2) the transaction
monitor cannot decrypt Efi without the private key Ks

a of the
authority.

In both the original and the modified schemes, the (de-
crypted) fingerprint’s hash hi would be used in case of
collusion of several buyers, as discussed in [13].

The second modification of the transmission protocol refers
to the use of symmetric cryptography to encrypt the content in

such a way that intermediate routers do not have access to the
cleartext of the content. Since communication is anonymous
through a proxy, this was achieved, in [13], by means of
symmetric encryption with a session key chosen by the child
buyer that was forwarded to the proxy and then, from the proxy
to the parent buyer. Of course, this implied that the proxy
could also decrypt the content and a coalition of all proxies
chosen by a child buyer would be enough to reconstruct the
full copy of the fingerprinted content and frame an honest
buyer. A solution is proposed below.

The new protocol for anonymous communication is also
based on using proxies between the parent and the child buyer.
The content that is transferred over the proxy is encrypted,
again, using symmetric cryptography, but the session key for
encrypting the content is shared by parent and child using the
transaction monitor as a temporary key database.

Protocol 1 (Anonymous communication):
1) The parent buyer chooses a symmetric (session) key k.
2) The parent chooses a pseudorandom binary sequence r

to be used as a handle (primary database key) for k.
The space for r should be large enough (e.g. 128 bits)
to avoid collisions.

3) The parent buyer sends (r, k) to the transaction monitor,
who stores it in a database.

4) The parent buyer sends r to the proxy and the proxy
forwards r to the child buyer.

5) The child buyer sends the handle r to the transaction
monitor, who replies with the symmetric key k.

6) The transaction monitor blocks the register (r, k) for a
given period (timer). When the timer expires, the trans-
action monitor removes the register from the database.

7) The parent buyer sends the requested fragments, en-
crypted with k, to the proxy.

8) The proxy forwards all fragments to the child buyer,
who can decrypt them using k.

An analysis of the security of this protocol is provided in
Section V.

D. Improved traitor tracing protocol
The tracing protocol described in [13] required exploring

the distribution graph from the seed buyers following a path
directed by a correlation function between the fingerprint
of the illegally re-distributed copy and that of the explored
buyers. Hence, some innocent buyers were requested to co-
operate with the traitor tracing system. With the modifications
introduced in the previous section, a simpler traitor tracing
protocol is possible.

The new basic traitor tracing protocol (when no collusion
occurs) begins with the extraction of the fingerprint of the
illegally re-distributed copy by the tracing authority. Then, the
authority uses the public key of the transaction monitor and
its own public key to produce the encrypted fingerprint which
can be efficiently searched in the database of the transaction
monitor. Once the pseudonym of the illegal re-distributor is
available, it can be associated to a real identity.
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g1 g2 · · · gm gm+1 gm+2 · · · g2m · · · g(L−1)m+1 g(L−1)m+2 · · · gLm

Fig. 3: Fingerprint’s segments (gj) and sets of m contiguous segments

Protocol 2 (Basic traitor tracing):
1) The fingerprint f of the illegally redistributed content

is extracted by the tracing authority using the extraction
method and the extraction key (provided by the mer-
chant).

2) The fingerprint’s segments gj are encrypted using the
public key of the transaction monitor: Ec

gj = E(gj ,Kc).
3) The encrypted segments are grouped in sets of m con-

secutive elements which are encrypted using the public
key of the authority, thereby obtaining Ef as per (1).

4) Ef is (efficiently) searched in the database of the trans-
action monitor in order to recover the pseudonym of the
illegal re-distributor.

5) The merchant checks his database of clients and re-
trieves the identity of the traitor corresponding to the
pseudonym obtained in the previous step.

In the last step of this protocol, to avoid a malicious
merchant from cheating and returning the identity of an
innocent buyer, the identity must come together with a signed
document that certifies the association between the pseudonym
and the buyer’s identity. All buyers will have to sign such a
document (using their private keys) upon registration in the
system. These signatures will be verifiable using the buyers’
public keys. In this way, 1) there is no need for the merchant
to be trusted and 2) non-repudiation from illegal re-distributors
with respect to their pseudonym is obtained.

Note that all fingerprints are kept secret except the one
that is being traced (f ). The advantages of this traitor tracing
system are obvious: the cleartext of the fingerprints of honest
buyers is never required, and the traitor tracing protocol is
based on a a standard database search (not involving innocent
buyers).

A security analysis of this protocol is also provided in Sectin
V.

IV. IMPROVED FEATURES AND EFFICIENCY

This section discusses the improvements introduced by the
new protocols and the efficiency and scalability properteis of
the proposed system.

A. Improved features

As remarked in Section II-B, there are three major draw-
backs of the system published in [12], [13]: 1) the tracing
system is cumbersome and requires the participation of several
honest buyers, 2) the number of tested buyers in the tracing
protocol is not known a priori and 3) the system relies
on honest proxies for anonymous content distribution. This
section discusses how these drawbacks are overcome by the
modified system.

The first two drawbacks were a consequence of the involve-
ment of an unknown number of honest buyers in the tracing
protocol of [12], [13]. In the modification presented in this
paper, the transaction monitor stores an encrypted version of
the fingerprint of each buyer, which was not recorded in the
original protocol. This encrypted version of the fingerprint
makes it possible to trace an illegal re-distributor in the tracing
protocol (Protocol 2) without the involvement of any buyer and
also without decrypting any single fingerprint. Hence, since no
involvement of buyers is required for traitor tracing, the first
two drawbacks are directly avoided.

The third drawback was caused by the access of proxies
to the symmetric keys used to encrypt the content in the
distribution protocol of [12], [13]. This drawback has been
circumvented in this paper with the modified protocol for
anonymous communication between peer buyers (Protocol
1). The new protocol protects the symmetric keys using a
database in the transaction monitor and, thus, the keys are
not transmitted through the proxies. In this way, if a proxy
tries to access the database and retrieve the symmetric key,
the corresponding register will be blocked when the receiver
buyer tries to access it, and the malicious access by the proxy
would be detected.

B. Efficiency aspects

In this section, the efficiency of the proposed fingerprinting
system is discussed taking into account different points of
view. Although simulations could be provided comparing
the proposed system with other works of the literature, it
must be taken into account that most of the anonymous
fingerprinting protocols proposed so far are centralized and,
thus, rely on unicast distribution. Simulated experiments to
compare unicast and P2P distribution protocols, both as the
CPU and communications costs are taken into account, would
produce extremely different results, as discussed below. For
this reason, a reasoned discussion of this topic (not illustrated
with simulations) is provided in this section.

From the merchant’s viewpoint, the efficiency of a multi-
media content distribution system often refers to scalability.
There are two main reasons why the system proposed in this
paper is scalable. The first one is the use of a P2P distribution
system, which reduces the distribution cost significantly on the
merchant side: the merchant bootstraps the system by feeding
only a few seed buyers, whereas the rest of transactions
occur between peer buyers. Among the systems mentioned
in the introduction, only [7], [12], [13] propose P2P-based
distribution systems. In fact, the system of [12], [13] is
exactly as efficient as the modification of this paper from the
merchant’s point of view. On the other hand, the system of
[7] requires a multi-party secure protocol between each seed
buyer and the merchant to bootstrap the system. Multi-party
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secure protocols are difficult to implement and require large
computational and communication costs.

All the other anonymous fingerprinting systems reported in
the introduction [16], [17], [3], [14], [11], [2], [19], [9], [4],
[10] are centralized. This means that: 1) a unicast distribution
is required for each buyer; and 2) an anonymous protocol for
embedding the fingerprint and transmitting the fingerprinted
file is run between the merchant, each buyer and (possibly)
other parties. Obviously, these solutions are much less scalable
for the merchant, and involve much higher computational and
communicational costs.

Hence, it can be concluded that the proposed system (as
well as that of [12], [13]) is the most efficient solution for a
merchant.

As the buyers are concerned, the centralized approaches also
involve running expensive protocols, either because of the use
of homomorphic encryption of the contents (which require
homomorphic decryption in the buyer’s side), zero-knowledge
proofs, bit commitments or other similar techniques. Only [4]
takes the computational costs for the buyers into account and
proposes the use of powerful servers for the most expensive
operations of the protocols. Neither the system proposed in
this paper nor that of [12], [13] involve expensive decryption
of the content (since symmetric encryption is used), zero-
knowlege proofs or bit commitments. Although the buyers are
required to participate in anonymous communication protocols
using symmetric encryption and proxies, these protocols are
not particularly demanding in communication or computation
terms. For a buyer, the cost associated with obtaining a
fingerprinted copy of the content will not be higher than
that associated to a centralized approach. However, in P2P
distribution systems, the buyers themselves become providers
of the contents for other buyers and, thus, their bandwidth
will be used in further transactions. Hence, P2P-based systems
entail an upload cost for each buyer as long as she keeps the
content in her multimedia database.

As the proposal of [7] is concerned, it is required that each
buyer (except the leaves of the distribution tree) participates
in an anonymous fingerprinting protocol with at least another
buyer. In such a protocol, a new fingerprint must be embedded
for each new buyer, which increases the communication and
computational costs for the buyers who become sources of
the content. Note that neither the proposed system nor the
one described in [12], [13] require that the buyers embed new
fingerprints, since the new fingerprints are created through
recombination of the segments of existing ones.

In principle, buyers would prefer a centralized distribution
system in what regards bandwidthd, since once the file has
been obtained, no further communications are required. Nev-
ertheless, the fact that the distribution is much “cheaper” from
the merchant’s point of view implies that the infrastructure
(servers) required by the merchant is much simpler. The
reduced costs as compared with centralized distribution and
fingerprinting will certainly have some effect in the price
of the contents. If buyers enjoy cheaper prices, this would
compensate them for the use of their bandwidth required by
the P2P distribution protocol.

Another disadvantage of the proposed system, as far as

efficiency is concerned, is the need of an anonymous com-
munication protocol, analogous to Chaum’s mix networks [5],
between the peer buyers. This protocol increases the number
of messages in the network as a consequence of the use of
proxies. In any case, this is a general disadvantage of any
anonymous communication system, since a direct connection
between sender and recipient must be avoided.

In short, the proposed system (as well as [12], [13]) can
be considered efficient from both the merchant’s and the
buyers’ points of view, but the buyers are requested to become
providers of the content for other buyers (which is a standard
drawback of any P2P distribution system).

V. SECURITY AND PRIVACY ANALYSIS

This section analyzes the security and privacy properties
of the proposed system according to the security model
introduced in Section III-B.

As detailed in Section III-B, attacks to the system
may be classified as authentication/impersonation attacks,
man-in-the-middle attacks and protocol attacks. Authentica-
tion/impersonation attacks should be overcome by using exist-
ing secure authentication protocols and are out of the scope of
this paper. As man-in-the-middle attacks are concerned, there
is no possibility of intercepting and decrypting the messages
between a buyer and a proxy, since communications with the
transaction monitor and the child buyer should also be attacked
in order to obtain the session key used for encrypting the
content. If the communication between the child buyer and
the transaction monitor (Step 5 of Protocol 1) are strongly
authenticated (e.g. using a Public Key Infrastructure), the
possibility of a successful man-in-the-middle attack can be
neglected.

The following sections deal with the security and privacy of
the protocols proposed, firstly taking a formal approach and
then with a description of more complex collusion attacks.

A. Formal analysis of the proposed protocols

First of all, the security and privacy properties of Protocols
1 and 2 is analysed by means of two theorems (and their
corresponding proofs).

Theorem 1: In Protocol 1, a malicious proxy trying to
decrypt the fragments of the content would be detected.

Proof: If a malicious proxy tries to obtain the session
key k by sending r to the transaction monitor there are two
possibilities:

1) If the child buyer has already retrieved k from the
database by sending the handle r to the transaction mon-
itor, the register containing k would be either blocked or
removed. Note that the transaction monitor is assumed
to be honest for the management of the symmetric keys
(see Section III-B).

2) If the child buyer has not retrieved k from the transaction
monitor, the proxy will obtain it, but the child buyer
will find the corresponding register either blocked or
removed. Then, the malicious behavior of the proxy can
be reported to the authorities and the transaction monitor
and the child buyer have enough information (such as
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pseudonyms and IP addresses) to identify the misbe-
having proxy. Again, the assumption of honest behavior
for the management of symmetric keys (Section III-B)
applies.

Hence, a malicious proxy trying to obtain k from r would
be detected, since the register would be blocked either to
the proxy or to the child buyer, raising an investigation. This
completes the proof.

Theorem 2: By applying Protocol 2, an illegal re-distributor
can be traced efficiently using a standard database search in
the transaction monitor and it is not required to decrypt any
of the fingerprints recorded by the transaction monitor. The
output of the tracing protocol is the identity of at least one
illegal re-distributor.

Proof: If no collusion occurs, the fingerprint f would
be first extracted by the tracing authority, which is trusted
(Section III-B). Then the tracing authority would compute
Ec

gj = E(gj ,Kc) for each segment (using the public key of
the transaction monitor), and finally obtain Ef after grouping
the segments in sets of m consecutive elements and encrypting
these groups with its public key Ka. After that, the transaction
monitor, which is also trusted for transaction database search
(Section III-B), would output the pseudonym of the illegal re-
distributor. The pseudonym can be linked to the real identity
by the merchant, who provides also a signed document that
associates the real identity and the pseudonym. This completes
the proof.

In case of collusion of several buyers, the extracted fin-
gerprint would not be a valid codeword of the anti-collusion
code used in the scheme. Then, the system described in [13]
would be used: the encrypted hash Ehf

= E(hf ,Kc) would
be searched instead of the encrypted fingerprint, where hf

denotes the hash obtained applying the hash function to the
traced fingerprint f . Thus, Protocol 2 would be used with
the hash of the fingerprint instead of the fingerprint itself.
As described in [13], with a large enough hash space, hash
collisions would be almost negligible and a traitor would still
be identified in the vast majority of the cases.

The requirement that the transaction monitor is trusted and
returns the pseudonym of the buyer associated with the traced
fingerprint (and not a different pseudonym) can be relaxed if a
signature of the encrypted sets of segments of the fingerprint
is provided by the proxies. These signatures can be verified
using the public keys of the proxies. In that case, both the
signatures and the pseudonyms of the proxies shall also be
included in the registers of the transaction database to facilitate
the verification of these signatures when required.

B. Collusion attacks on the protocols

This section discusses possible collusion attacks on the
proposed protocols.

1) Buyer frameproofness: As already discussed in [13], the
merchant is not able to produce any buyer’s fingerprint by
random guess due to the numerical explosion of the fingerprint
space, even with a reduced number of seed buyers. On the
other hand, the transaction monitor has access only to the
hashes of the fingerprints (not the fingerprints themselves

without the private key of the authority). Since the hash
function is not invertible, it is not possible for the monitor
(even in coalition with the merchant) to reconstruct any
buyer’s fingerprint. Possible collusions to disclose the specific
fingerprint of an innocent buyer are the following:

1) The tracing authority and the transaction monitor.
2) All the proxies (for a transfer) and the transaction

monitor.
3) All the proxies (for a transfer) and the merchant.
In the first case, the authority and the transaction monitor

may use their private keys to obtain the cleartext of all the
fingerprints. However, this possibility can be neglected since
at least the authority must be trusted (as described in Section
III-B). In the second case, all the segments of the fingerprint
could be decrypted using the private key of the transaction
monitor, since the malicious proxies would not encrypt them
with the public key of the authority. Also, the transaction
monitor could collude with the proxies and use the session
keys k to decrypt the fragments. Both possibilities would
involve at least three malicious parties: all the proxies (two
at least per each purchase) and the transaction monitor. In the
third case, even if the transaction monitor does not provide
her private key, a brute force attack segment by segment
would be possible to reconstruct a buyer’s fingerprint, because
the number of different segments is small for each fragment
(equal to M ). Again, at least three malicious parties would be
required: two (or more) proxies plus the merchant.

Hence, the minimum coalition required to frame an inno-
cent buyer is formed by three malicious parties (or two if
one of them is the authority). Note that a coalition of the
transaction monitor and the merchant is not enough to obtain
the cleartext of any fingerprint. As the proxies encrypt a set
of m consecutive segments, and there are M possible values
for each segment, the total number of combinations per set
of consecutive segments is Mm. This avoids a brute force
attack if m is reasonably large. For example, if M = 10
and m = 32, there would be 1032 possible combinations for
each set of consecutive segments, what would be enough for
security against a brute force attack. If the segments were
encrypted one by one (or grouped with a small value of m),
the system would be vulnerable against a brute force attack
for a collusion of the merchant and the transaction monitor.

2) Copyright protection: In order to ensure copyright pro-
tection, it is essential that the fingerprint embedded in each
buyers’ copy of the content and its encrypted version recorded
by the transaction monitor are identical. If there is a way
to cheat in the recorded fingerprint, the corresponding buyer
would be able to re-distribute her copy illegally without any
chance of being detected. As already remarked in [13], the
content fragments are signed by the merchant from origin. The
same approach can be used here for each encrypted segment of
the fingerprint, making it impossible for a proxy to cheat about
the fingerprint. The authority and the merchant could verify
randomly, with some probability, the signatures of the set of
contiguous segments reported by a proxy. If the signature was
not verified, the proxy would be accused of forgery. Note that
the fingerprints would still be protected since 1) only some
sets of contiguous segments would be verified (not the whole
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fingerprint) and 2) those segments would still be encrypted
with the transaction monitor’s public key.

However, a proxy may still try to get alternative fragments
for the same position of the content by requesting them from
different parents. That possibility would allow the proxy to
cheat about the true fingerprint of the child buyer, since several
correctly signed fragments would be available for him for
the same content. This behavior can be avoided in several
ways. For example, temporary records can be created in the
transaction monitor by the parents to detect if a proxy tries to
obtain two alternative fragments for the same content.

3) Buyers’ privacy: The identity of a buyer who has
purchased a specific content could be revealed by a coalition
of two parties: one of the proxies chosen by the buyer and
the merchant (who can link her pseudonym to a real identity)
or, similarly, the transaction monitor and the merchant. Better
privacy could be achieved if, for example, the pseudonyms
were encrypted by the proxies using the public key of the
tracing authority. In that case, a coalition of the merchant and
the transaction monitor would not be enough to break a buyer’s
privacy, but a coalition of a proxy and the merchant would still
be enough. However, the merchant should not be interested,
in principle, to break her clients privacy, since privacy would
be one of the clear advantages of the proposed distribution
system.

Another threat to privacy is the fact that all anonymous
communications between each child and each parent occur
through a unique proxy. This means that this proxy has
access to different pseudonyms (the parents’ and the child’s).
This can be easily circumvented if more proxies are used in
Protocol 1 between child and parent. With two proxies, each
of them would know only the pseudonym of one of the parties
(although they could still collide). With three or more proxies,
only two of them would have access to different pseudonyms
(either the parents’ or the child’s). Of course, increasing the
number of proxies in each transfer would affect the efficiency
of the system, since more communication burden would be
required.

VI. CONCLUSION

The use of automatic recombined fingerprints has been
recently suggested in the literature [12], [13], showing remark-
able advantages: the fingerprints of buyers are unknown to the
merchant (achieving anonymity) and fingerprint embedding
is required only for a few seed buyers, whereas the other
fingerprints are automatically obtained as a recombination of
segments. However, the published system has some shortcom-
ings: 1) it requires an expensive graph search in order to
identify an illegal re-distributor, 2) some innocent buyers are
requested to co-operate for tracing, and 3) the P2P distribution
protocol requires honest proxies. This paper shows that the
co-operation of honest buyers in traitor tracing entails several
relevant drawbacks that can make the published system fail
under some circumstances.

The improvements suggested in this paper overcome the
drawbacks of [12], [13] by recording the fingerprints using
multiple encryption in such a way that the graph search

is replaced by a standard database search, whilst buyers’
frameproofness is retained. Also, misbehaving proxies are
discouraged by means of random checks by the authority
and using a four-party anonymous communication protocol to
prevent proxies from accessing the cleartext of the fragments
of the content.

The final result is a fingerprinting system that features:
1) efficient and scalable distribution of multimedia contents
in P2P networks; 2) efficient traitor tracing of illegal re-
distributors through a standard database search; 3) privacy
preservation and buyer frameproofness; 4) mutual anonymity
for merchant and buyers and between peer buyers; 5) collusion
resistance; 6) avoidance of fingerprint embedding except for a
few seed buyers; and 7) avoidance of (complex) homomorphic
(or any type of public-key) encryption of the multimedia
content. Further research can be focused on developing a proof
of concept of this proposal on a real distribution scenario.
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