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 Introduction 
This document contains the analyses of Prefix Origin Validation defense, inside the scope 

of Secure Inter-Domain Routing.  

The environment used is exactly the environment defined at (Foces Vivancos, Securing 

The BGPv4: Working Environment) and it inherits all security measures from the 

previous document (Foces Vivancos, Securing The BGPv4: PEC2 Security Analyses - Part 

1). 

1.1. Objectives 
The main objective is to illustrate the security improvement provided by protections 

implemented in routing stacks nowadays and configurations explained at (RFC7454 - BGP 

Operations and Security) on section SIDR - Secure Inter-Domain Routing, in front of some 

attacks. Therefore, this document focuses on RPKI based Prefix Origin Validation. Note 

that BGPSEC cannot be deployed currently yet over Frrouting. But there (NIST) offers 

BGP-SRx testing suite that implements it. 

While doing it, the automated generation of this environment is improved to integrate 

explained protections. For each security measure a new environment is generated. This 

way the security of the whole network is improved step by step. 

The document preceding this one showed the performance of defenses applied on BGPv4 

speakers, sessions and routing. This one, extends the latter to show the benefits of 

implementing RPKI, part of SIDR Infrastructure, against Prefix and Sub-prefix Hijack 

attack mainly while introducing new ones while shows the performance of NextHop 

Hijack against this security measure. 
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 Defeating Prefix and Sub-prefix hijacks through RPKI 
This section gives a brief introduction to RPKI, explains the configuration applied over the 

environment and analyzes the performance against Prefix and Sub-prefix hijack attacks. 

2.1. RPKI Basis 
Resource Public Key Infrastructure is a part of SIDR (RFC6480 - An Infrastructure to 

Support Secure Internet Routing). RPKI defines the application of public key 

infrastructure to the arborescent structure of IP networks. But it’s bigger than that. The 

following standards define critical parts such as X509 certificate extensions or ROAs’ 

structure (note that only the most important ones are shown): 

 (RFC6841 - A Profile for Resource Certificate Repository Structure),  

 (RFC6842 - A Profile for Route Origin Authorizations (ROAs)) 

 (RFC6487 - A Profile for X.509 PKIX Resource Certificates) 

 (RFC6488 - Signed Object Template for the Resource Public Key Infrastructure 

(RPKI)) 

 (RFC6493 - The Resource Public Key Infrastructure (RPKI) Ghostbusters Record) 

 (RFC6810 - The Resource Public Key Infrastructure (RPKI) to Router Protocol)  

 (RFC6811 - BGP Prefix Origin Validation) 

 

Certificates are commonly used to identify a subject, but this is not the case here, 

certificates are referred as Resource Certificates and they attest the allocation by the 

issuer of IP addresses or AS numbers to the subject.  

IANA is defined as the ROOT Certification Authority, RIRs as subordinate CAs, 

NIRs/LIRs/ISPs as subordinates of the previous ones and so on. The picture below, from 

(RFC6480 - An Infrastructure to Support Secure Internet Routing), shows the concrete 

application: 
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In a nutshell we can say that each prefix – asn pair has its’ own certificate and it’s signed 

by the CA that owns this prefix, the issuer.  

The trust anchor, the CAs that some network operator trusts, are ISPs, LIRs, NIRs, RIRs 

and IANA. They can sign and update repositories with signed resource certificates to 

authorize a third party ASN to advertise a certain prefix inside them networks. 

But the question now is: 

how do we take this information to the routers, so they can validate against the 

RPKI repository ? 

Obviously, make the routers to perform cryptographic validations and to have the full 

repository stored inside is not currently affordable, considering the size of the Internet, it 

won’t be scalable enough to adapt to the needs. Because of that, the certificates are stored 

in repositories. Each network operator should clone and keep up to date them. This is 

done by Validators, that perform the hard work of checking resource certificates’ 

signatures, pulled from the repositories. Now, a new element arises to answer the 

question: the intermediate caches. 

These intermediate caches speak both with local or remote repository clones and  routers. 

 

These intermediate caches store the validator output to offer them to the routers. 

Therefore, the cache stores Validated ROA Payloads, VRPs. 
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2.2. Practical application 
As explained at (Foces Vivancos, Securing The BGPv4: Working Environment) 2.3.2 the 

RPKI-RTR speaker, the cache, receives a JSON file defining the routing policy and this way, 

it acts as trusted cache for routers. Regarding environment definition, the cache server is 

connected to routers through the management network and RPKI/RTR travels in plain 

text through this assumed secure network.  

To accomplish defined objectives and show the performance of this security measure in 

front of Prefix and Sub-prefix hijacks, all routers have been configured to check 

advertisements and act as stated on (RFC7454 - BGP Operations and Security): 

 If a corresponding ROA (Route Origin Authorization) is found and is valid, then the 

prefix SHOULD be accepted. 

 If the ROA is found and is INVALID, then the prefix SHOULD be discarded. 

 If a ROA is not found, then the prefix SHOULD be accepted, but the corresponding 

route SHOULD be given a low preference. 

That is a very smart tactic, because it discards invalid advertisements while keeping 

legacy operation untouched. 

On  the testing environment, all routers have been updated with the following 

configuration: 

route-map rpki deny 10 

 match rpki invalid 

 set local-preference 10 

! 

route-map rpki permit 20 

 match rpki notfound 

 set local-preference 20 

! 

route-map rpki permit 30 

 match rpki valid 

 set local-preference 30 

! 

route-map rpki permit 40 

! 

route-map AntiSpoofNextHop permit 10 

 call rpki 

 set ip next-hop peer-address 

! 

 

These route maps refer to the following result of the validation of a prefix – asn pair 

against the RPKI/RTR Table: invalid, not found or valid. As we can find on (RFC6810 - 
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The Resource Public Key Infrastructure (RPKI) to Router Protocol), these prefix origin 

validation results are assigned in the following cases: 

 NotFound: No VRP Covers the Route Prefix. 

 Valid: At least one VRP Matches the Route Prefix. 

 Invalid: At least one VRP Covers the Route Prefix, but no VRP Matches it. 

As the standard defines: 

Covered: A Route Prefix is said to be Covered by a VRP when the VRP prefix length is less 

than or equal to the Route prefix length, and the VRP prefix address and the Route prefix 

address are identical for all bits specified by the VRP prefix length. (That is, the Route 

prefix is either identical to the VRP prefix or more specific than the VRP prefix.) 

Matched: A Route Prefix is said to be Matched by a VRP when the Route Prefix is covered by 

that VRP, the Route prefix length is less than or equal to the VRP maximum length, and the 

Route Origin ASN is equal to the VRP ASN. 

2.3. Re-executing Prefix and Sub-prefix hijacks 
After the environment is deployed. The steps to perform the prefix a sub-prefix hijacks 

are repeated. There were no changes on the kernel routing tables. All routers discarded 

the advertisements, since the AS21 is not authorized by the ROAs to advertise these 

prefixes: 

 

Obviously, AS21Card1 had updates on its routing table due to the declaration of the 

virtual interfaces and IP addresses. 

The RPKI/RTR  prefix table on the routers contain the values shown below. Therefore, the 

rpki validation  returns invalid for the advertisements made by AS21: 
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Combining that with the call to the route map upon receiving advertisements, routers are 

able to decide that the routes are not valid and therefore, drop them. Note that in this case 

the whole network checks advertisements against the RPKI-RTR Cache. In case that one 

of  the routers is not checking against it, the effect spreads around until it reaches a router 

that is validating against the cache. 
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 Next Hop Hijack 
Both prefix and sub-prefix hijacks are not possible if RPKI is deployed and routers are 

working with it. But, that does not provide protection in terms of the AS path. The only 

restriction it provides is that the last AS on the path is the owner of the advertised prefix. 

Therefore, the attacker can advertise any route that ends on the victim AS. 

Over the current simulation, AS21 keeps willing to hijack traffic from AS23. To simulate 

that, let’s imagine that AS21 offers internet service to his clients and therefore, AS1 and 

AS4 cannot filter advertisements with more than one AS on the path made by AS21.  

Regarding the structure: 

 

Remember that we had protected Tier1 routers offering services to clients with the 

following access-list: 

ip as-path access-list StrictProviderAS21 permit ^21$ 

ip as-path access-list StrictProviderAS21 deny .* 

In order to simulate that case, where AS21 offers service to its’ virtual clients, we disable 

this protection at As1Card2 and As4Card2.  

To illustrate the effect of VRPs, stored in the cache,  two cases of NextHop Hijack are 

analyzed. On the first one, we misconfigure the maxLength attribute of each ROA  on the 

cache server by increasing the maxLength attribute to 32, therefore, that makes valid any 

route advertisement that ends at AS23 for any prefix behind 3.96.0.0/11. On the second 
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one it takes the prefix length and therefore, it invalidates any announcement for prefix 

3.96.0.0/11 that do not end at AS23. Note that any sub-prefix is also invalid in this case. 

3.1. Wide Open Max Prefix Length VRPs 
roas" : [ { 

… 

      "asn" : "AS23", 

      "prefix" : "3.96.0.0/11", 

      "maxLength" : 32, 

      "links" : {} 

    }, 

… 

Over this context, the attacker AS21 has to change its configuration to allow 

advertisements for networks 2.96.0.0/1[1|2] and 3.96.0.0/1[1|2]: 

ip prefix-list t2-external-adv seq 15 permit 3.96.0.0/12 le 32 

ip prefix-list t2-external-adv seq 20 permit 2.96.0.0/12 le 32 

ip prefix-list t2-external-adv seq 25 permit 3.96.0.0/11 le 32 

ip prefix-list t2-external-adv seq 30 permit 2.96.0.0/11 le 32 

After that, it defines a route-map to add AS23 to advertisements made for certain 

networks (2.96.0.0/11 and 3.96.0.0/11).  

route-map NextHopHijack permit 30 

 set as-path prepend 23 

It configures the interfaces as it did previously, on the Prefix and Sub-Prefix hijack attacks: 

 

 

To finish, it just declares the bogus route announcements, since these are not valid in the 

AS graph. 

For this case trying to perform NextHop hijack for the whole prefixes advertised by AS23: 

router bgp 21  

 network 3.96.0.0/11 route-map NextHopHijack 

 network 2.96.0.0/11 route-map NextHopHijack 

  



 Securing the BGPv4  José Marıá Foces Vivancos 10 

That produces route advertisements as follows: 

 

The impact, the routing table of As1Card2 has a new entry: 

 

The BGP route selection algorithm is not selecting these routes, since it has already 

another way to reach the given prefixes. The paths are of the same length in terms of AS-

Path. Therefore, it keeps the route through 10.2.2.2 through AS path 2 23. Considering 

that, there is no impact on the effective forwarding table (the kernel routing table) on any 

router on the network: 

 

It’s important to regard that the routes are accepted since they are valid in RPKI terms, 

but they are not used since others of the same length are currently in use. The attacker 

may try to reset BGPv4 sessions of this router with others until his route is selected. 

Therefore, that demonstrates that every protection means. 
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On this context, the traffic volume measurement is not applicable, since there are no 

changes on effective routing tables. 

With that in mind, lets trick it by both the BGP route selection algorithm and Longest 

Prefix Matching, by advertising the prefixes 3.96.0.0/12 and 2.96.0.0/12: 

Once done it produces 103 kernel routing table updates on the whole network. 

 

These advertisements are:  

 Accepted because of the value (32) of the maxLength attribute of VRPs in the 

cache server. This authorizes advertisements of prefixes from length 11 to 32 

from AS23  for the prefix 3.96.0.0/11 and 2.96.0.0/11. 

 Once accepted, the advertised routes are introduced in the kernel routing tables 

and then, the Longest Prefix Matching makes the rest. 

The histogram below shows that the attacker has successfully hijacked AS23’s traffic: 
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3.2. Short Max Prefix Length VRPs 
Let’s roll back the configuration to define valid ROAs for prefixes with exact lengths.  

The VRPs are now declared as: 

roas" : [ { 

… 

      "asn" : "AS23", 

      "prefix" : "3.96.0.0/11", 

      "maxLength" : 11, 

      "links" : {} 

    }, 

… 

This way, the sub-prefixes advertisements, 3.96.0.0/12 and 2.96.0.0/12 are not valid and 

they are discarded by all routers in the network: 

 

Note that the only one who has changes on the routing table is As21Card1, the attacker. 

The attack is not successful when the ROAs are correctly defined: 
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On this point the attacker can only attempt to perform a NextHop hijack against valid 

prefixes on the ROAs (VRPs) otherwise routes will be dropped.  

The attack will be successful when the BGP route selection algorithm selects the bogus 

routes. This will happen only when the attacker announces the shortest path the victim 

router knows to the legitimate AS. 
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