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Ransomware: Caracteristicas

Es un tipo de Malware

Paor ko que hereda mucho de sus
caracteristicas principales

Se mantiens en el equipa, a pesar de
reinicizrio.

Canales de infeccion

E-mil, sitios web comprometidos,
aplicaciones maliciosas, entre otros.

Se expande

Infectado un equipo, &sta busca
expandirse a otros en de la misma red.

Secuestro de datos

Cifra los datos para exigir un rescate a
cambio de desbloguearkos.
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Estrategias de Prevencion

Nivel 4
Seguridad fisica v del Proteccion de la red Proteccion de datos
entamao Intema
MNivel 1 Nivel 3 Nivel 5 Nivel 7
Establecer una politica Defesan perimetral Proteccion de Proteccion de equipos
de seguridad a nivel de aplicaciones
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Recuperacion de Desastres
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@ HERRAMIENTAS DE DESCIFRADO

i 1 Ates. instalar la solucién, lea | eliminado el malware de
su sistema, de lo ifrar su equipo. Cualquier i bastar para
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Acciones de Empresas Antivirus Uoc
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Campaia notable: Ryuk Ransomware

File Edt Format View Help
GENT lemen’ &

vour business is at serious risk.

There 15 a_significant hole in the security system of your company.

we've easily penetrated your network,

vou should thank the Lord for being hacked by serious people not scme stupid schoolboys or dangerous punkis.
Thiy can dasage all your isportant dara just for fun.

Now your Tiles are crypted with the STrongest millitary algorit REA4058 and AES-2%56,

No one can help you to restore Files without our special decoder.

photorec, Rannchbecryptor erc. repair tools
are useless and can destroy your files irreversibly.

If you want To reéstore your files write to emails (contacts are at the bottom of the sheet)
and attach 2-3 encrjv_l'ptt{! Files d

El..en than 5 ¥b each, non-archived and your files should mot contain valvable infor=ation
patabases, backups, large excel sheers, evc.)).

vou will receive decrypred sasples and our conditions how to get the decoder.

Please don't forget to write the name of your compamy in the Subject of your e-mail.

vou have to pay for decryption in Bitcoins,

The final price depends on how fast you write to us,
E\-er%- day of delay will cost wou additional +0.5 BTC
lIMothing personal just business

AS S000 a5 wit get bf::?in:, ypu:'.l'.l get all your dvl,'cr:,rg; pd data back.

Moreover you will get instructions how to close the hole in security

and how to avoeid such probless in the future

+ we will recossend you special software that makes the most probless to hackers.

AtTention' One more Time !

0o not renase encrypted files.
Do not try ©o decrypt your data using third party software.

P. 5. Resesher, we 4ré not SCASSers.

we don't need your files amd your information.

But after 2 weeks all your files and Key: will be deleted automatically.
Just send a request iemediately after infection,

411 data will be restored absolutely.

Your warranty - decrypred sasples.

ConTtaAcT emafls
i asmar coRtut andta. Com

o
Casdenscott@protonmail. com

BTC wallet:

1SRLWdVNY SnLnTETvUl 2§ GE7weBGdhvgn
n:.luk

No system 1s safe




Campaia notable: Ryuk Ransomware

UOC

PR Wizard Spider

S’ Controlan el malware Trickbot.
[ ]

Emotet + TrickBot + Ryuk

A

T Grim Spider
&

O\ L

Controlan el ransomware Ryuk.




o Enumera los recursos de red compartidos.




Es necesario homologar diferentes legislaciones para un combate
mas efectivo contra toda clase de delitos cibernéticos.




' Universitat Oberta uoc.edu
' de Catalunya

iMuchas Gracias!
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