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Abstract  

Despite the growing concern of disinformation ecosystems, debates continue to neglect global 

opportunities to counter false information that is shared intentionally and unintentionally. 

While there is general agreement that specific false information threatens states, the majority 

of research is centred around domestic concerns or historic examples, as opposed to 

contemporary definitions. With growing interconnectivity, disinformation continues to spark 

debates in the regulation of false information, which means disinformation is generally 

unregulated. Some caution that disinformation regulation if too strict will deter stakeholders 

from transparently responding, while others say regulation should exist regardless. To respond 

to situations concerning international peace and security, the United Nations Secretary-

General can appoint an envoy. The position creates a diplomatic representation that holds the 

ability to address multi-lateral issues. This research seeks to promote this diplomatic 

representation that would assist member states. By disputing definitions, highlighting 

challenges in determining disinformation within international law, and providing 

opportunities for actors this research will provide arguments for the appointment of an envoy.  
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Chapter One: Introduction  

1.1. Research problem  
There is little to no consensus amongst United Nations (UN) member states about how the 

global community, defines hate speech, propaganda, misinformation, and disinformation  1

(Khan, 2021). Nor is there a consensus on how to counter the growing threat it poses to 

international law, peace, and security. Comprehending the role, relationship and risks 

associated with these information-sharing ecosystems within international peace and security 

are still in its early stages. Disinformation refers to false and fabricated information shared 

with the intent to harm, has increased with growing technological and inter-connective 

advances (Schwartz, 2020).  

Without establishing diplomatic recognition towards disinformation; state and non-state actors 

will continue activities that threaten international stability and security without accountability 

(Princeton N. Lyman & Robert M. Beecroft, 2014 pg. 1). Member states and operating 

institutions inside them are doing little to address the growing levels of misinformation and 

disinformation including the hate speech it encourages (The United Nations, 2017).  

This research will focus on identifying the opportunities to create accountability by 

highlighting gaps within the international framework. Firstly, this argument  will provide 

explicit definitions of misinformation, disinformation, hate speech, and propaganda while also 

determining grey areas to build a case for accountability. Secondly, this research will use 

renewed definitions to explore the gaps in international law. Thirdly, it will assess the current 

diplomatic responses to provide a practical overview of the emerging opportunities for 

 The definitions of misinformation, disinformation and propaganda will be identified further in detail throughout 1

this research
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member states and digital actors. Furthermore, this argument will recommend a UN Envoy to 

Disinformation, along with its mandate. This will detail its activities and resources, including 

task forces, institutional collaborations, and relationships with UN programs such as 

peacekeeping missions.

1.2 Significance  
There is no doubt that misinformation and disinformation ecosystems have increased in recent 

years due to the growing global dependency on inter- connective communication, 

transcending geopolitical frontiers (The Red Line Podcast, 2022). The ease of information 

sharing can intentionally and unintentionally spread falsehoods, some of which contain intent 

to harm.  

Disinformation is embedded in multiple countries' domestic and foreign policies, with 

propaganda being directed into domestic and overseas audiences (Pacepa & Rychlak, 2013, 

pg. 1 – 5). Falsehoods and intent to harm within information sharing create disunity amongst 

states and people groups (Fintan Burke, 2020). 

Additionally, hate speech due to information-sharing ecosystems is rising and pose a risk to 

international peace and security. The United Nations Secretary- General, Antonio Guterres, 

elaborates: 

“Beyond these horrific attacks, increasingly loathsome rhetoric is being 

aimed not only at religious groups but also minorities, migrants, refugees, 

women and any so-called ‘other’.  
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As the wildfire of hate spreads, social media is being exploited for bigotry. 

Neo-Nazi and white supremacist movements are growing. And incendiary 

rhetoric is being weaponized for political gain.  

Hate is moving into the mainstream in liberal democracies and authoritarian 

regimes a like – and casting a shadow over our common humanity.  

The United Nations has a long history of mobilizing the world against hatred 

of all kinds through wide-ranging action to defend human rights and advance 

the rule of law.  

Indeed, the very identity and establishment of the Organization are rooted in 

the nightmare that ensues when virulent hatred is left unopposed for too long.  

We recognize hate speech as an attack on tolerance, inclusion, diversity and 

the very essence of our human rights norms and principles.” (Antonio 

Guterres, 2021)  

Evidently, a common ground must be instituted between states, international organisations, 

institutions, and operations in digital diplomacy. Issues in disinformation and misinformation, 

if left unaddressed, poses a challenge to unity, and international peace and security which 

undermines the objectives of the UN.  

States and the UN have failed to create accountability and regulation for information sharing 

(Magid & Shalomov, 2022). The implementation of a dedicated diplomatic representation, in 
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the form of a UN Envoy to Disinformation, would recognise the severity and worldwide 

impact of false information sharing.  

This thesis challenges the current definitions of disinformation, misinformation, propaganda 

and hate speech by assessing the deficiencies of the current literature. By exploring disputed 

areas within this field, this piece will highlight the dynamic nature of information-sharing 

systems. There is also an analysis of challenges faced in implementing and acknowledging the 

threat disinformation poses to misinformation.  

1.3 Research Objective  
This thesis aims to highlight existing and introduce new mitigation efforts at a unified global 

governance level. This will provide clarity surrounding opportunities for member states and 

digital diplomacy actors. It aims to explain why we should create accountability related to 

disinformation by highlighting issues within international law that can be enhanced and 

applied to actors, individuals, states, and state-linked associates.  

Moreover, this research looks to analyse how disinformation threatens global peace and 

security which will worsen if left unaddressed. The research will concurrently explore how 

some existing frameworks, such as the Broadcast Convention are inadequate but foundational 

to methodologies discussed throughout this thesis.  

By providing an overview of the complex nature of disinformation, this thesis will argue for 

the appointment of a UN Envoy to Disinformation, thus validating the severity of the threat it 

poses to international peace and security.  
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1.4 Research Questions  
• What is misinformation, disinformation, propaganda and hate speech, and what are the 

gaps in the definitions outlined by international law?  

• Are there gaps in the United Nations response to mis- and disinformation? Are there 
gaps in International Law and UN initiatives and actions?  

• What would be the purpose of a UN Envoy to Disinformation, and what resources and 
activities would it support?  

• Are there partnership opportunities the Envoy could take? Are there opportunities for 
member states and digital diplomacy with social media companies?  

• How can the envoy provide accountability for victims of disinformation? 

 

1.5 Research Questions  

This argument primarily follows the qualitative method by identifying the gaps within 

research, information and international peace and security efforts. Research undertaken 

predominantly makes observations of UN resolutions, laws, and legislations and how they are 

applied to states, state-linked actors, individuals, and bodies.  

 

To create a broader understanding of disinformation, discourse analysis is adopted to 

contextualise the argument. By establishing a current climate within international issues, such 

as UN mandates, discourse analysis will provide a practical framework for observations, 

opportunities, and arguments.  

  

Furthermore, thematic analysis will generate definitions by briefly reviewing the history of 

information-sharing and the emergence of terms including disinformation. This method will 

also assist in analysing patterns of interest. 
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Chapter Two: Literature review  

2.1 Disinformation in Current Literature  

To explore this argument, it is essential to study multiple perspectives to understand the 

different layers. This research highlights the challenges faced by the current responses to 

disinformation at an international level. This is achieved by contextualising geopolitical 

events and the functions of global communities. It is important to note that the field of 

disinformation in an academic sense is vastly understudied. Much of the contemporary 

discourse is centred around the concept of “fake news” rather than disinformation and 

misinformation (Baade, 2019, p. 1357–1376)  

A mix of UN treaties, UN documents, books, and academic research are consulted to present 

the context before advising on recommendations. The small amount of available literature was 

studied in the context of contemporary global affairs and then analysed while considering 

anticipated digital policy information.  

In the third chapter, the research outlines the shortcomings of disinformation in academia by 

consulting literature from Socialist regime defectors such as Ion Mihai Pacepa & Ronald J. 

Rychlak, 2013. There is a broader exploration of propaganda to reveal the intentionality of 

information sharing throughout history as highlighted by Garth Jowett and Victoria 

O’Donnell, 2005, Martin J. Manning, 2004 and David Croteau, William Hoynes and Stefania 

Milan, 2013. Throughout the review of existing literature, defectors, Ion Mihai Pacepa in 

particular, are identified as credible sources who offer a perspective of how propaganda and 

disinformation can be embedded into all aspects of governmental operations. Pacepa 
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elaborates how disinformation lays the foundation for conspiracy theories (Pacepa & Rychlak, 

2013, p. 34–39,75).  

The UN Special on Rapporteur on Freedom of Expression defines disinformation as “false 

information that is created and spread, deliberately or otherwise, to harm people, institutions, 

and interests” a definition which is disputed throughout emerging research from academics 

and the Internet Governance Project (Georgia Institute of Technology’s School of Public 

Policy, 2021).  

The fourth chapter presents key technical research on disinformation within international law 

by comparing it with UN doctrine and commentary from Björnstjern Baade, 2019, Zach 

Meyers, 2022 and Michael G. Kearney, 2007.  

The fifth chapter and sixth chapters explore the opportunities for member states and digital 

diplomacy actors respectively. It compares foundational international law and UN 

peacekeeping mandates. Specifically, chapter six addresses digital diplomacy by examining 

current policies by social media networks and news agencies.  

Chapter seven presents recommendations derived from the research while seeking to extend 

the academic literature. Envoy activity and resource recommendations aim to unify the 

international community in legislating international law and regulating malicious and 

manipulated information. Currently, there are few arguments that highlight the severity of the 

threat of disinformation. There is no international law that persecutes ill-intentioned 

information sharing (Baade, 2019, p. 1357–1376).  
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2.2 Deficiencies of Literature  

The contemporary literature is primarily focused on US domestic politics such as QAnon and 

far-aligning factions, as well as Russian active measures (Yaraghi, 2020, pg. 1). The modern 

scope of literature is predominantly country-focused and lacks an appreciation of the threat of 

disinformation is global country-focused (Funke & Flamini, 2022)). Likewise, studies have 

failed to identify ways to create accountability in disinformation or to present options to 

counter it, such as the EU's anticipated Digital Service Act.  

The terms disinformation and misinformation are often used interchangeably which fails to 

recognise the distinct nature of the concepts (Nielsen & Common, 2021). However, the 

literature does elaborate on the similarities between the two terms, as well as their 

relationship  (Schwartz, 2020). Still, it fails to capture an actor’s intentionality, as well as the 2

deeper relationship between misinformation and disinformation. In the current social media 

platform policy, misinformation and disinformation policies remain combined (Twitter, 2022).  

The Soviet Union (1922 - 1991) and Russia dominate the majority of modern academic 

disinformation studied in a governance context. Soviet disinformation campaigns were 

extensively used throughout the 1960s until its collapse (Rid, 2018, p. 5 – 13). The gap in 

western disinformation literature is partly due to the concentration of research on Soviet-era 

and Russian disinformation.  

In the context of social media, generalisations and blanket definitions do not serve the shifting 

understanding of the concepts, nor do they assist in global regulation, as seen in Twitter and 

 This will be further discussed and presented visually in Chapter 3 2
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Facebook’s at times using policy interchangeably (Paul, 2021). Moreover, the lack of 

consensus in the definitions means there are often widespread disputes which have been 

highlighted by UN diplomat Irene Khan, 2021. 

Chapter Three: The Nature of disinformation within international peace 

and security  

3.1 Illustration of misinformation, disinformation, and propaganda  

The definition of misinformation is broadly accepted; it refers to the sharing of inaccurate or 

false information “regardless of whether there is an intent to mislead” (Poynter Institute, 

2019). Misinformation can often stem from human error in judgement (Jowett & O’Donnell, 

2005). In contrast, disinformation refers the sharing of inaccurate or false information 

motivated by an intent to cause harm. Nonetheless, intentionality is the key difference 

between the concepts, as illustrated in Figure 1.1 (Schwartz, 2020). The Georgia Institute of 

Technology’s Internet Governance Project  states the current definition often given by UN 3

diplomats is that disinformation is “false information that is created and spread, deliberately 

or otherwise, to harm people, institutions and interests.” This definition fails to recognise 

intentionality and statements of disagreement (Georgia Institute of Technology’s School of 

Public Policy, 2021).  

Figure 3.1:  

 The Internet Governance Project (IGP) provides analysis, policy, commentary and research of global 3

governance. 
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Misinformation is often used as disinformation, and disinformation is also shared as 

misinformation by users due to a lack of knowledge (Schwartz, 2020). This research views 

disinformation as a larger threat to international peace and security than misinformation, 

therefore the recommendation is for a UN Envoy to Disinformation. In the UN Human Rights 

Council’s forty-seventh session in April 2021, Irene Khan, the Special Rapporteur on the 

promotion and protection of the right to Freedom of Opinion expressed the inconsistent nature 

of disinformation:  

“There is no universally accepted definition of disinformation. While the lack 

of agreement makes a global response challenging, the lack of consensus 

underlines thecomplex, intrinsically political and contested nature of the 

concept...” (Khan, 2021)  

Khan highlighted the challenge of defining:  

“Part of the problem lies in the impossibility of drawing clear lines between 

fact and falsehood and between the absence and presence of intent to cause 

harm. False information can be instrumentalized by actors with diametrically 

opposite objectives.Truthful information can be labelled as “fake news” and 
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delegitimized. Opinions, beliefs, uncertain knowledge, and other forms of 

expression like parody and satire do not easily fall into a binary analysis of 

truth and falsity. Furthermore, false content that is spread online with the 

intent to cause harm (disinformation) can be picked up and shared by 

innocent third parties with no such intent (misinformation), the innocent 

vector boosting dissemination and adding credibility to the malicious 

campaigner. Intentionally or not, the harm occurs. Some forms of 

disinformation can amount to incitement to hatred, discrimination and 

violence, which are prohibited under international law.” (Khan, 2021)  

Intentional and unintentional false information sharing is not new; however, it has become a 

growing social and political concern (Kaminska, 2017). The first documented narratives of 

false information sharing date back to Ancient Rome. The first disinformation campaign was 

sparked by Marcus Antonius and Octavian following Julius Caesar’s death in 44 BC. Both 

saw themselves as the rightful heir to Rome’s dictatorship. They employed tactics that mirror 

contemporary disinformation campaigns by deploying false rhetoric to create public 

confusion in the other’s political campaign. For example, Octavian’s spread falsehoods 

surrounding Antonius’ allegiance to Egypt, which consequently swayed the public towards 

Octavian. Although not contemporaneously viewed as a successful disinformation campaign, 

much of the public was aware that the claims were fraudulent. Academics agree that the 

public saw Octavian’s win as a choice of the “lesser evil” (Kaminska, 2017). This narrative 

demonstrates the idea of intentionality and deception behind information sharing is not unique 

to the last century. Documented accounts of the Roman - Persian wars and the Byzantine 
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assault on Persia are similarly understood to involve tactics of disinformation (Kaminska, 

2017). 

The term “disinformation” began to see appear sporadically throughout the 1890s and 1910s 

in domestic US newspapers (The Salt Lake Herald, 1892, pg. 4). These appearances derived 

from the Latin negation of the word information. The English form of the word, 

disinformation, came to widespread use in the 1950s, after its 1939 entry into English 

dictionaries (Merriam-Webster, 1991, p.143). Some academics propose that the English form 

of the word was derived from the Russian translation of the word dezinformatsiya  which was 4

coined by Joseph Stalin to sound western (Pacepa & Rychlak, 2013, p. 4-6). Early 

documentation suggests, the English translation of the Russian word dezinformatsiya began to 

develop independently but paralleled the Latin due to environmental factors including war 

and propaganda (Merriam-Webster, 1991, p.143). However, the United States’ intelligence 

community appropriated the Russian definition in the 1950s when they adopted their own 

tactics (Manning, 2004, p. 82–83).  

Disinformation lays the foundation for misinformation (Croteau et al., 2013, p. 285 - 321). 

Pockets of confusion allow misleading information in the form of both misinformation and 

disinformation to spread. Judgement or error by an individual may shift the information from 

disinformation to misinformation due to intentionality, as discussed previously (Croteau et al., 

2013, p. 285 - 321). This sharing may be caused by an emotional or a psychological 

connection to the information being received. However, misinformation itself may be 

exploited and used as disinformation by a bad faith actor (See: Figure 3.2: Below).  

 Cyrillic: дезинформация 4
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Figure 3.2:

Active measures  coincided with the beginning of the Soviet Union, therefore neither can be 5

studied in isolation (Rid, 2018, p. 1 - 13). Its implementation in the 1920s led to wider 

integration of disinformation and propaganda into its government bodies, including 

intelligence (Rid, 2018, p. 1 - 13). The Russian State Security Committee  adopted the use of 6

political warfare or active measures (Rid, 2018, p. 1 - 13). The study of active measures 

provides academics an insight into how disinformation can complement motives of deception 

and destabilisation (Pacepa & Rychlak, 2013, p. 4-6). Furthermore, active measures 

demonstrate the ability of campaigns to target all sides of the political spectrum to weaken the 

collective (Pacepa & Rychlak, 2013, p. 20 -60). The implementation of such measures can 

extend from guerrilla organisations, initiation tactics against governments and political 

assassinations (Rid, 2018, p. 1 - 13). Active measures continue to be used by Russia today and 

 Active measures include disinformation as well as an array of offensive programs including espionage, 5

propaganda, deception, destablisation and subversion (Thomas Rid, 2018, pg. 1 - 13).  

 Cyrillic: Комитет государственной безопасности, also commonly known in popular culture as the KGB 6
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are largely reflected through disinformation and propaganda ecosystems (Table 3.2: Below). 

Soviet Union disinformation has also been presented in fiction, typically as cold war 

espionage dramas (Rid, 2018, p. 1 - 13).  

Table 3.1: 

(Glicker & Watts, 2022) 

The primary disseminator of disinformation is intelligence agencies, non-government 

organisations and front organisations (Samier, 2014, p. 176). However, this is changing with a 

growing number of individual political voices on social media. Disinformation can manifest 

in many different forms depending on the agenda (Rid, 2018, p. 1 - 13). Both misinformation 

and disinformation are often concealed as legitimate information sharing, in most cases 

through news agencies or blog posts. Thus, this ties back to Figure 3.2 which illustrated how 

disinformation and misinformation shift with the intentionality of the sharer. An investigation 

by EU Disinfo found Asian News International (ANI) had amplified a network of 
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disinformation campaigns concentrated on European Union (EU) affairs, containing anti-

Pakistan and anti-China rhetoric (Machado et al., 2019). Some individuals accepted the 

information because they trusted the news source (Machado et al., 2019).  

Misinformation, disinformation, malinformation , hate speech and propaganda all fall under 7

the wider umbrella of communication and information sharing. In 2019, António Guterres 

declared “war” on hate speech during the launch of the UN Strategy and Plan of Action on 

Hate Speech (United Nations, 2019). There is a growing relationship between misinformation, 

disinformation and hate speech with false information acting as an amplifier to hate speech 

(Al Jazeera, 2021). Rising tension and violence in India and the Tigray conflict in Ethiopia 

demonstrate contemporary cases of false information and hate speech exacerbating one 

another (Al Jazeera, 2021). More recently, the UN Human Rights Council adopted a plan of 

action to tackle the rise of disinformation in response to the 2022 war in Ukraine, highlighting 

how disinformation undermines international systems and governance (United Nations, 

2022). The resolution does not provide clear definitions for understanding the intentionality, 

nor does it hold member states accountable. Government-affiliated accounts that share 

information that mischaracterises events may receive a label on the social media post . 8

However, these same affiliates can deny truths in a UNSC session without consequences 

(Eckersley, 2022). A lack of consensus and accountability on disinformation definitions and 

governance will continue to pose an immense threat to intentional peace and security (Georgia 

Institute of Technology’s School of Public Policy, 2021, pg. 1 - 2). 

 Malinformation which refers to information information that holds truth but is is shared to cause harm or cause 7

damage to an individual or groups reputation, for example doxxing or hack-and-leaks. It will not be 
independently discussed during this research. 

A label is placed when site policy has been violated. 8
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3.2 Challenges of disinformation in international peace and security  

As established earlier in this chapter, the determination of intentionality separates 

misinformation from disinformation (Schwartz, 2020).  

As much as understanding intentionality helps differentiate misinformation and 

disinformation, monitoring or anticipating the intentionality of an individual or group proves 

to be challenging (Ecker & Lewandowsky, 2022). Accountability models will face difficulties 

when assuming intentionality or when there is a need to provide evidence of intentionality 

(Ecker & Lewandowsky, 2022).  

Propaganda and journalism both assist the organisation of the collective (Schwartz, 2020). 

However, distinguishing where the intent to harm originates proves challenging. In short, it 

must be made clear in global governance where accountability lies. For example, in the 

context of a false news article, lawmakers will need to determine if the information sharer is 

the individual (journalist) or the news agency (See: Figure 3.3: Below).  
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Figure 3.3: 

Throughout history, information sharing was tasked to journalists and similar professionals 

who communicated the facts to people groups (Schwartz, 2020). As elaborated earlier in this 

section, journalism intends on assisting the organisation of the collective (Schwartz, 2020). 

Propaganda is often viewed as inherently negative, however, propaganda may have a positive 

agenda or cause an individual to feel “good” (Schwartz, 2020). A historical derivative of 

propaganda is public relations (PR), as intentionality lies in influence (as opposed to harm, 

See: Figure 3.4: Below).  
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Figure 3.4: 

 

There are limitations when defining disinformation as a subset of propaganda as it does not 

recognise the role an individual actor can play, for example, in social media (The Red Line, 

2022). Malicious and incorrect information is spread widely by accessible tools such as social 

media (The Red Line, 2022).  

Sometimes events are presented before facts have been established, which creates a missing 

context surrounding the information shared. For example, following the 2019 Morandi bridge 

collapse in Genoa , social media posts suggested it was due to “mafia sand” and that 9

witnesses saw a lightning strike which shaped much of the early conversation (Pollock, 2018). 

Later, Italian authorities ruled the collapse was caused by corrosion, however many people 

continued to view the primary cause as the earlier presented narrative (Pollock, 2018). 

Psychologists agree that people have a cognitive difficulty in digesting fact-checks and 

correcting false information (Ecker & Lewandowsky, 2022). Thus, incomplete information 

 Ponte Morandi (Morandi Bridge) was a cable-stayed bridge officially named Viadotto Polcevera. The bridge 9

collapsed on August 14th, 2018, killing 43 people and injuring an additional 16 people (Pollock, 2018) 
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being presented plays an important role in shaping the public discourse, which, if incorrect, 

will pose a threat to local and international peace and security.  

Psychologists have identified that misinformation and disinformation have a lingering effect 

on an individual's thought patterns, aptly called the Continued Influence Effect (CIE) (Ecker 

& Lewandowsky, 2022). This creates a challenge in anticipating mitigation effectiveness. CIE 

finds the false narrative (disinformation and other forms of incorrect information) and the 

corrected information will continue to coexist in the memory (Ecker & Lewandowsky, 2022).  

Within information-sharing platforms, such as social media, the boundaries of free speech are 

clearer. For others, curbing disinformation is perceived as a restriction of free speech (Nielsen 

& Common, 2021). The idea of free speech will differ depending on cultural or societal 

ideals, which can create a challenge in defining the relationship between disinformation and 

free speech (Nielsen & Common, 2021). For example, a government may pass legislation 

with a definition of disinformation that differs from the international consensus (Nielsen & 

Common, 2021). This country may rule that disinformation includes information that 

criticises the government, which complicates international mitigation efforts (Nielsen & 

Common, 2021). Therefore, there is difficulty in reaching an international consensus on 

definitions alone.  
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Definitions will also need to be applicable to other communication environments, including 

social media platforms. Member states, social media companies, media agencies, international 

organisations, and other institutions must agree to consistent definitions, as well as a 

recognition of the level of harm disinformation creates in international peace and security.  

Chapter Four: Creating accountability models  

This chapter will discuss disinformation in international law, pointing to opportunities where a 

UN Envoy to Disinformation can assist. Firstly, this chapter will look at where disinformation 

fits into law, taking into consideration the principle of non-intervention. Secondly, this chapter 

will look at related framework, which including the Broadcast Convention and Digital Service 

Act. Thirdly, this chapter look at how the envoy can help member states navigate challenges 

in implementing disinformation-related laws. Additionally, this section will consider the 

challenges when building accountability frameworks.  

4.1 Understanding disinformation within international law  

The legality of false information is a grey area, particularly in a country’s commentary of 

another. Generally lawmakers interpret that inaccurate information does not violate the 

principle of non-intervention (Baade, 2019, p. 1357–1376). The principle of non- intervention 

is a fundamental part of international law which prohibits a state from interfering with 

another’s internal or external affairs (Dubay, 2014, p.1). A piece of false information may be 

ruled as non-intervention but it may be perceived as coercive  (Baade, 2019, p. 1357–1376). 10

 According to the Tallinn Manual 2.0, coercion refers to the deprivation of a state’s freedom of choice by 10

another state (Tallinn Manual, 2017, pg. 312 - 327) 
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A prime example may be a country opening a language- specific  media outlet in another 11

country to shape local affairs. Presently, any false published news deemed as intervention 

would not trigger any legal repercussions. (Baade, 2019, p. 1357–1376).  

The League of Nations, which preceded the UN, introduced The International Convention 

Concerning the Use of Broadcasting in the Cause of Peace (broadcast convention) in 1936 

(Kearney, 2007, p. 22 - 33). Academics often refer to it as an attempt to fill the “gap left by 

the principle of non- intervention” (Baade, 2019, p. 1357–1376). The convention was partied 

to protect against expressive threats to international peace and security, including propaganda. 

The bill outlined that states will be prohibited from broadcasting false information and 

incitements of war or threatening state stability (Kearney, 2007, p. 22 - 33). The UNGA was 

anticipated to update the convention in 1954 however, the protocol failed (Baade, 2019, p. 

1357–1376).  

Throughout the 1980s, key member states began to withdraw from the convention; these 

included Australia, France, and the UK (See: Table 1: Below).  

4.2 The Broadcast convention and anticipated cross-country regulation  

Article 2 of the broadcast convention specifies that ratified states must publicly rectify 

incorrect statements (Baade, 2019, p. 1357–1376). For example, a state partied to the 

convention falsely denying involvement in an event would be required to correct their 

statement if there was evidence to the contrary. Correcting incorrect information in the event 

 A language-specific media outlet will produce local language information, in this case, there would be 11

intentionality to influence 
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of false information sharing violates the principle of non-intervention and could be seen as 

satisfying Article 37 of Responsibility of States for Internationally Wrongful Acts (ICRC, 

2022).  

In 1952, the UN General Assembly adopted resolution 630 for the Convention on the 

International Right of Correction (Baade, 2019, p. 1357–1376). Similarly, the Broadcasting 

Convention in Article 3 requires member states and their news agencies, regardless of intent, 

to issue a public rectification for false information shared. Of note, the article does not 

describe nor connote distinctions between the speech of individuals or state speech (Kearney, 

2007, pg. 22 – 33).  

Several countries have already created accountability models at a domestic level in different 

capacities (Funke & Flamini, 2022). The EU’s Digital Services Act (DSA) serves as an 

example of a cross-functional model. However, there has been commentary on whether it 

correctly addresses misinformation and disinformation (Funke & Flamini, 2022). 

Nonetheless, the DSA is an optimistic example that a consensus can be reached between 

different countries and governments (Funke & Flamini, 2022). 

The EU has previously funded disinformation research, which provided policy 

recommendations for the DSA. In 2015, the EU launched a research project monitoring 15 

languages as a part of the European External Action Service’s East StratCom Task Force (EU 

vs Disinfo, 2022). The project explores Russian disinformation campaigns in the union, 

highlighting its dynamic nature and the threat it poses to EU peace and security.  
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The DSA sets regulation standards for online platforms, including Twitter, Facebook, and 

TikTok, recognising that state and non-state actors use these platforms to disseminate 

disinformation to the EU (Meyers, 2022). Within the EU, expressing an incorrect view falls 

under freedom of expression, therefore false information is not considered illegal (Meyers, 

2022). However, current EU law and the DSA do not provide a distinction between a 

legitimate opinion and “fake news”. The DSA shifts the regulatory burden from the states to 

the union (Meyers, 2022).  

4.3 Collective sense-making and further challenges of determining disinformation in law  

As established earlier, the global broadcast convention has not been consistently supported by 

UNGA members (Kearney, 2007, p. 22 - 33). The convention despite not a basis for the 

potential challenges in building global accountability.  

Some of the articles in the broadcast convention have been criticised for being non- specific, 

which is the primary challenge in re-implementation (Kearney, 2007, p. 22 - 33). Article 2 

prohibits broadcasts that would be considered an incitement of war, however  

30  

does not make a distinction between speech of an individual or a state (Kearney, 2007, p. 22 - 

33). Another shortcoming is specifying whether withheld identities later uncovered could also 

be held accountable (Kearney, 2007, p. 22 - 33). Article 3 applies to false information sharing 

however it does not address interpretation (misled information sharing). Nor does it extend to 

situations where information is missing context.  
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In the case of the envoy assisting member states in reviving the broadcast convention, 

overlaps with other UN initiatives must be considered. As discussed in chapter three, 

disinformation can lead to hate speech (Al Jazeera, 2022). The United Nations Strategy and 

Plan of Action on Hate Speech directly responds to violent misogyny, anti-religious 

sentiment, racism, xenophobia and intolerance (The United Nations, 2022). There is the risk 

that if member states push for a broad definition of hate speech in the broadcast convention, 

the overlap would likely become an area of non-compliance. This is because a global 

disinformation strategy may view a piece of information as the responsibility of the hate 

speech plan of action and vice-versa. Such an overlap would call into question the envoy's 

legitimacy. Moreover, lawmakers should decide if the right to correct should extend to hate 

speech as this could result in hate speech being corrected or deleted without consequence 

(Baade, 2019, p. 1357–1376). Furthermore similar overlaps may occur with the International 

Convention on the Elimination of all Forms of Racial Discrimination (ICERD). This 

convention was ratified by 88 member states condemns propaganda and institutional 

justification of racial discrimination (United Nations General Assembly, 1965, pg. 196).  

Disinformation and international law must also be applied to information-sharing spheres, 

such as social media companies and blogs. The broadcast convention already extends to  

31  

publishing sources, which excludes social media platforms . Twitter, LinkedIn and search 12

engines such as Google and Yahoo host and curate content. They are not considered 

publishers and therefore do not fall into the category of news agencies despite producing news 

 Social Media companies are considered platforms and not publishers. Thus, they are not held liable for 12

information expressed on the platform. The publisher vs platform debate will be elaborated on in chapter six. 
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stories (Yaraghi, 2020, pg.1). Furthermore, the Right to Reply or correct does not apply to 

social media companies and search engines (Baade, 2019, p. 1357–1376).  

A lack of information from news agencies or states typically gives rise to an exchange of 

speculative information (Baade, 2019, p. 1357–1376). Collective sense-making is when 

online groups cooperate with little information and attempt to jointly paint a larger picture. In 

a crisis, communities frequently engage in informational and psychological collective sense-

making (Starbird, 2022). Understanding that some impactful events  will prompt collective 13

sense-making will assist in determining the intentionality  of some information (Starbird, 14

2022).  

Twitter implemented a Crisis Misinformation Policy in 2022 which attempts to mitigate 

harmful information sharing online (Twitter, 2022). This policy moved to include warnings on 

mischaracterised information on the war in Ukraine (Twitter, 2022). The policy’s challenges 

would mirror similar issues that global legislation may bear. Collective sense-making may 

cause issues for regulators as there lacks an understanding of a broader context. For example, 

a monitoring body may be looking at the sense-making information after the facts have been 

established; which could lead to wrongly classifying the information as misinformation . 15

Sense-making, in some circumstances, can lead to misinformation and disinformation as it is 

vulnerable to manipulation (Starbird, 2022). In some cases, sense-making can become the 

 Some example of events may include conflict, breaking news and other large scale emergency situations 13

 As established earlier in this research, intentionality can be determined as a falsehood for misinformation or 14

intent to harm in the case of disinformation. 

 Due to the time it was shared, it had not been communicated with a misled perceptive as further information 15

was not available in that moment. 
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truth (Starbird, 2022). Complex crises, such as a war, will typically face challenges in 

determining information integrity (Starbird, 2022). When dealing with disinformation on 

online platforms, accountability models may face delegitimisation if decision making lacks 

transparency (Starbird, 2022). 

The process of UN bodies prosecuting at an international level remains complex and is the 

primary reason why it rarely occurs (Baade, 2019, p. 1357–1376). Breaches of international 

law should be detected by accountability models (Kaur, 2020). A dispute between member 

states relating to disinformation is likely to be settled through the ICJ . The ICJ  is not a 16 17

criminal court but upholds UN values like the broadcast convention (Kaur, 2020).  

When the UNGA adopts a convention it sets an international standard (International Labour 

Organisation, 2022). Language barriers18 and state corruption pose major challenges for 

monitoring and regulatory bodies (Al Jazeera. 2022; Meyers, 2022; O’Callaghan, 2022). UN 

legislation would encourage member states to introduce domestic frameworks to create 

accountability at a civilian level (Cambridge University Press, 1990, pg. 33 - 51). This would 

prompt a grassroots accountability system and promote media literacy .  18

There has been some resistance in regulating lawful  content, regardless of whether it is false 19

(Meyers, 2022; O’Callaghan, 2022). For example, presenting misleading information online is 

not currently illegal however it may breach state or union policies. An envoy would facilitate 

 The ICJ is also known as the world court. States may approach the court to settle disputes within international 16

law. The court may also provide advisory opinions. 

 Of note, the ICJ judgements are binding to concerned parties.17

 Media literacy refers to the ability and skills of individuals to evaluate and analyse media. 18

 As established earlier in the chapter, presently false information (intentionality not determined) does not 19

breach international law. 
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transparent conversations regarding accountability between platforms and member states 

(Meyers, 2022). Global body regulations may mirror the criticisms of the EU’s DSA. Google, 

Meta and several NGOs have been critical of the DSA for being inflexible. However, as 

discussed previously, an envoy is a soft approach which would allow a conversation to reach a 

consensus. Having a diplomatic figure mediate perspectives would help stakeholders to avoid 

the “delete first, think later” approach. There is a risk that overly strict regulation may push 

platforms to opt out of dealing with disinformation by immediately deleting content 

(O’Callaghan, 2022). An envoy must encourage media literacy concurrent with regulation.  

4.4 Using law to build global accountability for disinformation 

The envoy’s primary focus would be assisting the global disinformation effort through the 

UN. Although there are challenges and a lack of a functioning global mitigation system, there 

are still opportunities for accountability models (Baade, 2019, p. 1357– 1376). UN fields of 

press freedom and freedom of expression have analysed some aspects of disinformation but 

are limited in scope (Schlein, 2022).  

There is an opportunity for member states to collectively re-commit to the Broadcast 

convention (Baade, 2019, p. 1357–1376). The outdated nature of the convention would 

warrant revision regarding social media. Member states such as France, Australia, and the UK 

who have withdrawn from the treaty could lead the revision effort (Baade, 2019, p. 1357–

1376). This collaborative revamping of the convention is likely to be well received by 

domestic audiences (Baade, 2019, p. 1357–1376). Whether there is a revival of the 

convention, many states are still participants (See: Table 4.1: Below). If the convention were 

active, Russian disinformation campaigns during the war in Ukraine would constitute a breach 
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of the International Convention Concerning the Use of Broadcasting in the Cause of Peace. 

Member states would then have the ability to hold Russia accountable for its disinformation 

campaigns including the denial of the atrocities committed in the Ukrainian town of Bucha  20

(Elliot Higgins, 2022).  

Figure 4.2: International Convention concerning the Use of Broadcasting in the Cause of 
Peace participants 

Participant Action Date of Notification/ 
Deposit Date of Effect

Afghanistan Accession 08/02/1985 09/04/1985

Australia Denunciation 17/05/1985 17/05/1986

Bulgaria Accession 17/05/1972 16/07/1972

Cameroon Succession 19/06/1967

Czechoslovakia Withdrawal of 
reservation 26/04/1991 26/04/1991

Czechoslovakia (Now Czech Republic 
and Slovakia) Ratification 29/01/1985 30/03/1985

France Denunciation 13/04/1984 13/04/1985

German Democratic Republic(Now 
Germany) Accession 19/12/1984 17/02/1985

Hungary Accession 20/09/1984 19/11/1984

Laos Accession 23/03/1966 22/05/1966

Liberia Accession 16/09/2005 15/11/2005

Malta Succession 01/08/1966

Mauritius Succession 18/07/1969

Mongolia Accession 10/07/1985 03/02/1986

Mongolia Withdrawal of 
reservation 19/07/1990 19/07/1990

Netherlands Denunciation 10/10/1982 11/10/1983

Union of Soviet Socialist Republics Now 
Russia Ratification 03/02/1983 04/04/1983

United Kingdom of Great Britain 
andNorthern Ireland Objection 05/12/1984

United Kingdom of Great Britain 
andNorthern Ireland Declaration 24/09/1984

United Kingdom of Great Britain 
andNorthern Ireland Declaration 09/12/1983

United Kingdom of Great Britain 
andNorthern Ireland Objection 12/05/1972

United Kingdom of Great Britain 
andNorthern Ireland Denunciation 24/07/1985 24/07/1986

 On the basis of article 2,3 and 4. 20
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Source: UN Treaties 

Any accountability model proposed by the UN envoy should outline that the language used by 

government representatives or influential individuals will fall under state speech (Baade, 

2019, p. 1357–1376). In the case of a country distancing themselves from an individual, they 

would be required to adhere to the right to reply within a time limit, as discussed previously 

(Baade, 2019, p. 1357–1376). Furthermore, the convention must outline whether news 

agencies that are in part or fully funded by the state fall under state sponsored speech. For 

example, Russia’s RT, Australia’s ABC, US’ PBS and VOA, China’s CNC, the EU’s 

Euronews, Qatar’s Al Jazeera and the UK’s BBC would all fall under the responsibility of the 

state. This has already been reflected by labels applied by YouTube (BBC, 2018).  

Furthermore, accountability models should include mentions of synthetic and manipulated 

media (SAMM). Member states do not have a comprehensive understanding of SAMM and 

part of the envoy’s mandate would include educating them. SAMM can refer to re-

contextualised media , digitally altered media or misleadingly cropped media (Twitter, 2022). 21

Following the killing of journalist Shireen Abu Akleh, the Israeli Defence Force (IDF) 

released a video on Twitter of the event along with a statement that Shireen could not have 

been killed by the IDF in that area (Al Jazeera, 2022). Israeli NGO B’Tselem provided open-

source evidence that the distributed video did not match the geolocation and that the media of 

Vatican City State Accession 05/01/1967 06/03/1967

Zimbabwe Succession 01/12/1998 18/04/1980

 For example, media shared with an unrelated caption in an attempt to give the media an appearance that it is 21

from a different time. 
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the shooting was false and misleadingly cropped (B’Tselem, 2022). This incident is an 

example of state- sponsored SAMM (Al Jazeera, 2022). 

Chapter Five: Opportunities for member states to address disinformation  

A UN Envoy to Disinformation would promote various opportunities for member state 

engagement. Collaboration among member states would be critical to the success of UN 

regulation, as well as accountability building. The push for an envoy aligns with UN 

membership goals. Furthermore, the envoy’s activities and resources can extend to 

peacekeeping mandates and member state education. The United Nations was founded on the 

UN Charter in 1945. The growing global interconnectedness necessitated an 

intergovernmental organisation to collectively maintain international peace and security. UN 

members are bound by an international treaty that plays an instrumental role in international 

law (United Nations, 2022). As outlined by the UN itself: 

5.1 Basis for Member State collaboration  

The United Nations was founded on the UN Charter in 1945. The growing global 

interconnectedness necessitated an intergovernmental organisation to collectively maintain 

international peace and security. UN members are bound by an international treaty that plays 

an instrumental role in international law (United Nations, 2022). As outlined by the UN itself: 

“The UN Charter codifies the major principles of international relations, 
from sovereign equality of States to the prohibition of the use of force in 
international relations.  

Since the UN's founding in 1945, the mission and work of the 
Organization have been guided by the purposes and principles contained 
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in its founding Charter, which has been amended three times in 1963, 
1965, and 1973.” (United Nations, 2022)  

The foundation thereafter saw the creation of the judicial organ of the UN, the International 

Court of Justice (ICJ). Of note, the International Criminal Court (ICC) is not a UN body the 

ICC established on the basis of the Rome Statute .  22

International peace and security are at the forefront of intergovernmental organisation as 

outlined in Article 1 of the UN Charter, which states: 

“To maintain international peace and security, and to that end: to take 
effective collective measures for the prevention and removal of threats to the 
peace, and for the suppression of acts of aggression or other breaches of the 
peace, and to bring about by peaceful means, and in conformity with the 
principles of justice and international law, adjustment or settlement of 
international disputes or situations which might lead to a breach of the 
peace.” (UN Charter, 1945)  

As discussed throughout the previous chapters, the purpose of an envoy would be to assist in 

the global regulation of disinformation. Therefore, understanding the roles of the ICC and the 

ICJ are paramount to this regulation. The growing threat of disinformation calls for 

collaboration among member states to assist in the peace process (United Nations, 2022).  

Disinformation is a breach of peace; it polarises populations and creates stress in individuals 

(United Nations, 2022). A UN Envoy to Disinformation will assist countries in fulfilling the 

UN’s mission. This effort would also help promote the organisation’s position in unitedly 

leading world affairs.  

 The Rome Statute, however, was negotiated in the UN despite the ICC being an independent judicial body22
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The envoy would complement other UN initiatives, such as the Special Rapporteurship for 

Freedom of Expression and peace-keeping missions (UN News, 2021). The consensus of 

concerns of member states would necessitate its establishment. Several member states already 

openly acknowledge the threat that disinformation and misinformation pose to international 

security and peace  (Poynter Institute, 2022). Some countries have implemented initiatives to 23

combat areas of misinformation and disinformation domestically through task forces, policies 

and legislation. 

5.2 Identification of opportunities for member state contribution  

In situations of public or congressional concern that have a global impact, the UNSG can 

appoint an envoy (United Nations, 2022). Member states can call for such an envoy and 

nominate their diplomat or citizen for the role (United Nations, 2022).  

Similar to other UN initiatives, member states that demonstrate successful responses to 

disinformation and misinformation can become thought leaders in this field. They can also 

assist other nations in building their responses (Poynter Institute, 2022). For example, Finland 

is a country with a high media literacy and an education system that has been actively 

teaching school-aged children how to identify and question sources (The Red Line, 2021). 

Finland could be considered on the frontier of building and implementing media literacy 

models that other states could mirror. The envoy could be a conduit for implementing these 

models.  

 As detailed in the chapter three. 23
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Various institutions should also offer media and information literacy training to member states 

framed in a domestic context so they can appreciate the threat to international peace and 

security. Member states that can demonstrate a high level of understanding would be 

consulted on best practices (European Parliament, 2022). The envoy would also be supportive 

of UN-hosted training programs by member states in collaboration with digital diplomacy 

actors for other member states. Importantly, some member states may require education on 

information literacy rather than training on media literacy due to a lack of media sharing 

sophistication. For example, it would be more effective to give a technologically 

underdeveloped country training that would be more applicable to word of mouth and 

traditional media rather than education on social media.  

Member states should also support acts and efforts by the UNGA and UNSC to combat 

misinformation; in particular, adopting domestic laws and legislation that will support 

building accountability models (IISD, 2022). 

5.3 Expanding disinformation efforts to peacekeeping operations 

The envoy will be able to assist the peacekeeping missions by consulting on conflicts 

surrounding the threats disinformation, misinformation, propaganda and hate speech pose.  

UN mandated peacekeeping units have a Public Information Office (PIO), publications unit, 

web unit and a media relations unit (Loewenberg, 2006, p. 4 - 12). These initiatives provide a 

function within the peacekeeping process by consulting with news agencies and 

communicating mission developments to the country they're operating in (Loewenberg, 2006, 

p. 4 - 12). These initiatives are typically referred to as “peacekeeping media.” There has been 
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criticism that these efforts are narrowly focused and neglect to acknowledge the increasing 

use of social media in less-technologically advanced countries.  

As of 2022, there are six active peacekeeping missions in Africa: Morocco and the Sahrawi 

Republic, Democratic Republic of Congo, Sudan, South Sudan, Central African Republic, and 

Mali. A study by the Africa Center for Strategic Studies demonstrated how various actors had 

replicated Russia's disinformation models in Africa. For example, disinformation campaigns 

have been exported into several countries where the Wagner Group operates . The rhetoric is 24

anti-West and anti-UN and serves to promote Russia's position in the continent (Africa Center 

for Strategic Studies, 2022). Campaigns targeting Mali and the Central African Republic are a 

dangerous threat to peace and security as they undermine MINUSMA and MINUSCA. Across 

2020, researchers noted a rise in false non-profits, charities, and community groups promoting 

military juntas, election delays, and a broader Sahel revolution. The spike of coordinated anti-

Western content occurred in the lead-up to two coups in Mali just prior to Wagner's arrival 

(Africa Center for Strategic Studies, 2022).  

There are some emerging examples of peacekeeping mandate countries being actively 

targeted with disinformation (Africa Center for Strategic Studies, 2022). In 2019, Africa-wide 

disinformation campaigns backed by Russian-affiliated media and oligarch- linked media 

promoted anti-UN voices (The Red Line, 2022). These efforts have had a high impact in 

swaying public opinion. Researches found RT recently registered four African domains and 

 Wagner Group is currently lead by Russian oligarch Yevgeny Prigozhin has alleged ran and financed various 24

media and campaign projects via the Internet Research Agency. He has also been connected as to fraudulent 
think thanks, including AFRIC, according to the US Treasury Department (2021). 
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discovered a network of over 600 continent websites that used Russia affiliated-media sources 

(Africa Center for Strategic Studies, 2022). The network continued to promote Russian 

rhetoric and war propaganda during the war on Ukraine (Africa Center for Strategic Studies, 

2022). The presence of campaigns throughout Africa directly threatens MINUSCA, UNISFA, 

UNMISS, MINURSO and MINUSMA.  

Introducing disinformation accountability and mitigation efforts endorsed by the UN Envoy to 

Disinformation is imperative for peacekeeping and peacemaking (UN News, 2021). 

MINUSCA funded a two-day "awareness-raising session" in June 2021, which aimed to 

strengthen the involvement of news agencies in combatting hate speech and incitements of 

violence. In attendance were local disinformation and fact-checking organisations (UN News, 

2021).  

While this training is a step in the right direction, its obvious shortcoming is that it does not 

address the threat of Russian disinformation campaigns (UN News, 2021). Additionally, this 

training should be more frequent and should be adopted into human security grassroots efforts 

(UN News, 2021). There also must be an acknowledgement of victims that will help empower 

a community to rebuild (UN News, 2021). 

5.4 Identifying opportunities to address global issues  

Member states will have the opportunity to serve on Task Forces appointed by the UN 

Envoy.The task forces will give member states agency to address international peace and 

security threats whilst also monitoring the impact (Elayah & Aglan, 2018, p. 1- 5).  
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Similarly, the Envoy will be able to visit member states or territories to responsd to issues 

raised by member states which can be briefed to the UNGA or UNSC as the envoy provides 

updates. Consultation can also occur ahead of events. As an example, for the United Nations 

Climate Change Conference, the envoy could address climate crisis disinformation and raise 

awareness among member states (Elayah & Aglan, 2018, p. 1- 5).  

Chapter Six: Opportunities for digital diplomacy  

6.1 Digital diplomacy and the UN  

In June 2020, the UN Secretary-General issued a protocol for digital diplomacy called the 

Roadmap for Digital Cooperation (A/74/821). Two years prior, the UNSG established a High-

level Panel on Digital Cooperation which provided a final report in 2019 called the “The Age 

of Digital Interdependence” (The United Nations, 2022). The panel’s findings recommended 

the Roadmap for Digital Cooperation which sought “to meet the call connect, respect, and 

protect the online world” by promoting global digital cooperation and diverse stakeholder 

action (The United Nations, 2022). Raised in this road map was the need to connect more of 

the world to the internet. This also acknowledges that this meant more people vulnerable to 

misinformation, disinformation and hate speech which falls under the roadmap’s action for 

Human rights and human agency. The document states: 

“Blanket Internet shutdowns and generic blocking and filtering of 
services are considered by United Nations human rights mechanisms to 
be in violation of international human rights law. In addition to 
appropriate law enforcement, other means need to be found through 
consultation between Governments, industry and civil society, in 
accordance with international human rights law, including to deal with 
the spread of disinformation and, in particular, harmful, life-threatening 
contentwhile avoiding disruptive blanket Internet shutdowns (Report of 
the UN Secretary General, 2020).” 
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The road map acknowledges that navigating this new technological era will require 

cooperation. The initial panel presents a groundbreaking method and reflection on how task 

forces and educated groups can create opportunities to steer our progression through the 

digital world.  

The Roadmap for Digital Cooperation outlines that collaborating with multiple parties is 

critical in establishing long-term success, influencing policy and assisting in global actions. 

Such an envoy's success falls onto the ecosystem it lives in. It is imperative that media 

organisations collaborate, and in the event that regulations aren’t adhered, they are held 

accountable. Intercommunication is essential in pushing the boundaries of the debate and 

identifying a response, in this instance, an open dialogue with a media agency could 

encourage them to understand the laws, consequences, and issues with being involved in 

misinformation and disinformation.  

Collaboration between governments and organisations with extensive experience in 

extremism is necessary to ensure a foundational, global, and all-encompassing approach to 

regulating dangerous and false information sharing.) It is imperative that the Envoy would 

push to strengthen its ties with digital diplomacy. The relationship between the media, social 

media companies and governments should be transparent and civil. An Envoy could 

optimistically be the catalyst for branching these relations (Elayah, M & Aglan, M, 2018, p 1- 

5).  
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Digital diplomacy sectors of the government need to have direct channels with social media 

companies and news agencies so that they can consult on legislation. In order to create a 

consensus there must be collaboration from all stakeholders to ensure that what is being built 

can be adhered to by the media agency. A byproduct of this is that it would encourage them to 

understand the laws, consequences, and issues with being involved in misinformation and 

disinformation.  

6.2 Challenges to collaboration with institutions in digital diplomacy  

There is an ongoing debate whether social media companies are publishers. Companies based 

in the US such as Twitter and Facebook are effectively protected by Section 230 of the 

Communications Decency Act:

“No provider or user of an interactive computer service shall be treated 
as the publisher or speaker of any information provided by another 
information content provider.” (United States Communications Decency 
Act, 1996, section 230)

Essentially, immunity is granted to platforms with third-party users. This protects these 

companies from being sued for information shared by third-party users (The United States 

Communications Decency Act, 1996, section 230). Of note, this law does not mean 

companies do not have a duty of care to monitor and regulate content. If these companies 

were to be recognised as publishers they would be required to adhere to the same standard as 

media platforms. Social media companies have nearly full agency in monitoring and 

regulating content on their platforms. Under former President Donald Trump, the US 

proposed a controversial new interpretation of the act - "Executive Order on Preventing 

Online Censorship. The bill would have stripped legal immunity from platforms if they could 

not provide evidence of neutrality (Yaraghi, N, 2020, pg.1). 
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The new interpretation was rescinded by US President Joe Biden in 2021 (The White House, 

2012, pg. 2). The challenges in labelling social media companies as a platforms or publishers 

have been acknowledged within a US domestic setting, as established in the paragraph above 

but the conversation is to be global. When a platform makes editorial decisions, there are 

evident grey areas that will be challenged in the future, especially within conversations of 

accountability model building. The hurdle for digital diplomacy actors and member states is 

ensuring that the arbiter of what is true or false is not the responsibility of one entity. There is 

a risk if done incorrectly and not transparent, efforts to counter disinformation may be 

received negatively. Instead, the Envoy should assist multiple agencies in reaching a 

consensus on where action can take place and where there are opportunities for improvement.  

Creating an envoy would be built on recognising international peace and security threats. A 

global and diplomatic recognition would be a practical first step in commencing a wider 

conversation around regulation and legislation. Furthermore, it facilitates a channel for the 

inclusions of multiple agencies and actors (United Nations, 1945, pg. 18).  

Chapter Seven: Structure and establishment of a UN Envoy to 
Disinformation  
7.1 Appointment of a special envoy by Secretary-General 

An envoy represents the UNSG; when a subject is mandated by the UNSC, the UNSG, within 

the consultations of UNSC members, will appoint the position. If an issue is not UNSC 

mandated - which may happen in the case of a subject such as Disinformation among UNSC 
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members - then the UNSG can appoint a Personal Representation without consultations with 

UN bodies (United Nations, 2022).  

The UNSG appoints special Representatives, Personal Representatives, Advisers and 

Envoys.The UN Charter Article 101 outlines how the UNSG’s role in staff appointment:  

“The staff shall be appointed by the Secretary-General under regulations 
established by the General Assembly.  

Appropriate staffs shall be permanently assigned to the Economic and Social 
Council, the Trusteeship Council, and, as required, to other organs of the 
United Nations.  

These staffs shall form a part of the Secretariat.” (United Nations, 1945, pg. 
18)  

In the case of a UN Envoy to Disinformation, it is recommended this issue be addressed 

within the UNSC, as this envoy should at times address the council.  

Similarly, to sessions in the General Assembly, summits and sessions should occur with 

extended invites to the envoy to address the issue of digital diplomacy and invitations for 

specific sessions. Thus, appointment through the UNSC would present disinformation as 

oneof the greatest threats to international peace and security. There has been an array of issues 

raised by the UNGA and UNSC to have addressed and acknowledged the threat of 

Disinformation, the basis for creating the envoy exists (See: Table 7.1: Below).  

7.1: List of Special Envoys 

Position Special Envoy International threat Status
Special Envoy of the 
Secretary -General on 
Myanmar

Christine Schraner Burgener Rohingya genocide, 
ASEAN-UN relations Active
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7.2 Recommendations  

7.2.1 Recommendations within international law  

Throughout this research, recommendations have been widely presented. In determining 

legalities of disinformation, establishing definitions for actors, publishers, platforms and the 

Special Envoy on 
Financingthe 2030 Agenda Mahmoud Mohieldin

People, prosperity, planet, 
partnership and peace 
(United Nations,2022)

Active

Special Envoy for Climate 
Action Michael Bloomberg Climate crisis Active

Special Envoy of the 
Secretary- General forYemen Ismail Ould Cheikh Ahmed

Civil war, support to the 
Yemeni peace process, 
humanitarian assistance

Active

Special Envoy of the 
Secretary- General to 
theGreat Lakes Region

Peace Consolidation, 
conflict prevention and 
resolution

Active

Special Envoy of the 
Secretary- General for Syria Staffan de Mistura

Civil war, support to the 
Syrian peace process, 
humanitarian assistance

Active

Special Envoy of the 
Secretary- General for the 
Sahel

Hiroute Guebre Sellassie

Regional insecurity, 
support to the regional 
peace process, 
humanitarian assistance

Active

Special Envoy of the 
Secretary- General for 
Disaster Risk Reduction and 
Water

Han Seung-soo Water management in 
climate adaptation Active

Special Envoy on 
Disabilityand Accessibility María Soledad Cisternas Inclusion, disability rights, 

2030 Agenda support Active

Special Envoy of the 
Secretary- General for Sudan 
and South Sudan

Haile Menkerios Peace progress, 
humanitarian assistance

Inactiv e (Repre 
sentati ve)

Special Envoy for Global 
Education Gordon Brown Increasing educational 

access and quality Active

Special Envoy for Haiti Bill Clinton Recovery and 
reconstruction efforts

Inactiv e (Repre 
sentati ve)

Special Envoy for SouthAsia George. WBush Recovery and 
reconstruction efforts Inactive

Special Envoy of the 
Secretary- General for the 
Implementation of United 
Nations Security Council 
Resolution 1559

Terje Roed- Larsen Security situation in 
Lebanon, election support

Inac tive (Pea ceke 
epin g miss ion)

Special Envoy of the 
Secretary- General for 
facilitating the Negotiationsto 
end apartheid in South Africa

Virendra Dayal Assisting peace processand 
apartheid negotiations Inactive

Special Envoy for negotiating 
the Communist Party of 
China and the Nationalists

George C. Marshall Assisting negotiations to 
end the Chinese civilwar Inactive

Said Djinnit 
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inclusion of intentionality in disinformation and misinformation would be extremely 

beneficial. Furthermore, as presented throughout chapters three, four and five the re- visiting 

the broadcast convention may be more plausible and convenient in establishing a global 

regulation of disinformation. In summary, the recommendations are:  

• Revamping Broadcast convention: Revisiting the Broadcast convention would allow  

actors to use an already establish framework to prohibit propaganda For many, there is 

a lack of understanding that this convention already exists and can be brought to date.  

• Classification of state voices: Member states building accountability models will need 

to established the lines between what voices are considered state and who are not. For 

example, if a journalist working for a new agency that is in part or fully funded by the 

state (regardless of the country), is classified as state speech  

• Classification of intentionality in disinformation definitions: Lawmakers should assess 

disinformation based on whether it had an intent to harm.  

• The inclusion of social media companies: Social media companies in definitions will 

assist in a broader regulation of disinformation across platforms.  

• Research into disinformation themes: As discussed in chapter four, member states 

must adapt and look at different types of disinformation emerging. For example, state-

sponsored uses of SAMM should be widely acknowledged and of concern for member 

states.  
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7.2.2 Recommendations for envoy activities  

Envoys engage in multiple activities which have been suggested throughout this research. The 

envoy should frequently assist in consulting during UNSC concerns, therefore, it is 

recommended the envoy engage with the security council through:  

• Security Council consulting: The envoy should consults on the disinformation when 

international peace and security is threatened. For example, newly emerged conflicts 

should be assessed through a disinformation lens in addition to general security concerns. 

• Security Council Briefings: In conflict, to address the disinformation and information 

aspect of war, the envoy should be invited to brief the UNSC on alarming issues as this is 

a direct threat to international peace and security.  

As discussed in chapter five, member states should cooperate with an envoy to 

Disinformation according to the UN Charter. There are opportunities for countries to engage 

in including:  

• Disinformation within peacekeeping unit: The Envoy can assist in the placement and 

funding of disinformation analysis within peacekeeping missions. There are small pushes 

of this within missions with training sessions and media literacy, but more needs to be 

done. 

• Training opportunities: The UN Envoy to Disinformation can help with media training 

through identifying thought leaders and producing specific training relative to the 

countries unique concerns.  

•
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• Member state collaboration: Countries have opportunities to become thought leaders in 

responding to global disinformation threats. These states can assist in the training.  

However, there are further areas of recommendation for the envoy, which includes: 

• Elections: The UN calls for free and fair elections which are inclusive of all. Through 

entities such as the United Nations Electoral Assistance Division (UNEAD). The Envoy 

will be able to help consult on disinformation related risks in elections under UN 

supervision or be consulted for any election that the UN may raise in the UNGA or 

UNSC. 

• Visits to Religious communities: The Envoy can assist with religious discrimination. For 

example, the envoy can meet with the Bahai International Community to speak about 

disinformation and propaganda campaigns that are launched against Bahai’s in Iran.  

• Visits to media agencies: The Envoy should develop relationships with agencies and visit 

them to check in on what these agencies are doing, any new development or how they are 

editorially handling specific situations.  

Furthermore, it is recommended that the envoy can establish multiple task forces. To create 

mitigation efforts the following task forces, as well as their structure, are recommended:  

• Health task force: The Health Task Force (HTF) would address urgent priorities related to 

health. If existing in the current climate, the task force would focus on implementing 

UNGA resolutions 74/270 and 74/274, as well as UNSC resolution 2532, all related to 

maintaining international peace and security with international cooperation and global 
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solidarity amid the COVID-19 pandemic (Economic Times, 2020). This team would 

solely focus on misinformation, disinformation and hate speech targeted at health-related 

topics. This task force would also work in collaboration with WHO, in which some of the 

members would be representing to make sure health scenarios are not undermined. This 

force should be chaired by the Office of the Special Envoy for Disinformation and 

comprised of 31 members, the chair, 15 from health backgrounds including officials, 

social media, news agencies and health workers, and 15 held by member states on 

rotation. The HTF would be expected to meet regularly in Geneva in order for close 

collaboration with UN health bodies. The group may note any trends in topics and be 

consulted or will consult decision-makers.  

• Digital Diplomacy Task Force: The Digital Diplomacy Task Force (DDTF) will focus on 

implementing accountability in propaganda and disinformation that occurs on platforms 

and hold accountable members states themselves who also adopt a digital presence on 

Twitter, Facebook, TikTok and other social media companies. The chairof this task force 

will be the Envoy, and the DDTF is recommended to be consistent with 30 members (31 

with the chair) featuring from various digital diplomacy institutes and 15 from rotating 

member states.  

7.2.2 Recommendations for envoy recommendations  

It is recommended that the envoy also promote resources. Upon the research identified cation 

of disinformation’s relationship of psychological phenomenons, the following would be 

beneficial for grassroots efforts, as well as human security:  
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• Disinformation Victim Centre: In establishing accountability, there must be an  

identification of victims. The Disinformation Victim Centre (DVC) would create a centre 

for people who may believe they are victims of disinformation and resources such as 

access to in-house online courses that assist recovery. Consuming disinformation is linked 

to an increase in stress and physical symptoms, particularly nausea. The course would 

assist in creating tips for victims moving forward. Initially, the hub would commence as 

described to create the case that there are victims of disinformation. This later could be 

developed and integrated with other hubs that assist countries in establishing their 

accountability for victims.  

• Civilian and Media Training Hub (CMTH): The UN Envoy should assist initiatives in 

civilian training courses from material gathered through the DDTF and MTF. This could 

offer short courses and information for civilians or smaller media companies to access. 

Those with internet access can browse definitions, articles from partners, courses, and 

legislation to understand how laws in their country may work and what rights they may 

hold. The system can be printable for those without connection to learn. Secondly, 

individuals can learn how to share information correctly and identify sources. And thirdly, 

it would provide a place for learning more about disinformation and the definitions behind 

the vast ecosystem of terms within communication and information sharing.  

• UN Internal Disinformation database: The UN Envoy to Disinformation can collaborate 

and assist member states and agencies. That can be used in joint with UN Data to track 

disinformation levels within countries.  
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