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a b s t r a c t 

With the emergence of new technologies and the generalized use of social media, corporations have an 

invested economic interest in employing web-tracking techniques, but there is also the issue of protecting 

users’ privacy. In this field of research, only few articles introduce methods to evaluate website compli- 

ance in the use of current web-tracking techniques. Moreover, evaluating the level of compliance requires, 

in the majority of cases, manually implementing an extensive data analysis. In this paper, we present four 

new algorithms (CIA, CDA, BDA, and SCA) and a novel measure (WLoC) to evaluate user tracking compli- 

ance in websites and the level of confidence in the use of information-gathering technologies, by employ- 

ing the recently published Website Evidence Collector (WEC) software from the European Data Protection 

Supervisor (EDPS). The paper also showcases a case study of the top 500 websites most visited by Alexa 

in Spain to evaluate the performance of the presented algorithms and metrics. Results reveal a novel pro- 

cedure for obtaining categorized websites’ compliance and confidence levels of a set of websites under 

the current European legislation, thus updating and enhancing some of the previous research work. 

© 2022 The Author(s). Published by Elsevier Ltd. 

This is an open access article under the CC BY license ( http://creativecommons.org/licenses/by/4.0/ ) 
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. Introduction 

The Hypertext Transfer Protocol (HTTP) defines how the mod- 

rn Internet works, giving rise to the websites as we know them 

oday ( Fielding et al., 1999 ). Cookies provide additional pieces 

f information exchanged in each communication between web 

rowsers and web servers, incorporating the concept of “state” to 

he HTTP protocol ( Kristol, 2001 ). This enables web servers to re- 

ember, or distinguish users, and maintain sessions, which is es- 

ential for the proper functioning of modern websites. However, 

t also introduces other controversial usages such as web track- 

ng through so-called “tracking cookies” or “third-party cookies”, 

hich have become the leading information-gathering technology, 

ransparent to average users ( Gomer et al., 2013 ). The usage of web

eacons, which is a more recent web-tracking and information- 
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athering technology, is rising as they are more challenging to de- 

ect and neutralize ( Sipior et al., 2011 ). 

In the research field, the quintessential Warren and Bran- 

eis (1890) formally introduced the right to privacy. The con- 

ept of privacy had been evolving and was finally accepted legally 

nd morally; albeit generating discussion on an ethical level 

 Moor, 1991 ). Websites have been causing concern in the field 

f user privacy since the formation of the Internet. In particu- 

ar, the Internet Explorer browser has allowed the systematic use 

f tracking cookies since its incorporation in 1995. Tracking cook- 

es and web beacons significantly affect users’ privacy, as they are 

sed to gain personal data and other relevant information ( Lin and 

oui, 1998 ). 

Because corporations have a vested economic interest in us- 

ng web-tracking techniques, regulation of the technology has be- 

ome essential ( Acquisti et al., 2016 ). User data has become the 

ain asset for big corporations, even forming brand new economic 

odels such as the “personal data economy” (PDE) and “pay-for- 

rivacy” (PFP) ( Elvy, 2017 ), substantially increasing their economic 

mpact. Although regulation is always a step behind the emer- 

ence of new technologies ( Marchant et al., 2009 ), government in- 
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titutions around the world are making a special effort to limit 

he impact on users’ privacy of web-tracking technologies. One 

f the most advanced data privacy regulations is the European 

nion’s (EU) General Data Protection Regulation (GDPR), effective 

rom May 25th, 2018. The Spanish Data Protection Agency (SDPA) 

as also developed a comprehensive updated guide to cookie us- 

ge ( SDPA, 2020 ), offering guidance on how to fulfill informed con- 

ent requirements for the collection of user device data according 

o the GDPR. Although this guide is made specifically for Spanish 

egislation, it has to be consistent with European regulations, and 

herefore we have used this guide as a compliance reference (see 

ppendix Appendix A ). 

Nevertheless, Hu and Sastry (2019) found that the leap forward 

n data privacy regulation provided by the GDPR has not resulted 

n a material reduction in long-term numbers of web tracking. 

he authors speculate that users may be exhausted from having 

o choose their privacy preferences on every website visited. In 

he end, users accept the default choices offered by the websites 

y simply turning on the tracking. Furthermore, the authors con- 

luded that the websites that request user consent appear to set 

ven more cookies after gaining that consent than those who do 

ot request it. Although the majority of average users are not even 

ware of the web-tracking behaviors, there is a growing awareness 

mong users of the need to protect their privacy. It is expected that 

rivacy protection will become increasingly harder as the technol- 

gy becomes more widely deployed ( Khalifa et al., 2011 ). 

The logic of web-tracking technologies works silently on users’ 

eb browsers. Nevertheless, in general terms, users trust that the 

nformation provided by the website is correct and trust that their 

onsent decisions will be respected. The basis of that trust is the 

onfidence that data privacy regulations provide the users with, al- 

hough there is no easy way to prove it. Consequently, web track- 

ng techniques present two sides of the same coin regarding user 

wareness: i) visible elements, defined by clearly noticeable ele- 

ents such as how the websites inform users about the usage 

f web-tracking technologies and obtain user consent (e.g., cookie 

onsent banners); and ii) non-visible elements, defined by hidden 

nformation-gathering technologies being silently executed on the 

ser’s web browsers. Unquestionably, the socioeconomic impact of 

nformation-gathering technologies and their effect on users’ pri- 

acy is critical enough to study the relation between these visible 

nd non-visible behaviors. 

In this paper, we combine and analyze both behaviors of vis- 

ble and non-visible elements into a single research framework, 

s the relation between them has not been previously studied. 

ur analysis of non-visible elements includes not only the detec- 

ion of tracking cookies but also web beacons and browser fin- 

erprinting, as a difference from existing works, which are the 

ost commonly used web-tracking methods at the present time 

 Sanchez-Rola et al., 2017 ). Moreover, we present a new measure 

ith which to evaluate the Websites Level of Confidence (WLoC) 

f a set of websites in the use of information-gathering tech- 

ologies obtained from the result of the analyses of both ele- 

ent behaviors. Websites typically provide compliant visible el- 

ments (such as a valid informed consent collection), although 

he actual behavior or internal website logic (non-visible ele- 

ents) executes web-tracking or information-gathering techniques 

egardless of the provided user consent. Hence, there is a need 

or the users to know if websites truly meet their data privacy 

hoices and, therefore, provide confidence. Given a sample of web- 

ites, we present several automatic and semi-automatic algorithms 

o perform the analyses and formally introduce the WLoC mea- 

ure. Furthermore, we provide the first published academic re- 

ults based on the Website Evidence Collector (WEC) software. 

he WEC is a novel and powerful tool published by the Eu- 

opean Data Protection Supervisor (EDPS) that supports the au- 
2 
omation of privacy and personal data protection inspections of 

ebsites ( EDPS, 2021 ). 

The rest of the paper is organized as follows. Section 2 sum- 

arizes the review of related literature. Section 3 presents the 

ethodology followed, including a description and the algorithms 

sed on the visible ( Section 3.1 ) and non-visible ( Section 3.2 )

lements analyses, the definition of the novel WLoC measure 

 Section 3.3 ), and the website sample categorization procedure 

 Section 3.4 ). Then, in Section 4 , we introduce our case study 

 Section 4.1 ) and illustrate the results, the effectiveness and discuss 

he approach described in the paper, including the results of the 

isible ( Section 4.2 ) and non-visible ( Section 4.3 ) elements anal- 

ses, together with the observed confidence ( Section 4.4 ). Finally, 

ection 5 summarizes the paper and provides guidelines for future 

ork. 

. Review of related literature 

To the best of our knowledge, Degeling et al. (2018) is the first 

rticle that measures the GDPR impact on web privacy. They cate- 

orize and analyze the behavior of the 500 most popular websites 

or each EU member state, including how websites collect user 

onsent. They conclude that the web has become more transpar- 

nt since the GDPR entered into force, in terms of informing users 

bout web-tracking behaviors, whereas there are still relevant lim- 

tations on user mechanisms to consent or deny the processing of 

heir data. Although their study provides an in-depth analysis, it 

nly focuses on the visible elements and does not analyze the ac- 

ual non-visible behavior. 

The study of Aladeokin et al. (2017) provides a more practi- 

al approach for non-visible elements and evaluates compliance 

y considering some of the Commonwealth countries and their 

rivacy protection laws (PERC for the United Kingdom, PIPEDA 

or Canada, PoPI for South Africa, and the Information Technol- 

gy Act for India). The authors provide a methodology to de- 

ect the usage of tracking cookies, collecting user browser data, 

nd analyzing each website’s traffic. In their study, the web- 

ites are considered as compliant with the Commonwealth coun- 

ries privacy protection laws if they do not set cookies, or they 

ither set cookies informing the user and obtain consent or 

rovide an option to opt-out before setting the cookies. How- 

ver, they do not consider the GDPR and the use of alter- 

ative web-tracking methods such as web beacons or browser 

ngerprinting. 

Third-party cookies are arguably the most extended technique 

or web tracking ( Sanchez-Rola et al., 2017 ), especially after the 

nd of Flash Cookies or Local Shared Objects (LSO). LSO are pieces 

f data that websites that use Adobe Flash may store on a user’s 

omputer), the usage of which has become limited after the Adobe 

lash Player discontinued support in 2020. However, users have be- 

ome more aware of the use of tracking cookies ( Jayakumar, 2021 ), 

nd modern web browsers provide increasingly effective counter- 

easures against them. Therefore, alternative web-tracking meth- 

ds such as web beacons and browser fingerprinting have become 

opular. Web beacons are used on web pages to unobtrusively al- 

ow checking that a user has accessed some content, and browser 

ngerprinting is a powerful method that websites use to collect in- 

ormation about users’ browsers. Users or browser protections may 

isable cookies, although web beacons and browser fingerprinting 

echniques are highly challenging to detect, allowing websites to 

ypass browser protections. 

As stated, we combine and analyze both behaviors of visible 

nd non-visible elements into a single research framework to eval- 

ate compliance and, in addition, the confidence of a website sam- 

le through the novel WLoC measure. We consider a website com- 
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liant if it is in agreement with our legislation background (see 

ppendix Appendix A ). 

. Methodology 

This section first presents the analytical algorithms to monitor a 

ebsite’s usage of information-gathering technologies (visible and 

on-visible elements analyses). The novel Websites Level of Con- 

dence (WLoC) measure is also defined. Moreover, the presented 

ebsite categorization is justified, and the techniques used to cat- 

gorize the website sample are introduced. This paper introduces 

he analytical algorithm descriptions, while their details and im- 

lementation can be consulted on the dedicated external public 

epository ( Martínez, 2021 ). 

.1. Visible elements analysis: Consent collection 

Websites require explicit user consent in order to use 

eb-tracking technologies, i.e., either cookies or alternative 

nformation-gathering technologies. Visible elements analysis is fo- 

used on the user’s initial selection, usually obtained through 

ookie banners. Cookie banners are a website’s most common con- 

ent collection mechanism, which are currently evolved to include 

ot only the use of cookies, but also other web-tracking technolo- 

ies. Second-level cookie banners are a common way for web- 

ites to gain explicit user consent. They are composed of: (i) first- 

evel banner, where the legally required cookie usage information 

s available to the user alongside an accept button, a “Cookie Set- 

ings” or similar button that links to the second-level banner, and 

ccasionally a reject button; and (ii) second-level banner, where 

he user can customize cookie options to accept the desired ones, 

ave their selection, or reject all non-essential ones. 

Visible elements consider six forms of gaining user consent 

 Figure 1 ): a) without option , where websites only inform about 

ookie usage without asking for any consent; b) confirmation , 

here the users are informed about cookie usage and asked for 

cceptance without any option to reject them; c) binary , where the 

sers are informed and asked for consent with an option to reject 

on-essential cookies; d) selection , where the user is able to select 

hich cookies, grouped by types or purposes, they want to accept 

r reject; e) slider , where the user is able to select which cookies, 

rouped by types or purposes, they want to accept or reject hi- 

rarchically; and f) full control , where websites provide the users 

ith the ability to accept or reject highly atomic groups of cook- 

es (ten or more provided groups) and even individual cookies. It 

s worth noting that, usually, forms d), e), and f) may be provided 

n a second-level cookie banner. 

The Consent Inspector Algorithm (CIA) provides a semi- 

utomatic procedure to capture clear images (i.e., website screen- 

hots) of the website’s cookie banners. Each website may be clas- 

ified into one of the previously defined forms of gaining user con- 

ent through a manual inspection of the website screenshots. The 

IA gains access through an automatized browser (with its de- 

ault configuration) to each website. Once the website is loaded, 

he CIA captures a screenshot of the site’s main page. Then, it 

etects second-level cookie banners by identifying clickable but- 

ons matching predefined strings from a string dictionary, includ- 

ng, e.g., “Cookie Settings” or “Personalize” (example available at 

artínez (2021) ). If it detects a second-level banner, the CIA clicks 

he button and captures another screenshot ( Figure 2 ). The second 

creenshot provides the information on the second-level cookie se- 

ection, which is usually needed to identify the form of gaining 

ser consent. 
3

.2. Non-visible elements analysis: Identifying consentless 

eb-tracking techniques 

The proposed non-visible elements analysis detects the defined 

ehavior and usage of web-tracking techniques on websites. Two 

lgorithms process the data gained from running the Website Ev- 

dence Collector (WEC) software ( EDPS, 2021 ). After the WEC exe- 

ution, we store the “inspection.json” output file that saves all the 

etrieved data in JSON format, including the use of web-tracking 

echniques before the user consent selection (i.e., consentless web 

racking). This file will be subsequently processed by the Cook- 

es Detector Algorithm (CDA) and the web Beacons Detector Al- 

orithm (BDA). Therefore, the accuracy of the results relies on 

he WEC inspection data, trusted by the European Data Protec- 

ion Supervisor (EDPS). The WEC and the algorithms use filter 

ists (the well-known “easyprivacy” and “fanboy-annoyance”), also 

alled rule lists, which contain rules to determine what should be 

locked and hidden on websites (often used by ad blockers). Both 

DA and BDA algorithms provide simple and effective processing 

f the WEC data to extract tracking cookies, web beacons, and 

rowser fingerprints. 

.2.1. Cookies Detection Algorithm (CDA) 

First, we identify and extract the tracking cookies used on web- 

ites without the users’ explicit consent from the WEC execution 

utput (i.e., before any user consent selection). The CDA imple- 

ents a simple procedure to precisely filter the tracking cookies 

rom the obtained WEC cookies. Figure 3 shows a randomly se- 

ected website that displays the aspect of a tracking cookie de- 

ected by the WEC, including detailed technical information about 

he cookie and its attributes. The cookie technical data show the 

ame, value, domain, expiration timestamps, size, security param- 

ters, and a large log stack for each detected cookie. In particular, 

he “domain” and “expires” attributes are essential to detect track- 

ng cookies, as the domains of tracking services are well known 

nd the expiration time of tracking cookies is extensive, frequently 

wo years or more. 

The Cookies Detector Algorithm (CDA) provides an automatic 

rocedure to categorize the cookies that websites use in the 

rowsers without user consent. From the WEC execution output, 

he algorithm identifies the tracking cookies applying the same 

easyprivacy” and “fanboy-annoyance” filter lists used by the WEC 

oftware to detect other tracking-related elements. These filter 

ules are applied to: i) the cookie origin URLs, which usually tar- 

et tracking scripts; and ii) the cookie origin domains ( Figure 4 ). In

ssence, the WEC software provides the data, and the CDA identi- 

es and extracts the cookies that can be classified as tracking ele- 

ents. 

.2.2. Web Beacons Detection Algorithm (BDA) 

The WEC provides an extensive analysis of the web beacons 

sage, including all the elements suspected to be part of track- 

ng behaviors. Figure 5 shows an example of the web beacons de- 

ected by the WEC for a randomly selected website from our sam- 

le (adoptauntio.es). Two beacons have been shown to be detected 

nd matched the well-known filter lists of fanboy-annoyance and 

asyprivacy . In particular, the first web beacon detected appears to 

e a simple API call of the browser to get a “back to top” image. 

owever, it shows that an unnecessary query parameter is added 

o the request, composed of a hash value and suspected for track- 

ng purposes. The second web beacon detected is a script called 

gtm.js”, downloaded from Google Tag Manager (GTM) website, 

enerally used for tracking purposes. 

The Web Beacons Detector Algorithm (BDA) not only extracts 

he WEC detected beacons, but also identifies scripts and detects 
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Fig. 1. Forms of gaining user consent. 

Fig. 2. Detection of second-level cookie banners (bbva.com/es). 

4
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Fig. 3. Cookie detected by the WEC on a website arbitrarily selected as an example (bancsabadell.com). 

Fig. 4. Steps of the cookies detector algorithm. 

Fig. 5. Web beacon detected by the WEC on a website arbitrarily selected as an example (adoptauntio.es). 
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rowser fingerprinting techniques. In Iqbal et al. (2020) , the au- 

hors propose a robust algorithm that detects browser fingerprint- 

ng behaviors. On the one hand, they provide a list of well-known 

rowser fingerprinting script MD5 hashes. Our algorithm down- 

oads the web beacon scripts identified by the WEC and com- 

ares them with the hash list provided by Iqbal et al. (2020) . On

he other hand, the authors provide a list of JavaScript API key- 

ords frequently used by fingerprinting scripts, measuring the rel- 

tive prevalence of API keywords by computing the ratio, where 

 higher value of the ratio for a keyword means that it is more 

revalent in fingerprinting scripts than non-fingerprinting scripts. 

ur algorithm also detects those JavaScript API keywords with a 
t

5 
atio higher than 95 on Iqbal et al. (2020) from the downloaded 

eacon scripts identified by the WEC. Figure 6 shows the steps of 

he web beacons detector algorithm. 

.3. Websites Level of Confidence (WLoC) 

It is expected that websites hide the actual tracking behavior 

rom the users, hence the comparison between visible and non- 

isible element analyses on a set of websites could reveal the 

evel of confidence that websites deliver to them. The study of this 

onfidence may show which websites, apparently complying with 

he consent collection requirements (visible elements), are really 
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Fig. 6. Steps of the web beacons detector algorithm. 

Table 1 

Proposal of WLoC qualitative assessment. 

WLoC value Qualitative assessment 

WLoC ≥ 0.8 The sample degree of compliance confidence is high. A large percentage ( ≥ 80 %) of the websites request user consent properly, hence 

do not execute web-tracking techniques regarding users without previous consent. 

0 . 8 > The sample degree of compliance confidence is suboptimal. In practice, between 20 % and 40 % of the websites that apparently comply 

with user consent collection execute web-tracking techniques without user consent invisibly. 

0 . 6 > The sample degree of compliance confidence is poor. In practice, approximately half of the websites that apparently comply with user 

consent collection execute web-tracking techniques without user consent invisibly. 

0 . 4 > The sample degree of compliance confidence is very poor. The sample is unreliable as, in practice, most websites ( ≥ 60 %) that 

apparently comply with user consent collection execute web-tracking techniques without user consent invisibly. 
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nforcing them in practice (non-visible elements). Therefore, we 

resent the so-named Websites Level of Confidence (WLoC) mea- 

ure to formally evaluate the level of non-compliance of a sam- 

le. This novel measure not only represents a normalized numeric 

alue quantifying the level of compliance, but also enables us to 

ompare the results obtained in this paper with other research 

ork or future research. Although it is a quantitative measure, 

able 1 shows a proposal of qualitative assessment, which assists 

n interpreting the WLoC measure results. 

The WLoC measure is calculated based on the visible and non- 

isible analyses over the same sample of websites. If any website 

resents no results or results for only one of the analyses (i.e., 

ome of the analyses fail), it has to be removed from the sample. 

athematically, we define the sample of websites as M . Then, four 

dditional sets are obtained based on the results of the analyses: 

• A : Set of websites that do not require user consent, according 

to the analysis of visible elements ( A ⊂ M ). 

• A o : Set of websites that do not require user consent, according 

to the analysis of visible elements, and that the use of web- 

tracking techniques is not detected in the analysis of the non- 

visible elements ( A o ⊂ A ). 

• B : Set of websites that properly require user consent, according 

to the analysis of visible elements ( B ⊂ M , B ∩ A = ∅ ). 
• B o : Set of websites that properly require user consent, accord- 

ing to the analysis of visible elements, and that the use of non- 

compliant web-tracking techniques is not detected in the anal- 

ysis of the non-visible elements ( B o ⊂ B ). 

As the WLoC measure evaluates confidence, the visible element 

nalysis for non-compliant websites ( M − ( A ∪ B ) ) is not consid- 

red (i.e., websites that are not compliant with consent collection). 

n the basis of the defined sets, the WLoC measure is computed 

y dividing the union of the sets A o with B o by the union of the 

ets A and B . Mathematically, the measure is defined as: 

LoC := 

| A o ∪ B o | 
| A ∪ B | (1) 
r

6 
.4. Sample Categorization Algorithm (SCA) 

On the Internet, we can find boundless types of content. Hence, 

t is clear that a governmental website behaves differently to a 

ews or streaming website. For this reason, we defined a semi- 

utomatic procedure to categorize websites by topics, where each 

ebsite is classified in one or more topic categories, to provide 

ore accurate results. Given a sample of websites, we present the 

imple but effective Sample Categorization Algorithm (SCA). The 

CA consists of downloading each website’s content (HTML code) 

nd automatically extracting its categorization based on strings 

laced on the website domain name and the HTML description 

r keywords metadata. The algorithm loads the string sequences 

rom a dictionary for each defined category, and is fully customiz- 

ble (an example of SCA string dictionary is available on the dedi- 

ated public repository). It is worth noting that the quality of those 

tring dictionaries will affect the efficiency of the algorithm and 

lso contribute to reducing the number of false positives. Figure 7 

hows the complete categorization progress stages. A manual in- 

pection will be necessary on those websites where the algorithm 

annot extract the categories automatically. 

. Results and discussion 

In this section, we introduce our case study and illustrate 

he results, including those from the visible ( Section 3.1 ) and 

on-visible ( Section 3.2 ) elements analyses, together with the 

bserved confidence ( Section 4.4 ), the effectiveness and discuss 

he approach described in the paper. Additionally, the applicable 

egulations background for our case study is presented in Ap- 

endix Appendix A . 

.1. Case study 

The usefulness of the presented algorithms and measures is 

llustrated in the top 500 websites most visited by Alexa in 

pain ( Alexa Internet, 2021 ). From those, we categorized 464 web- 

ites and discarded the rest as they were inaccessible (36 offline 

ebsites, 7.2 % of the original sample). Concerning the catego- 

ization, we consider the following 19 categories (adapted from 
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Fig. 7. Categorization process stages. 

Fig. 8. Frequency of categories in the sample of websites. 
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u and Sastry (2019) ): adult; art and entertainment; home; sci- 

nce; shopping; education; sports; financial; government; child; 

aming; business; news; computers; regional; health; society and 

ifestyle; streaming; and travel. 

The categorization of the 464 website sample resulted in 355 

ebsites categorized automatically by the algorithm (76.5 %) and 

09 websites inspected manually (23.5 %), which is remarkable 

onsidering the task complexity. Figure 8 shows the frequency 

f the categories in the sample. Overall, 625 categorizations have 

een extracted where streaming (64), news (63), society and 

ifestyle (58), and adult (57) categories stand out with more than 

0 websites each. 

The procedure to obtain the confidence (WLoC) of the defined 

ebsite sample is as follows: first, the Consent Inspector Algo- 

ithm (CIA) is computed on the websites acquiring the results of 

he analysis of the visible elements. Then, the Cookies Detector 

lgorithm (CDA) and the Web Beacons Detector Algorithm (BDA) 

re computed over the sample obtaining the results of the analy- 

is of the non-visible elements (i.e., consentless web tracking tech- 

iques). Finally, the novel WLoC measure of the website sample is 

alculated through the visible and non-visible analysis results (CIA, 

DA, and BDA). 

.2. Consent Inspector Algorithm (CIA) results 

This section presents the results of the analysis of visible ele- 

ents, in particular from the execution of the Consent Inspector 

lgorithm (CIA) over the sample. Figure 9 illustrates the observed 

orms of gaining explicit user consent in terms of the use of web- 

racking techniques aggregated by categories and their average dis- 

ribution. It is interesting to note that the websites categorized as 

government”, “streaming”, and “adult” follow a distinct pattern 
7 
ompared to the rest. They pointed out a high probability of not 

resenting any form of user consent (greater than 50 %). In the 

ase of the “streaming” and “adult” categories, the reason for this 

ack of user consent collection is the relation of their websites with 

ontent of questionable legality. However, this is not that clear in 

he case of “government” categorized websites because apparently, 

hey should be the most compliant and trusted ones. We observed 

hat this situation is caused by two factors: (i) the non-use of web- 

racking techniques, which is detected by the CIA; and (ii) the ex- 

mption of user consent collection requirements for the public ad- 

inistration. It is worth noting that observations are linked to user 

onsent as technical, considering the GDPR’s “valid consent” con- 

ept (see Appendix Appendix A ). 

In general, the rest of categories follow similar patterns close to 

he average distribution, which can be seen in Figure 9b . Concern- 

ng the average distribution, consent management does not exist 

n almost one-third (32.33 %) of the analyzed websites. However, 

t is worth noting that this does not mean they are not compli- 

nt. Some websites may not use tracking cookies or alternative 

nformation-gathering technologies or use exempted cookies with- 

ut tracking purposes (i.e., essential or session cookies). The two 

ast categories shown in Figure 9a are unrepresentative due to their 

ow number of websites (less than five). 

The applicable regulations background of this paper pre- 

ented in Appendix Appendix A restricts websites that present 

on-essential cookie selections as default. Hence, and according 

o the Spanish Data Protection Agency guide to cookie usage 

 SDPA, 2020 ), only “binary”, “selection”, “slider”, and “full control”

orms of user consent with non-essential cookie selections dis- 

bled by default are considered compliant. Considering the sub- 

et of websites with these forms of user consent (47.84 % of the 

hole sample), it is remarkable that 17.57 % of them are consid- 
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Fig. 9. Consent Inspector Algorithm (CIA) results. 

Fig. 10. Number of websites that use cookies without user consent. 
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red non-compliant as they present non-essential cookies selected 

s default. Keeping aside the websites with nonexistent consent 

anagement, almost one-fifth (19.83 %) of the sample websites are 

on-compliant with consent collection. 

.3. Identifying consentless web-tracking techniques 

This section depicts the results of the analysis in the case of 

on-visible elements (i.e., consentless web-tracking techniques). 

onsidering the 464 websites available from the analysis of the vis- 

ble elements, the Website Evidence Collector (WEC) tool was able 

o analyze a total of 421 websites ( ≈ 91 %). The other 43 web-

ites could not be analyzed by the WEC tool due to either being 

ffline at the moment of the analysis or providing effective protec- 

ion against robots. 

.3.1. Cookies Detector Algorithm (CDA) results 

The execution of the Cookies Detector Algorithm (CDA) over the 

EC analyzed websites proves that the use of tracking cookies 

s widespread (see Figure 10 ). More than three-quarters (75.06 %) 

f the websites use tracking cookies without previous user con- 

ent. This percentage increases even further if all the third-party 

ookies are considered as tracking cookies (80.29 %, including 

he third-party cookies that the algorithm could not classify as 

racking cookies). Overall, almost all the WEC analyzed web- 

ites (94.06 %) use some kind of cookies without previous user 

onsent. 

It is also interesting to evaluate the previous data aggregated 

ccording to the website categories. Figure 11 shows the percent- 

ge of cookie types (tracking cookies and other types) aggregated 

y categories, wherein no category shows the use of tracking cook- 
8 
es below 60 %. All the observed websites of the categories “child”, 

travel”, “home”, and “health” use tracking cookies without con- 

ent, and the rest follow similar patterns. Only two categories, “so- 

iety and lifestyle” and “financial”, present a percentage of tracking 

ookies below 65 %. 

The vast majority of the websites analyzed by the WEC use 

racking cookies illegitimately. Figure 12 illustrates a histogram of 

he number of tracking cookies detected for each website. The dis- 

ribution presents a mean of μ = 6.88 tracking cookies per web- 

ite, represented in the figure with a dotted line, with the maxi- 

um value of 60 being from the “ukr.net” website. Most websites 

se between 0 and 5 tracking cookies, and then the frequencies re- 

uce exponentially until 30 tracking cookies. However, two slight 

ncreases can be seen from 35 to 50 tracking cookies and from 

5 to 60; figures that are alarming indeed. These increases were 

aused by the top 10 websites that use the most tracking cookies 

see Figure 13 ) i.e., all of them use more than 35 tracking cookies 

ach. The first three positions of the top 10 are occupied by web- 

ites that present between 55 and 60 tracking cookies, followed 

y 53 in the case of fourth position. The other top ten positions 

how a gradual but consistent reduction from 46 to 39 tracking 

ookies. 

In terms of the domains that possess the tracking cookies, 

igure 14 illustrates how the control of tracking cookies is mo- 

opolized by large multinational companies, as only a few do- 

ains control most of the cookies detected. The strongest do- 

ain is “doubleclick.net”, which is Google’s advertising services. 

he second and fourth domains at the top, “google.com” and 

youtube.com”, are also owned by Google, presenting a total of 122 

ebsites that use their tracking cookies without previous consent 

almost a third of the entire group of websites analyzed). 
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Fig. 11. Number of websites that use cookies without user consent aggregated by categories. 

Fig. 12. Number of tracking cookies per website histogram. 

Fig. 13. Top 10 websites that use the greatest number of tracking cookies. 

Fig. 14. Top 10 domains that own the greatest number of tracking cookies. 

9
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Fig. 15. Number of web beacons per website histogram. 

Fig. 16. Top 10 websites that use the greatest number of web beacons. 
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.3.2. Web Beacons Detector Algorithm (BDA) results 

The execution of the Web Beacons Detector Algorithm (BDA) il- 

ustrates that the use of web beacons is even more widespread 

han the use of tracking cookies, with almost all the WEC ana- 

yzed websites (90.26 %) use web beacons. Figure 15 illustrates a 

istogram of the number of web beacons detected for each web- 

ite. The distribution presents a mean of μ = 11.16 web beacons 

er website, represented in the figure with a dotted line, where the 

aximum value of 85 is from the “mirror.co.uk” website, and the 

ajority of websites use between 0 and 10 web beacons. The his- 

ogram generates an exponential distribution similar to the track- 

ng cookies histogram, although with an increased mean number 

f web beacons per website. The top 10 websites that use the most 

racking cookies, which can be seen in Figure 16 ), show that all of

hem use more than 45 web beacons. The top three positions are 

ccupied by websites that present more than 60 web beacons each. 

he other positions in the top 10 show a constant reduction from 

6 to 46 web beacons. 

In terms of the domains that own the web beacons, Figure 17 

llustrates how the control of web beacons is also monopolized 

y the same owners as the tracking cookies. The web bea- 

ons that Google owns, which are the ones from the domains 

www.google-analytics.com”, “www.googletagmanager.com”, 

stats.g.doubleclick.net”, and “www.googleadservices.com”, are 

resent in 268 websites, i.e., 63.66 % of the WEC analyzed 

ebsites. 

Additionally, the BDA verified that 44 websites (10.45 %) use 

rowser fingerprinting techniques. From these, 36 have been de- 

ected from the JavaScript API calls that the website scripts 

xecute. The remaining 16 websites have been obtained from 
10 
omparing the files MD5 hashes with the list obtained from 

qbal et al. (2020) . Both JavaScript API calls and MD5 hash matches 

ave been detected on six of these websites. 

.4. Websites Level of Confidence (WLoC) results 

The visible and non-visible element analyses ably reveal a web- 

ite’s confidence in terms of web-tracking compliance, through 

he so-named Websites Level of Confidence (WLoC) measure (see 

ection 3.3 ). A total of 464 websites from the sample were pro- 

essed successfully in the analysis of visible elements (i.e., con- 

ent collection) in contrast with the analysis of non-visible ele- 

ents (i.e., consentless web-tracking techniques) where only 421 

ebsites were able to be processed. 

The WLoC measure is performed on the website sample M and 

he previous analyses results (see Equation 1 ). The sets A and B are 

btained from the consent collection analysis, where | A | : = 134 

nd | B | : = 169. The consentless web-tracking technique’s results 

he websites of A and B result in the subsets A o and B o , where | A o | 
 = 18 and | B o | : = 9. From this data, we obtain a final value for the

LoC measure of 0.0891 (8.91 %). 

The obtained WLoC value clearly states a nearly nonexistent 

evel of confidence, categorized as “very poor” according to our 

roposal of qualitative assessment from Table 1 . This value means 

hat only 8.91 % of the websites that passed the consent collec- 

ion analysis successfully also passed the consentless web track- 

ng techniques analysis. The rest of the websites use tracking tech- 

iques without user consent, either because the consent collection 

s nonexistent or because it exists and, although it is apparently 

ompliant, tracking techniques are used in any case. 



D. Martínez, E. Calle, A. Jové et al. Computers & Security 122 (2022) 102873 

Fig. 17. Top 10 domains that own the greatest number of web beacons. 
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Considering the subsets A o and B o , only 6.41 % of the website 

ample are fully compliant. This value is calculated considering the 

ompliant websites (i.e., subsets A o and B o ) over the total number 

f analyzed websites (421). 

. Conclusions and future work 

This paper presents new algorithms, methods, and metrics to 

valuate the level of web-tracking compliance considering current 

uropean legislation, including tools such as the novel Web Evi- 

ence Collector recently published by the European Data Protec- 

ion Supervisor (EDPS). Compliance is evaluated by taking into ac- 

ount not only what websites apparently intend to do (visible el- 

ments analysis), but also what they actually do (non-visible ele- 

ents analysis). 

The previously-mentioned tools are tested in a case study and 

ighlight several remarks. Websites categorized as “government”, 

streaming”, and “adult” deliver a high probability (greater than 

0 %) of not presenting a form of user consent, mainly caused due 

o the non-use of web-tracking techniques and the exemption of 

ser consent collection requirements for the public administration. 

ur Consent Inspector Algorithm (CIA) pointed out that 17.57 % of 

he total analyzed websites are considered non-compliant due to 

on-essential cookies selected as default, and roughly one-fifth of 

he sample websites present an invalid user consent form. More- 

ver, our Cookies Detector Algorithm (CDA) revealed that almost 

ll WEC analyzed websites (94.06 %) use cookies without previous 

ser consent, with more than three-quarters (75.06 %) using track- 

ng cookies. CDA identifies a mean of 6.88 tracking cookies per 

ebsite, while most websites use between 0 and 5 tracking cook- 

es, and also illustrates that the control of tracking cookies is mo- 

opolized by large multinational companies such as “Google”. Con- 

erning the results of our Web Beacons Detector Algorithm (BDA), 

 similar distribution as the CDA is accomplished with a higher 

ean number of 11.16 web beacons per website. BDA endorses the 

onopoly of web tracking as web beacons are controlled by the 

ame owners of tracking cookies, for instance, “Google” web bea- 

ons are present in 63.66 % of the websites. In addition, another in- 

eresting result is that browser fingerprinting techniques have been 

etected on a total of 44 websites (10.45 %). 

In this paper, we have also presented a novel measure to eval- 

ate and categorize confidence levels of website samples in terms 

f web tracking called WLoC. Furthermore, this metric allows for 

he monitoring and comparing of different case study confidence 

evels. The main conclusion is that only 8.91 % of the websites that 

roperly collect user consent are successfully enforcing it in prac- 

ice, a figure categorized as “very poor” according to our qualitative 

roposal. 

The presented algorithms are prepared to be easily adapted to 

ifferent regulations. Moreover, the WLoC measure is applicable in- 

ependently of the pertinent privacy regulation. Consequently, it 

ould be interesting, as future work, to consider the applicability 
11 
f the proposed algorithms to other privacy regulation frameworks. 

urthermore, it would be interesting to monitor the WLoC measure 

or the Spanish Alexa’s top 500 websites in order to find out if it 

radually improves with websites adapting to the new regulations 

r, otherwise, remains the same or even worsens. 
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ppendix A. Regulations 

In our case study, we use the described methodology to eval- 

ate the compliance of the top 500 websites visited by Alexa us- 

ng European legislation with respect to the use of cookies. The 

uropean legislation establishes a common framework for cook- 

es regulation, that can be further particularized by the member 

tates. As stated in Section 1 , we use the Spanish Data Protection 

gency guide to cookie usage ( SDPA, 2020 ) as a compliance refer- 

nce, which offers guidance on how to fulfill informed consent re- 

uirements for the collection of user device data according to the 

DPR. 

1. Applicable regulations 

The regulation of cookies in the EU is given by the 2002 di- 

ective on privacy and electronic communications (ePrivacy direc- 

ive, updated in 2009) European Union (2002) . Moreover, when- 

ver cookies are used to collect personal data, as is usually the 

ase, they will also be affected by the General Data Protection Reg- 

lation of 2016 (RGPD) European Union (2016) . 

These regulations not only apply to cookies, but also to other 

echnologies that store or retrieve data from a terminal equipment 

f a natural or legal person who uses a service of the information 
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ociety, whether it is for professional reasons or not. Such tech- 

ologies include (and are not limited to) local shared objects, flash 

ookies, web beacons, bugs or fingerprinting techniques. 

2. Informed consent 

Article 5.3 of the ePrivacy directive establishes the requirement 

o obtain the express consent of the user when storing or recov- 

ring information in the terminal equipment of users. This obliga- 

ion applies thus to cookies. The requirements of the consent to be 

alid must be interpreted as established by the GDPR: it must be 

ree, specific, informed and unequivocal (i.e., the user has accepted 

he use of cookies through a clear affirmative action). 

3. Exceptions to consent 

Consent is not mandatory in all cases. ePrivacy in its article 

.3, allows cookies to be exempt from the requirement of informed 

onsent if they meet any of the following criteria: 

• Criterion A: the cookie is used for the sole purpose of transmit- 

ting a communication through an electronic communications net- 

work. 

• Criterion B: the cookie is strictly necessary for the provider of an 

information society service to provide a service expressly requested 

by the subscriber or user. 

A cookie that satisfies the exemption criteria must have a lifes- 

an directly related to the purpose for which it is used and it must 

e programmed to expire once it is no longer necessary. This im- 

lies that cookies that meet criteria A and B will probably expire 

t the end of the browsing session. 

However, if these cookies are also used for non-exempt pur- 

oses (for example, for behavioral advertising purposes), they will 

o longer be exempt and the consent of the interested party must 

e obtained. 

4. Requirements for informed consent 

For consent to be considered informed, the Article 29 Working 

arty 1 recommends the use of layered privacy statements or no- 

ices, so that the user is allowed to go to those aspects of the state-

ent or notice that are of greatest interest to them, thus avoiding 

nformation fatigue, without prejudice to the fact that all the in- 

ormation is available in a single place or in a complete document 

hat can be easily accessed by the interested party. Therefore, this 

ystem may display the essential information in a first layer, when 

he page or application is accessed, and complete the information 

n a second layer, by means of a page that offers more detailed and

pecific information about cookies. 

Consent may be made effective through various formulas. One 

pproach is by clicking on a section that states “I consent”, “I ac- 

ept”, or any other similar sentence. Consent may also be obtained 

y inferring it from an unequivocal action carried out by the inter- 

sted party. In any case, clear and accessible information has to be 

rovided about the purposes of the cookies and whether they are 

oing to be used by the same editor and/or by third parties. 

It is important to stress that consent must be given before the 

se of cookies: cookies can not be installed until the user takes a 

alid action expressing their agreement. Moreover, in no case the 

ere inactivity of the user (or the option to ‘continue browsing’) 
1 As of 2018 the Article 29 Working Party ceased to exist and has been replaced 

y the European Data Protection Board (EDPB). 

S

W

12 
ill be considered a valid form of consent. Neither will the ex- 

mination of a second information layer (in the case that the in- 

ormation is presented by layers) or the inspection of the cookies 

references section. 

5. Consent revocation 

Consent management platforms must allow the user to with- 

raw it easily, that is, withdrawing consent must be as easy as 

ranting it. However, this paper will focus on how consent is 

ranted and whether websites comply with users’ preferences. We 

ill leave for further work, verifying the existence and suitability 

f the consent withdrawal system, as well as other legal obliga- 

ions such as the accessibility of information about cookies within 

he website, the legal notice or the privacy policy. 
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