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Abstract

This document corresponds to the Treball de Final de Master (TFM) of Universitat
Oberta de Catalunya. The chosen project is the creation of a platform of Cryptog-
raphy Wargames. The main goal of the project is to design and develop a platform
to host cryptography wargames, that is, wargames focused on solving cryptographic
codes. The project includes the creation of a front-end where the users can play
cryptography quizzes, and the creation of a back-end where administrators can man-
age the platform. It also includes the tools to secure the platform against the most
common web attacks, and also some example quizzes.
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CHAPTER 1

Introduction

This document corresponds to the Treball de Final de Master (TFM) of Master Interuniversitari
en Seguretat de les TIC (MISTIC) of Universitat Oberta de Catalunya. The chosen project has
been the creation of a platform of Cryptography Wargames.

A wargame is a security challenge in which one must exploit a vulnerability in a system or
application or gain access to a computer system. These challenges can also involve programming
or mathematic quizzes.

In this project, we design and develop a wargame platform whose topic will be cryptography. In
these wargames, the challenges won’t contain hacking problems, and instead will contain quizzes
and cryptographic codes.

The platform is composed of two parts:

e A front-end where the users can register and solve quizzes

e A back-end where the administrators can manage the quizzes and users.

1.1 Goals

The main goal of this TFM is to develop a plaftorm to manage cryptography wargames. The
minimum requirements are:

e Create a front-end that allows the users to play cryptography quizzes in different wargames.

e Create a back-end where the administrators can manage wargames, quizzes and users.
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2 CHAPTER 1. INTRODUCTION

e Analize and develop a strong defense system against the most popular web attacks.

e Develop a test wargame that contains some quizzes based on some easy cryptographic
systems.

1.2 Methodology

In order to develop this project, I have used the Waterfall methodology, a sequential design pro-
cess, in which progress is seen as flowing steadily downwards through the phases of Conception,
Initiation, Analysis, Design, Construction, Testing, Production and Maintenance. This model
organizes each of the phases in such a way that the start of a phase has to wait for the ending
of the previous one. In this case the phases are:

1.2.1 Requirement Analysis

The needs of the end users are analyzed, in order to decide what objectives have to be covered.
In this phase, requeriment especification document is created, that contains the complete spec-
ification without providing internal details. In this case, the needs of the project are provided
by the consultant teacher.

1.2.2 Design

The system is divided into different elements to develop, and these are structured in tasks. The
modules and their relations are identified. Finally, the code organization and the main design
patterns are decided.

1.2.3 Construction

The solutions proposed in the design phase are coded, and the product is built. The construction
also includes a test phase.

1.2.4 Verification

The end user uses the software, and executes an acceptance plan, in order to check if the product
satisfies all the proposed objectives.

1.3 Planning

The project is divided in 4 PACs (Ongoing Evaluation).
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1.3.1 PAC1: Planning (27-Febr to 18-Mar)

In this first phase, the project is planned according to the needs of the product and the time

available for every phase. The main tasks are:

Study the problem to solve

Identify the main objectives

Choose a work methodology

Define the project scope

Break down the project scope into tasks

Time planning

Finally, with this information a SOW (Statement of Work) document is created.

1.3.2 PAC2: Design and Construction (18-Mar to 22-Apr)

Tha tasks of the second phase are:

e Analyze and create the database model

e Front-end: Wargames list

e Front-end: Wargame visualization (List Quizzes)

e Front-end: View and solve a quiz.

e Back-end: Wargame management ( Create, Read, Update, Delete)

e Back-end: Quiz management ( Create, Read, Update, Delete, Organization)
e User Management: Register new user

e User Management: Login, Logout

e User Management: Recover password

e User Management: View and edit a user profile

e Start the report of the project
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1.3.3 PAC3: Construction (22-Apr to 31-May)

The tasks of the third phase are centered in closing the construction phase:

e Front-end: Welcome page

e Front-end: FAQ

e Front-end: Bruteforcing control when solving quizzes

e Front-end: Users list organized by score

e Front-end: User statistics

e Back-end: Login to back-end with admin permissions

e Back-end: User management (Create, Read, Update, Delete, Search, Blocking)
e Back-end: Platform statistics

e Content of the quizzes

e Developing the report of the project

1.3.4 PAC4: Testing (31-May to 14-Jun)

In the fourth phase the final product and the report are delivered.

e Integration testing of the product

e Finish the report of the project

1.3.5 Virtual presentation (14-Jun to 21-Jun)

In this final phase a virtual presentation is created. The presentation contains a demostration
of the functionality of the product.

1.3.6 Time Planning

Nombre Fecha de inicio Fecha de fin a0z 10313 180313 2 13 1 3 B 3 13 33,
B o PACZ 18/03/13 19/04/13 r a
© Analisi i creacié del model de... 18/03/13 19/03/13 =,
© [Back] - Gestio de wargames  20/03/13 21/03/13 =,
© [Back] - Gestio de quizzes ~ 22/03/13 27/03/13 i
© [User] - Registre i alta user  28/03/13 1/04/13 i—
© [User] - Login/Logout 2/04/13 3/04/13 =
© [User] - Veure/editar perfil  4/04/13 8/04/13 i—
© [Front] - Llistat wargames 9/04/13 10/04/13
 [Front] - Liistat de quizzes 11/04/13 15/04/13
© [Front] - Realitzar un quiz 16/04/13 19/04/13
E o PAC3 22/04/13 22/05/13 v l
© [Backend] - Gesti6 usuaris 220413 29/04/13 L L
 [Backend] - Login admin 30/04/13 1/05/13 [y
© [Frond - Uistat d'usuaris 2/05/13 6/05/13 ks i}
 (Front] - Estadistiques user  7/05/13 9/05/13 [y
© [Front] - Inici/Welcome 10/05/13 13/05/13 i}
© [Front] - FAQ 14/05/13 15/05/13 =,
© [Front] - Quiz - Control de br... 16/05/13 20/05/13 i}
 [Continguts] 21/05/13 22/05/13 =
© Documentacié 18/03/13 31/05/13 L 1

Figure 1.1: Time planning
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Overall, the time planning has been followed and all tasks have been completed accordingly.

Nevertheless, there are a few tasks that needed more time than planned. In particular, I had to
spend more time on user management tasks than I expected, and due to this, I have moved the
documentation tasks to the second PAC. This has not been a problem because I always create
a buffer task to prevent this kind of problem.

1.4 Outline

Chapter 1 introduces the objective of the project, and presents the main goals. It also contains
the planning and the methodology used in this project.

Chapter 2 reviews the State of Art, analyzing different wargame platforms.
Chapter 3 shows the system analysis and the scope of the project.

Chapter 4 contains the information related to the technology used to develop the project, the
data model and code scructure.

Chapter 5 shows the final product, and describe the tools used to develop the project.

Chapter 6 exposes the conclusions.
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CHAPTER 2

State of Art

Currently, there are several existing wargame platforms. Some are thematic, oriented to solve
programming quizzes, mathematic exercises or hacking websites, and others are multi-purpose
accepting different categories.

2.1 Project Euler

This site is specialised in mathematic quizzes using programming skills.
To solve the quizzes some mathematic knowledge is required, knowing at least one programming
language and having logic skills.

Project Euler [abost | wogiseer | probiems | Login |

About Project Euler

What is Project Euler?

Project Euler is a series of challenging mathematical/computer programming problems that will
require more than just mathematical insights to solve. Although mathematics will help you arrive at
elegant and efficient methods, the use of a computer and programming skills will be required to solve
most problems.

The motivation for starting Project Euler, and its continuation, is to provide a platform for the

inquiring mind to delve into unfamiliar areas and learn new concepts in a fun and recreational
context.

Who are the problems aimed at?

The intended audience include students for whom the basic curriculum is not feeding their hunger to
learn, adults whose background was not primarily mathematics but had an interest in things
mathematical, and professionals who want to keep their problem solving and mathematics on the
edge.

Can anycne scolve the procblems?
The problems range in difficulty and for many the experience is inductive chain learning. That is, by solving one problem it will expose

you to a new concept that allows you to undertake a previously inaccessible problem. So the determined participant will slowly but
surely work his/her way through every problem.

Figure 2.1: Project Euler
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2.2 Hack this Site

Wargame platform that contains multiple challenges about intrusion, programming, cracking,...

o Click here to browse
HackThisSite over SSL

n (or Register):

HACK THIS SITE
First timers should read the HTS Project Guide and creats an
account to get started. All users are also required to read and
adhere
Get Involved on our IRC server:
#hackthissite or

Figure 2.2: Hack This Site

2.3 Euskal Encounter Hacklt

Hacking quizzes and logic challenges that are launched every year during the event of Euskal

Encounter.

HACK IT 202

INTRODUCCION BASES RANKING ACERCADE

IBIENVENIDO! e

El Hack It de la Euskal Encounter 20 seguir& el modelo de la edicién previa en la Euskal
Encounter 19, con una categorfa de Hack Ity otra de Solve it jSuertel

Nombre de usuario

Para los que no asististels al Hack It de la Euskal Encounter 19, oS recordamos que para. G
evitar *atascos” hemos implementado la posibiidad de *aparcar® un nivel, dejéindolo de lado,

y pasar al sigulente en Ia ruta correspondiente. Pero, jculdadol S6lo 56 pueden aparcar

€omo méximo 3 niveles en un momento dado, y o puedes "desaparcar un nivel hasta que ldentificarse
consigas resolverlo. Aparcad con precaucion ;)

iBlenvenidos al Hack Itl Espero qua os guste. £No tienes cuenta?

HACK IT

Figure 2.3: Euskal Encounter 2012

2.4 CodingBat

It’s a website more oriented to practice Java and Python than a real wargame platform, but the
final levels of this site are challenging enough to consider it a wargame platform.
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i about | help | code help-+videos | done | prefs !
CodingBat code practice I hele | > I done [ prefs ig/email

assword
Online code practice (example problem). New Code Badges P
New videos: Introduction to Mod | MakeBricks problem and solution | FizzBuzz the famous code interview question.
Teacher Features, Progress Graphs, Eplc Prograss Graphs, author your own pages and problems, codingbat blog.
Please Email Nick with any comments or suggestions. Talent is a rumor, but practice works.

Clogin)
forgot password
create account

Java ail java sections + help/videos Python ai python sections + help

Warmup-1 Warmup-1
Simple warmup problems to get started, no loops
Simple warmup problems to get started (solutions available)
(solutions available) sleep_in H monkey_trouble H
sleepIn H monkeyTrouble H sum_double H more
sumDouble H more

Warmup-2
Warmup-2 Medium warmup string/list problems with loops
Medium warmup string/array loops (solutions available)
(solutions available) string_times H front_times H
stringTimes H ' frontTimes H string_bits H  more

countXX H  more

String-1

Figure 2.4: CodingBat

2.5 Over the Wire

It’s a relatively new platform, but it reminds of old school wargames, where quizzes are about
performing an intrusion to a server, get credentials, and hacking related problems.

Wargames Were hsciers, and we are good-iooking. We are the 16

Wargames

é;m;ex The wargames offered by the OverTheWire community can help you to learn and practice security
concepts in the form of fun-filed games.

Krypton To find out more about a certain wargame, just visit its page linked from the menu on the left.

Bandit

Leviathan If you have a problem, a question or a suggestion, you can jo o

Narnia

Behemoth

Utumno

Maze

Manpage

Figure 2.5: Over the Wire
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CHAPTER 3

Analysis

3.1 Identify Users

3.1.1 Guest
Guest is a visitor user that is not logged in to the platform. The actions that a guest user

can perform are limited to visiting some sections of the front-end and viewing the available
wargames. A guest user cannot see the content of the wargames or play any quiz.

3.1.2 Player

When a visitor user registers and logs in, they become a player user. A player user can visit all
the sections of the front-end and solve quizzes. They cannot access the back-end.

3.1.3 Administrator

An administrator is a user with complete access to front-end and back-end.
As administrator, they can manage wargames and quizzes, adding news, editing or deleting
them if necessary. They can also manage users, editing or blocking them.

3.2 Functional Requirements

The functional requirements for every user are detailed next.

11



12 CHAPTER 3. ANALYSIS

3.2.1 Guest

A guest user can only access the front-end and perform the following actions:

e View homepage

e View wargames list

e View users list

e View details of user

e View FAQ page

e Register to the platform
e Login to the platform

e Recover password

3.2.2 Player

A player user can access the front-end and perform the same actions as a guest user and addi-
tional actions:

e View quizzes lists

View the content of the quizzes

Play quizzes

Edit his profile

Upload an avatar

Logout from the platform

3.2.3 Administrator

An administrator user can access the front-end and the back-end and perform the same actions
as a player user and additional actions:

e View platform stats
e Create wargame

o Edit wargame

e Delete wargame
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e Create quiz

o Edit quiz

e Delete quiz

e Add quiz to a wargame

e Remove quiz from a wargame

e Organize quizzes in a wargame
e Enable / Disable a quiz from front-end
e Search users by name and email
e Create user

o Edit user

e Delete user

e Activate user

e Block user

e Add admin privileges to a user
e Create level

o Edit level

e Delete level

3.3 Security Requirements

3.3.1 Access control

The platform has to be programmed to be able to verify that a user cannot access the forbidden
sections, and to control access.

3.3.2 Safe register

Register process, login action and recovery password process are sections that are especially
sensitive in case of suffering an attack. These actions must have verifications in order to avoid
identity theft.
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3.3.3 Web Attacks

The platform has to be resistent against the most common web attacks including:

Sql Injection
e XSS (Cross-site scripting)

e Username enumeration

Cross Site Request Forgery

3.3.4 Password protection

The access to the platform is performed via password, and this must be protected. When a
new user is registered, he must be able to choose a password and the system has to verify its
complexity, and only accept it if it meets the requirements.

The password must be coded in order to avoid password leaking and then be stored in the
database.

3.3.5 Prevent bruteforcing

Some of the users can feel tempted to use a kind of bruteforcing mechanism to solve the quiz.
There has to be a control in order to avoid this technique.

3.4 Use cases

3.5 Other requeriments
e One wargame can contain multiple quizzes and one quiz can belong to more than one
wargame
e Quizzes can be organized by the administrator
e There are statistics about the users and quizzes

e The quizzes have to allow multiple style options (bold, italic, font-size, etc)
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Uses Cases

P -
\ View FAQpage |

< N
| View homepage |
h 4

A .
— ./" ) y
P [ View wargames list
/" Registerto the b AR
\ platform ——
Q
~.
)
PIider
QuizMgmt | I
. 4
- ~
[ Wargame Mgmt |
. s
Admin o

Figure 3.1: Use cases
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CHAPTER 4

Design

4.1 Database Model

This diagram shows all the tables of the platform and their relations. The functionality of these
tables and their fields are detailed next.

Model Diagram

user
iz quiz_user user_id (pk)
quiz_id (pk) quiz_user_id (pk) :;’gﬁ level
title: Fk {>quiz_id g Fl active < leval_id (pk)
content user_id T |password Fi points
answer date_resclved Zvatar name
stat_tried tried admin
stat_solved cluet blocked
poirits clue2 unigid
cluel clued date_creation
clue2 key_recover_password
clued stat_solved_quiz
| stat_sclved_wargame
points
Fi lovel id
6’ clues

| amame guz wargame
wargame_quiz_id (pk) 4 Ex [wargame_id (pk)

wargame. id name
quiz_ .Id active
position min_points

Figure 4.1: Database Model

4.1.1 Wargame

This table contains the information of the wargames.

17



18 CHAPTER 4. DESIGN
e wargame_id: Primary Key
e name: Title of the wargame that will be shown in the list
e active: Controls if the wargame will visible in the frontend.
e min_points: Number of points that have to have a user in order to access this wargame
4.1.2 Quiz

This table contains the information of the quizzes, and some stats related.

quiz_id: Primary Key

title: Title of the quiz that will be shown

content: Content generated by the Rich Text Editor

answer: Answer of the quiz

stat_tried: Number of attempts that all users have tried to solve it
stat_solved: Number of users that have solve the quiz

points: Points that a user will win if can solve the quiz

cluel: Clue to help users to solve this quiz

clue2:Clue to help users to solve this quiz

clue3: Clue to help users to solve this quiz

4.1.3 Wargame Quiz

This table relates the quizzes with the wargames. The relation is N-M: One wargame can contain

multiple quizzes and one quiz can be shown in multiple wargames.

wargame_quiz_id: Primary Key
wargame_id: Foreign Key to Wargame Table
quiz_id: Foreign Key to Quiz Table

position: Position inside the wargame where the quiz will be ordered.
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4.1.4 User

This table contains the information of the users (players and administrators) registered in the

platform. This table also contains stats user related, and fields used by user management

processes.

user_id: Primary Key

name: Name of the user

email: Email registered

active: If the user has been activated via email confirmation

password: Password of the user (coded)

avatar: Filename of the avatar

admin: If the user is admin

blocked: If the user have been blocked by an administrator (for abuse or other reasons)
uniqid: Id used in email confirmations in order to avoid showing the real user_id
date_creation: Date when user was registered

key_recover_password: This field is used to store a key when user lost his password. The
link to recover the password is formed with this fied and uniqid.

stat_solved_quiz: Number of quizzes solved
stat_solved_wargame: Number of wargames solved
points: Total points achieved

level id: Level achieved

clues: Number of clues the user can spend

4.1.5 Quiz User

This table relates the quizzes with the users. The relation is N-M: One user can solve multiple

quizzes and one quiz can be solved by multiple users.

quiz_user_id: Primary Key
quiz_id: Foreing Key to Quiz table
user_id: Foreign Key to User table

date_resolved: Date when user solved the quiz. It is used to know if user have been solved
the quiz or not.
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e tried: How many times the user has tried this quiz

cluel: For this quiz, if the user can view the clue 1

e clue2: For this quiz, if the user can view the clue 2

clued: For this quiz, if the user can view the clue 3

4.1.6 Level
This table contains the information of the levels that a user can achieve when he gets points.

e level_id: Primary Key
e points: Number of points that are required to get this level

e name: Name of the level

4.2 Design Patterns

4.2.1 MVC

Model-view—controller (MVC) is a software pattern which separates the representation of in-
formation from the user’s interaction with it. The application is divided into three kinds of
components:

e Model: Is the representation of the information used by the system, and manages all the
access (updates or queries) to this information.

e View: Is the component that shows the information in a suitable format, usually the User
Interface.

e Controller: It responds to events, usually actions performed by users. This component
acts between model and view sending commands.

4.2.2 DAO

Data access object (DAO) is a design pattern that provides an abstract interface to database
or other persistence mechanism. By mapping application calls to the persistence layer, DAOs
provide some specific data operations without exposing details of the database.

4.2.3 DTO

Data transfer object (DTO) is a design pattern used to transfer data between software applica-
tion subsystems. DTOs are used in conjunction with data access objects to retrieve data from
a database. DTOs are simple objects that should not contain any business logic that would
require testing.



CHAPTER 4. DESIGN 21

4.2.4 OOP

Object-oriented programming (OOP) is a programming paradigm that represents concepts as
objects that have data fields (attributes that describe the object) and associated procedures
known as methods. Objects are instances of classes and are used to interact with one another
to design applications and computer programs.

4.3 User Interface Design

A Web Page
<:| E> X Q (Fiw77 ) @
HeO d i n g Welcome John  Sertir Iﬁl
Home | Quizzes Usuaris | FAQ | etc |
Level |Test Aconseguit? ?otnl Usuaris
1 Titel test blah blah blah blah Si (300/350)
2 Titol test blah blah blah blah Si (120/140)
3 Titel test blah blah blah blah MNeo (20/100)
4 Titol test blah blah blah blah No (3/20)
5 Blocked No (0/0)
6 Blocked No (0/0)
7 Blocked No (0/0)
8 Blocked No (0/0)
o
4

Figure 4.2: Quizzes List
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A Web Page

<] E> X {} {http:// )| @

Welcome John  Sortir

Heading

Home | Quizzes | Usuaris | FAQ | etc

Quizz 3: Tas sad sad sad ads sad sadas

Contingut del Quiz en format HTMLS, generat a través del Rich Text Editor

<code>asd sds ad sad</code>

Response

| Code: XxYYZZA || send ]

L4

created with Balsamig Mockups -

Figure 4.3: Solving a Quiz

A Web Page

<J E> X Q { http:// ] @

Welcome John  Sortir

Heading

Home | Quizzes | Usuaris I FAQ I etc

John Smith ca

jehn@gmail.com
Registrat: 01/01/2013

Nivells Intentats: 12

Nivells Aconseguits: 10
Ete

v

created with Balzamig Mockup

Figure 4.4: User profile
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[ Fuente HTML

1]
<
LY.
[4 ]

B @ @ « V|| = ™ & E

B I § I ||l := W= | 99 || Estilo = || mMarnal < || ?

Nivel 1: La maquina de escribir

Escrito en una antigua maquina de escribir, hemos encontrado el

siguiente cadigo:

;ré>@ D6 AFGSE S:DE:?8F:C 2 F? GIECEGECE:S@ 56 F?
(PECEGECE: SR 67 =2 i§pn t? =0D 2D467DRCED[

6= GIECAGECE:SR »:02 =@D K2AZERD 56 =Q@D ~%#~3§
E:LRD]

Podernos dar formato, subirimagenes, links, tablas, etc,... que se guardaran en la BD y se mostraran con el

mismo formato en el front-end.

hody p

Figure 4.5: Backend: Quiz editor

A Web Page

O C:) X {} { http:i/ ] @

|Pruebas ! Usuar.os‘Estadisticos\

Usuario Email Pruebas Activo Ban  |Actions
tom tom@tom 1 & &
John Smith john@gmail.com a3 O &
John Smith john@gmail.com 12 & |
John Smith john@gmail.com 10 & a

Figure 4.6: Backend: User list
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Final Product

5.1 Front-end

5.1.1 Home

Home page offers a little explanation to the visitors about the site. More information is provided
at the FAQ (Frequently Asked Questions) page.

Login Register

Crypto Wargame

Home Quizzes Users FAQ

Welcome to Crypto Wargame

What is Crypto Wargame?
Cryplo Wargame is a series of cryptography problems. The mativation for starting Crypto Wargame is to provide a platform to practice the cryplography
knowledge against a secure platform.

In erder to start, you have to Register and immediately you can start to solve the quizzes

Figure 5.1: Home page
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5.1.2 Register

In order to play the quizzes, the users must register to the platform. The users have to provide
a valid email address that is checked in the process of registering.

Login Register

Crypto Wargame

Home Quizzes Users FAQ

Register
Jointous

“Your Email

Choose a password

Register

Already have an account? Enter here!

Figure 5.2: Register to the platform

After registering, the users can log in, and access to the wargames and quizzes.

Login Register

Crypto Wargame

Home Quizzes Users FAQ

Login
Start Session

Email

Password

Forgot password?

Dent have aceount? Register now

Figure 5.3: Login
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In the front-end, all the active wargames are shown. Every wargame appears with the name,
the total of quizzes it contains, and the number of quizzes the user has solved.

Welcome admin  Logout

Crypto Wargame

Home Quizzes Users FAQ

List of Wargames

Figure 5.4: Wargame list

When accessing to a wargame, the list of quizzes is shown. The quizzes are organized in the
same order that is provided in the backoffice. For every quiz the following information is shown:

e Title
e If the quiz has been solved by the user

e How many users have solved this quiz

e How many users have tried to solve this quiz

Welcome admin  Logout

Crypto Wargame

Home Quizzes Users FAQ

Start Events

What is this code? (V] (347

Other theorem (@/20)

PO SR

@
Caesar code [©] (6545)
L ]

Supercode (1/19)

Figure 5.5: Quiz list

By clicking on the quiz name, the user accepts to play this quiz. The content of the quiz is
created at the back-end using a rich text editor, therefore it can contain a lot of different styles.
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To solve the quiz, the player must enter the answer and click on solve quiz button.
In order to avoid bruteforcing attacks, the form has a mechanism that controls the time from
the last submit and if it is too short, shows an error message.

Welcome admin  Logout

Crypto Wargame

Home Quizzes Users FAQ
Quiz: What is this code?

Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum has been the industry's standard
dummy text ever since the 15008, when an unknown printer took a galley of type and scrambled it to make a ype specimen

book. It has survived not only five centuries, but also the leap inta electronic typesetting, remaining essentially unchanged. it
was popularised in the 19608 with the release of Letraset sheets containing Lorem Ipsum passages, and more recently with
deskiop publishing software like Aldus PageMaker including versions of Lorem Ipsum

CODE AARA = 1111
« CODE BBBB = 2222
+ CODECCCC = 3333

AAAA-BBBB-CCCC

Clue 2
The answer continues with a

Clue 3
The answer ends with a

Answer

X0 0 B0 BN )

Figure 5.6: Solve quiz

5.1.3 Users

Finally, there is a ranking of users ordered by points scored.

Welcome admin  Logout

Crypto Wargame

Home Quizzes Users FAQ

Users
admin Number 1243 Stark & Joe
==V 38 points 33 points 10 points % 6 points
=2 A
Lannister Joe Adrian Playert
5 points 0 points 0 points. 0 points

™\ Johnny Joe 2
g 0 points 0 points

Figure 5.7: Users list

And the user has the possibility to edit his profile and to upload an avatar.
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Welcome admin  Logout

Crypto Wargame

Home  Quizzes Users FAQ

Johnny

Registered: 22/05/2013
Level Junior
Foints 120
Levels Achieved 10
Wargames Achieved 0

Clues available 3

Figure 5.8: User profile

5.2 Back-end

5.2.1 Access

In order to access the back-end it is necessary to enter a login and password of a user that has

administrator privileges.

Backoffice

Login
Password

Figure 5.9: Access to the back-end

5.2.2 Wargames management

An administrator user can manage wargames, performing the following actions:
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Create

e Read

Update

Delete

Add and remove quizzes to the wargame

Organize quizzes inside the wargame

Log Out

Wargames

‘ 7 Agdd New Wargame ‘

Start Events 0 LR

Special Events
Encription
Gracking

Test

Coming soon
Pending to define

® coo 8 a3

(]
(]
(]
(<] e
©
@
@
@

Test new

Figure 5.10: List of wargames

Log Out

Edit Wargame

Name [Start Events

Min Poinis (0]

Actve ¥

What is this code? Hidden character
ROT13 with plus
Caesars Theorem

Caesar code

ROT-N

Figure 5.11: Editing a wargame

5.2.3 Quizzes management
An administrator user can manage wargames, performing the following actions:

Create

Read

Update

Delete

When creating or editing a quiz, the form shows a rich text editor that allows to use multiple
styles. With that the quizzes can be created with more styles.
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Quizzes

| 7 Add New Quiz |

What is this code? a 7R
Cassar code 10 SR
ROT-N 15 /8
ROT13 with plus ] SR
Hidden character 10 £ R
Caesars Theorom 12 SR

Figure 5.12: List of quizzes

Edit Quiz

Tile
‘What is this code?

Points.

3

Content

ER-R-N] «»HEH@ = m @m= QHEH@FUENEHTML
[Bl7 s |x5|[= =)= &9 e -|[ Fomaw HZ|

ever since the 1500s, when an unknown printer ook a galley of type and scrambled it to make a type specimen book. It has survived not
only five centuries, but also the leap into electronic typ remaining It was popularised in the 1960s with the
release of Letraset sheets containing Lorem Ipsum passages, and more recently with deskiop publishing software like Aldus PageMaker
including versions of Lorem Ipsum.

Lorem Ipsum is simply dummy text of the printing and typesetting industry. Lorem Ipsum has been the industry's standard dummy text m

* CODE AAAA = 1111 .
+ CODE BBBB = 2222 b
body p strong 4
Answer
aaaa
Clue 1
The answer start with a
Clue2

The answer continues with a
Clue 3

The answer ends with a

Figure 5.13: Editing a quiz

5.2.4 Users management

An administrator can manage users, performing the following actions:

e Create

e Read

e Update

e Delete

e Search user by name and email
e Activate or Desactivate users

e Block user

e Give a user admin privileges
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Users
| > Add New User ‘
[ Gaw) \

blocked®@hotmailcom 2013-05-13 21:31:08

Nt activated user na@hotmailcom 2013-05-13 21:23:45.

Joe joe@700its.com 2013-04-25 21:35:58.

First Previous Page 2 lof2 Next Last

Figure 5.14: Users list

Edit User

User saved

Name Smith 15

Email smith+xx3@70bits.com
Password | |
Active
Blocked
Admin

O0®

Figure 5.15: Edit user

5.2.5 Levels

An administrator can manage the levels that a user can obtain, performing the following actions:

e Create
e Read
e Update

e Delete

The level points are the points that a user needs in order to get achieved this level When a user
earns points, the system automatically checks if he has achieved a new level.

Levels

|{.‘-‘Mcwm|.wa| |

Hacker 500 / 8
Guru 250 Ve
Lord 200 SR
Expert 100 £ R
Senior 75 Ve
‘Smart Senior 75 / ®
Senior 50 R
Medior 50 Ve
Starter 40 SR
Junior a0 £ R

First  Previous Pug-d-z Next  Last

Figure 5.16: Levels list



CHAPTER 5. FINAL PRODUCT 33

‘Wargames sers evels s Log Out

Edit Level

Name Expert

Points 100

Figure 5.17: Edit level

5.2.6 Stats

In the back-end there are several statistics that administrator can consult, like users registered,
total quizzes solved, percentage quizzes solved,...

‘Wargames Quizzes Users Log Out

Total Wargames 7T
Total Quizzes 5
Total Users 13
Quizzes solved 10
Quizzes tried 12
% solved 83.33%

Figure 5.18: Statistics

5.3 Tools

5.3.1 Development
PHP

PHP is a server side scripting language oriented for web development. PHP can be deployed on
most web servers and also as a standalone shell on almost every operating system and platform.
I have choosed PHP as a main language because it is a very popular language and this allows
to deploy the application in the most common shared web hostings.

TWIG
Twig is a template engine for the PHP. It is known for be the default template engine of Symfony

PHP framework. I have used this engine to separate de View from Controller and Model part
in the MVC pattern.

Client language: Javascript + jQuery framework

JavaScript is an interpreted computer programming language. It was implemented as part of web
browsers so client-side scripts can interact with the user. jQuery is the most popular javascript
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framework, designed to simplify the client side scripting of HTML. The use of this library is
make easier working with DOM (Document Object Model) elements, create animations, handle
events and develop AJAX (Asynchronous JavaScript and XML) events.

In that case I have included this library as a requirement for the rich text editor.

Mysql
MySQL is one of the most used RDBMS (Relational Database Management System). It is a

very popular choice of database for use in web applications, and it is installed in almost all web
hostings.

Rich Text Editor: CKEditor

CKEditor is a WYSIWYG (What You See Is What You Get) text editor designed to be used in
the web pages. I have used this editor for allow the creation of the quiz content with multiple
styles.

5.3.2 Other Tools
IDE: Aptana Studio

Aptana Studio is an open source integrated development environment (IDE) for building web
applications. It has support for PHP, Javascript, HTML, DOM, CSS, etc providing syntax
coloring, code assist, syntax error annotations, code formatting, hyperlinking classes, and more
features.

Development platform: MAMP

The MAMP is an acronym that refers to a set of free software programs commonly used together
to run dynamic web sites on Mac OS X.

M: Mac OS X, the operating system

A: Apache, the web server

M: MySQL, the database server

P: PHP, the programming language

There are equivalents packages for the other operating system: WAMP for the Windows instal-
lation, LAMP for the Linux installation,...
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Report: MacTeX

MacTeX is a distribution of TeX Live for the Mac OS X. MacTeX is pre-configured to work
out-of-the-box with Mac OS X as it provides sensible defaults for configuration options that, in
TeX Live, are left up to the user to allow for its cross-platform compatibility.

TeX is a powerful typesetting system with two main goals: allow anybody to produce high quality
documentation and provide a system that would give exactly the same results on all computers.
TeX is popular in academia, especially in mathematics, computer science and engineering.

5.4 Example quizzes

I have introduced two cryptography quizzes in order to serve as example.

5.4.1 Message in a column

Welcome admin  Logout

Crypto Wargame

Home Quizzes Users FAQ

Quiz: Message in a column

%’f Walking in the park, we found a strange column. After observing, we saw that has a message writted on
= -~ the top:
L fdph, L vdz, L frqtxhuhg
| Whatcould be mean?

Clue 1
Itis 2 type of substitution cipher

Clue 2
The algorithm is named lice a known imperator

Answer

m Slusll G

Figure 5.19: Starting level: Message in a column

This is could be one of the firsts quizzes because it is very easy to solve. This quiz is based
in the most known encryption technique: The Caesar cipher. The Caesar cipher is a type of
substitution cipher in which each letter in the plaintext is replaced by a letter some fixed number
of positions down the alphabet.

In that case the user only has to recognize the technique and find the replacement length, in
order to get the answer.

5.4.2 The cursed book

The cursed book is a quiz when the user have to use more logical skills. The quiz contains a
encoded text and a possible password, and the answer is the name of the book.
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Welcome admin  Logout

Crypto Wargame

Home Quizzes Users FAQ

Quiz: The cursed book

We have got information about a cursed book. A friend send me their first paragraph, but he has been very cautious and he
has coded it

UZFsAGVKX180D07C5D24dwTELFO022£V0901PU2r9 iwutnye+837ebIgxn+OHKS
SBTR3AQCk5CIYbgWk HWdeohBWEQMtugFFdK38bzoK0c+BNhfTV1g8R+UfsHz2
5 W 1TUZuNwz IymmErNC1G38+q0XalEE
5TdvBZjbIPhYv: uFAFdL j xVuiy 9p: aDNLOVtzIT5nT14c/x0MD3
a8 §NKUKU35UbD 3gROUSS 32K IRhg +GAQ2TOTYS /muCz zChbga
uv7II3UgN+/WIZDZTAENGER5YCST ESOREVE IKGTESAYZBNANFSUDEALV] judho
rslgppzChRznk 7t HAGHKToZVOF jHBZEMEWNF P1 £F1mDeNul DhDLDA1 +K/U0z1R

When | said, "hey man, this is impossible to salve”, he answered, “oh Im sorry, Il send you the
password: d8648¢567d2943d496cabfec725fe809"
Now it's a litle easier. What is the title of the book?

Answer

Figure 5.20: Second level: The cursed book

To solve this quiz, first the user have to find that the text is encoded using AES. AES (Advanced
Encryption Standard) is a specification for the encryption of electronic data established by
the U.S. based on the Rijndael cipher. The algorithm described by AES is a symmetric-key
algorithm, meaning the same key is used for both encrypting and decrypting the data.

When the user tries to decode AES with the password provided, it will fail, so he have to try
something different. If the user realizse that the password is also cyphered, then can try to
decode it.

The password is hashed with MD5. A reverse hash will show the real value: “there is no place”
When the users apply the decoded password to a AES decoder, the text is revealed:

It was a bright cold day in April, and the clocks were striking thirteen. Winston Smith, his chin
nuzzled into his breast in an effort to escape the vile wind, slipped quickly through the glass doors
of Victory Mansions, though not quickly enough to prevent a swirl of gritty dust from entering
along with him.

So, I he doesn’t know the text, only have to google it and discover that the book is: 1984. Then,
by answering 1984 the quiz is solved.
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Conclusion

6.1 Conclusion

This project has been the creation of a complete wargame platform from zero.

The main goals have been acomplished, and this platform is finished and tested, ready to be
used.

When constructing the site I had some security issues in mind:

e SQL Injection

e XSS (Cross-site scripting)

CSRF (Cross Site Request Forgery)

Bruteforcing attacks

Password management (encoded and stored with a salt in the database)

Validation of the users via email

In general the duration of the tasks were well estimated, with the exception of user management
tasks (register, login, recover password,...). Surprisingly, these tasks needed a lot of time, and
although not being the most relevant in this project, were necessary in order to get a working
platform. Due to that I had less time to improve details or add more security mechanisms.

In relation to the reporting, the fact of using a unknown program (LaTeX), very different from
other word processors and writing in a language that is not my first language, turned out to be
quite challenging. Even though, both things slowed me down when writing out,it has been an

enriching experience.
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6.2 Future work

During the development of this work, many interesting research lines have appeared:

6.2.1 More content

The first objective is to fill the platform with more quizzes. Now there are some quizzes with
the most popular codes, but the platform has to contain more challenging quizzes.

6.2.2 Dynamic quizzes

This option was proposed at the beginning of this project, but due to the lack of time, we finally
dismissed this idea. The objective was that administrators could add some markdowns to the
quizzes from the back-end, that could then be calculated from the front-end.

6.2.3 Users can send quizzes

One interesting idea could be that player users could send their own quizzes from the front-end,
and then the administrators only would have to validate them in the back-end, and activate
them if everything is ok. If a user sends a quizz, the name of the author appears with quiz.

6.2.4 Achievements

In order to improve the playability, it could be interesting to add achievements and get extra
points and badges for acomplished tasks.

e Complete X quizzes

e Send a new quiz

e Review a quiz successfully

e Complete X wargames

e More than 1 year registered

e Play in X wargames at the same time

e Send a question that is very hard to solve (many tries, and few successes)

e etc.



Appendices

39






APPENDIX A

Installation, Requirements and Deployment

This information also is provided in README file with the code.

A.1 Installation

A.1.1 Database

1. Create a Mysql database
2. Execute in the mysql database the wargame_structure.sql script

3. If you want some example content, you can execute wargame_content.sql (Optional)

A.1.2 Code

1. Copy all the content of the 'public’ folder to the site where you want to deploy the wargame
2. Edit config/config.php file with the next information:

DATABASE_HOST : Database hostname. Set 'localhost’ value when working at your
local. For your webserver, check your hosting provider information

DATABASE_NAME : Name of the database

DATABASE_USER : Username with access to this database
DATABASE_PASS : Password of the username with access to this database
PATH_TEMPLATES : Absolute path to the templates folder
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PATH_TEMPLATES_ADMIN : Absolute path to the admin templates folder

PATH TEMPLATES : URL where platform is deployed, (Usually www.yourdomain.com)
EMAIL_INFO : Email account used to send the register emails

EMAIL_PASSWORD : Password of the email account

EMAIL PORT : Port for sending emails (usually 465)

SMTP_HOST : Smtp host (check your email provider)

PAGE_ROWS : Pagination of the backend. Number of elements for every page.

PAGE_ROWS_USERS FRONTEND : Pagination of the frontend. Number of users
shown for every page.

SALT : Salt key used to store users passwords. WARNING: Once the app is deployed in
production DO NOT change this value, or all the user logins will fail.

DEFAULT_USER : Default name when a user is registered
DEFAULT _AVATAR : Default image name that will be used when a new user is reg-

isted. NOTE: The image has to be stored in avatar folder
A.2 Software requirements

e Web Server Apache 2.0

PHP 5.2.4

e PHP PDO active

Mysql 5.5

e SMTP server

A.3 Deployment

Example program can be found at: wargame.70bits.com
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