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  Abstract 

As the online academic offer increases, the rise of new challenges comes along. One 

of the problems that come with the territory of online exams is the new ways of 

cheating the tests. That is the reason why the need of a system that handles the 

verification of the individuals that are taking part in the examination process is needed, 

that way the absence of a fraudulent use of the system is being ensured. The goal of 

this project is to help with the legitimacy of the verification process of the students 

taking the tests; this will be achieved developing a web based biometric verification 

system that will use facial recognition as biometric data to verify the identity of the 

participants. This will help with somebody taking tests logged as another account. 

Doing so, this will help reduce a little the gap between verification of students during in 

situ exams and the online ones. 
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  Abstracte 

Actualment la oferta d’estudis en línia està creixent, fet que comporta una nova 

gamma de problemes. A l’hora de realitzar exàmens a distància es necessita un 

sistema de verificació d’individus per tal d’assegurar que tot el procés està sent 

realitzat sense cap acte fraudulent. Per tal d’assegurar una pràctica legítima de les 

proves d’avaluació, aquest projecte té la intenció de desenvolupar un verificador 

biomètric basat en una pàgina en línia amb un reconeixedor facial a través de vídeo. 

La proposta és crear una eina que permeti reconèixer l’alumne examinant-se davant 

de la pantalla, permetent així comprovar que no s’ha produït cap incompliment de les 

normes. D’aquesta manera es pretén acostar la facilitat de la verificació de les 

identitats dels participants en una prova presencial al món acadèmic en línia. 

  Abstracto 

Actualmente la oferta de estudios en línea está creciendo, este hecho trae consigo 

una nueva oleada de problemas. A la hora de realizar exámenes a distancia es 

necesario tener un sistema de verificación de los participantes para poder asegurar 

que todo el proceso está siendo realizado sin ningún acto fraudulento. Para asegurar 

una práctica legítima de las pruebas de evaluación, este proyecto tiene la intención de 

desarrollar un verificador biométrico basado en una página en línea con un 

reconocedor facial de vídeo. La propuesta es crear una herramienta que permita 

reconocer el alumno que este delante de la pantalla examinándose, permitiendo 

comprobar que no se ha producido ningún incumplimiento de las normas. De esta 

manera se pretende acercar la facilidad de la verificación de las identidades de los 

participantes en una prueba presencial al mundo académico en línea. 
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Summary 

 

The goal of this project was to build an online facial identification system. To achieve 

this goal, research was conducted on the different techniques on biometric verification, 

paying more attention to the face recognition algorithms available and the different 

APIs on the market for face identification and recognition. The implementation of the 

project was done using an API by Lambda Lab that helps with face recognition and 

identification, to simplify and maximize the reutilization of code. The coding languages 

used to produce the website were HTML, CSS and JavaScript. The testing consisted 

on trying each part of the project, the training part and the recognition part, using a new 

subject to test all the steps. After the testing was conducted, the result is a website that 

implements a face identification algorithm with the training part and recognition part 

fully functional, which combined with this report are the deliverable of this project. 

This project is delivered in a compressed file (ZIP or RAR) which will include a folder 

with the code (HTML, CSS, and JavaScript). To run the application, unpack the 

compressed file and, keeping the same folder structure, open the main.html file with 

Mozilla Firefox (tested for version 46.0.1). Once it’s opened the options for the training 

and recognition part will be presented. 
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1. Introduction 
 
 
1.1 Context and justification of the project 
 
In this new day an age with the increasing popularity of online curses, new ways of 

cheating are emerging. This project intends to create a facial recognition system that 

will aid in the verification of individuals during online exams. The project will consist of a 

web site where the biometric system is going to be displayed. Using the web cam feed, 

the web site is going to be able to assess who is the person in front of the camera. That 

way the identification and verification of the students taking exams online will have 

another layer of security to protect it from cheats.    
 

1.2 Goals of the project 
 
This project has two main goals: 

 

- The creation of a recognition system based on video captured with a web cam, 

the system will use an algorithm to compare the image obtained via web cam 

and compare it to a set of photos in a database. 

 

- Implement a web site with the recognition system. There will be two pages: the 

training one, where the user will introduce the photos of themselves; and the 

verification one, where it will be shown whether the individual in front of the cam 

is in the database or not, displaying the ID of the user. 

 
1.3 Approach and methodology 
 
When approaching this project, there are many fitting methodologies. The scale of the 

project is small enough to be able to use an agile project management, where flexibility 

and speed are keys. 

 

But the strategy used will be the traditional Waterfall, where the tasks are sequential in 

nature. This methodology has static phases executed in a specific order. Although it 

loses on flexibility, it wins in control for each phase. The scale of this project lends itself 

to a simple sequential methodology. First the research on the subject of facial 

recognition, followed by the analysis of the requirements, then the design, 

implementation, and testing phases. 
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1.4 Planning of the project 

As shown in the Gantt diagram above in Table 1, the longest tasks are going to be 

learning the coding languages required to implement the facial recognition system. 

Also, of the three pages needed to be coded, the recognition one is going to take the 

longest. That is because in this page the web cam feed is needed, making the task 

more complex than the other two. The testing is going to be done during a long period 

of time; this is to make sure each page works individually. The final tests are going to 

be run at the end of the coding phase. 

 

The resources to accomplish the objective of this project are the following: 

 

Title: Face Recognition API  

Author: Lambda Labs 

Source: https://lambdal.com/face-recognition-api 

ID Task February 
(days) 

March April May June 

1 Choosing the 
theme of the 

Project 

25-28     

2 Abstract 29 03    

3 Summary  04-09    
4 Research  10-15    
5 State of the Art  16-30    
6 Choosing the 

framework 
  01-03   

7 Web design   04-05   
8 Recognition 

page 
  06 05  

9 Training page    02-20  
10 Main page    20-23  

11 Testing   20 25  
12 Report    26 15 
13 Learning 

HTML+CSS 
 15 15   

14 Learning 
JavaScript 

 25 25   

Table 1: Task planning 
 

https://lambdal.com/face-recognition-api
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Abstract: This API (Application Programming Interface) provides face recognition, face 

detection, eye position, nose position, mouth position, and gender classification. 

Relevant aspects: The Face Recognition API by Lambda Labs is going to be used to 

implement the facial recognition part. Sending the pictures of the web cam, the API 

compares the subject of the photo to an album, where all the subjects to be recognized 

are previously introduced. This way it helps make the coding lighter and use an already 

existing resource, saving time in the process. 

 
Title: JavaScript: Learn the fundamentals of JavaScript, the programming language of 

the Web 

Author: Codecademy 

Source: http://www.codecademy.com/ 

Abstract: A 10 hour course for beginners that serves as an introduction to the 

fundamentals of JavaScript. It’s a course structured the following manner: Introduction 

to JavaScript, Functions, ‘For’ loops in JavaScript, ‘While’ loops in JavaScript, Control 

Flow, Data Structures, Objects I, Objects II. 

 

Title: HTML & CSS: Learn how to create websites by structuring and styling your 

pages with HTML and CSS 

Author: Codecademy 

Source: http://www.codecademy.com/ 

Abstract: A 7 hour course for beginners that serves as an introduction to the 

fundamentals of HTML (HyperText Markup Language) and CSS (Cascading Style 

Sheets). The course is broken down in the following parts: Introduction to HTML; HTML 

Structure: Using lists; HTML Structure: Tables, Divs, and Spans; Introduction to CSS; 

CSS Classes and IDs, CSS Element positioning. 

Relevant aspects: This course will serve as a first contact with the language, 

facilitating the introduction to its semantics and code, making it possible to program the 

website where the biometric system will be implemented. 

 

Title: Notepad++ 

Author: Don Ho 

Source: http://notepad-plus-plus.org/ 

Abstract: Notepad++ is a free source code editor and Notepad replacement that 

supports several languages. Runs in the MS Windows environment, its use is governed 

by GPL License. It is based on the powerful editing component Scintilla, it is written in 

http://www.codecademy.com/
http://www.codecademy.com/
http://notepad-plus-plus.org/
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C++ and uses pure Win32 API and STL which ensures a higher execution speed and 

smaller program size. 

Relevant aspects: With all the coding that this project will have, a nice and simple 

source code editor comes in handy. That’s where the free Notepadd++ will find its 

place, helping with HTML and JavaScript coding duties. 

 
1.5 Brief product summary 
 
The product of this project is a web site with a facial recognition system. 

 

1.6 Brief description of the rest of the chapters of the report 
 
This project is divided in the following main chapters: 

 

• Chapter 2, State of the Art: in this chapter a picture of the landscape of the 

online testing is painted. Moreover, the different biometric techniques used to 

fight against cheating. At the end of the chapter, a few of the popular algorithms 

for face recognition are commented. 

 

• Chapter 3, Design: this chapter is going to explain which framework and why it 

was chosen to do the project.  It will also display the block diagram for this 

project. 

 

• Chapter 4, Implementation: here, the system is going to be explained step by 

step. Each function is going to be analyzed technically, commenting parts of the 

code and how everything works. 

 

• Chapter 5, Testing: In the last chapter of the core four, the process of adding a 

new entry to the system is going to be tested and explained step by step. Also it 

will include different tests for each ID of the database. 

 

• Chapter 6, Conclusions: As the chapter title shows, the conclusions of the 

project are going to be discussed on this chapter. Moreover, the future lines of 

development for the product are going to be explained. 

After these fiver chapters, the Glossary and the Bibliography will follow. 
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2. State of the art 
 
 

2.1. e-Learning 
 
Thanks to the evolution of communication technologies, they are becoming part of 

almost everyday life experiences. And the academic field is no exception. The term e-

Learning was first used in a professional environment during a CTB Systems seminar 

in Los Angeles in 1999 [1]. Since then, this once new way of learning has evolved in to 

what it is today. You can find a wide variety of courses from great universities around 

the globe, such as Harvard or the MIT, which if not for e-learning their accessibility 

would have been way lesser.  

 

2.2. The good and the bad 
 
E-Learning is a great tool that offers the following advantages: 

• It suppresses physical limitations. The students can be anywhere that has 

Internet connection. 

• It allows more flexibility, making it possible that the students take the courses 

when it is more convenient for them. 

• Different learning methods. Working as a group or as an individual. 

• It favors the communication. 

• On-line multimedia resources. 

• The use of virtual simulation environments. 

 

But with all the good that e-learning brings to the table, there is also the other side of 

the coin. The increase of dishonest behavior among students is increasing and it 

seems to be aided by the new wave of technology [2]. The use of technologies of 

communication is making it easier for students to access anytime anywhere to almost 

any kind of information imaginable thus making cheating and plagiarism more feasible. 

And even more with online exams and assessments, where there are multiple ways of 

fraudulent behavior in the hands of the students. 

 

In an e-learning course, the students are usually alone in a room with connection to the 

Internet and without any surveillance. This is a great thing if used right. The students 

can access a great deal of information just by a simple click of the mouse. While 
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studying, this makes the search of sources of information to support the learning 

process easy and quick, compared with the old way of going to a library. But it is 

problematic if we take the same scenario during an online exam or assessment. In 

these cases different threats are found that the e-learning system needs to prevent and 

be protected against. 

 

A few of the possible threats during an e-learning assessment [3]: 

• The student, having access to the Internet, can easily search for information 

that is not allowed to access during the exam. Without anybody at the student’s 

place to make sure no extra resources are used, it becomes a serious problem. 

 

• DoS attacks. During an exam session the system must provide its services from 

start to finish. A student who may be doing a bad test can try a denial of service 

attack to try to make the system deny its services having to re-start o re-

schedule, giving the cheater a new opportunity. 

 

• Authentication of the student taking the exam. It is one of the main concerns in 

online exams the identity of the exam taker. How does the supervisor know who 

is really taking the exam? It does not seem really hard to imagine an individual 

taking an exam as another student.  

 

Those are some of the threats that e-learning assessment can come across. The latter 

is the focus of this project. 

 

2.3. Who is taking the exam? 
 
In a scenario where a student is alone at his/her place, in front of the computer with no 

one supervising the good practice of the exam. It is easy to imagine that, without a way 

of confirming who is in front of the computer, anybody could be taking the test. That is 

why is imperative to be able to tell who is at the other side of the line. It is important to 

differentiate between identification and authentication: 

 

• Identification: the act of stating or otherwise indicating a claim purportedly 

attesting to a person or thing’s identity.  
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• Authentication: the act of confirming the truth of an attribute of a single piece of 

data or entity. Authentication is the process of actually confirming that identity 

[4]. 

 

2.3.1. Methods of authentication 

 

There are different methods being employed to try to confirm who is at the other side 

taking the exam. The most common one is using user and a password. This way the 

student enters his/her session with the username and password. This is the first step, 

the first layer to prevent fraud. But this is not enough. There is nothing that prevents 

said student to share his password with someone else and having that person take the 

test instead. So the need for other methods is very much palpable. 

 

Personal questions 
One way to authenticate the person taking the exam is to formulate personal questions 

during the test. This requires a previous collection of personal data of every person 

partaking in the exam. The idea behind this technique is to make the student take 

answer quick personal question every now and then to make sure that the person that 

is logged in is, in fact, who he says he is. The inconvenient with this method is that it 

may bother the student while the exam is going on, breaking the concentration for a 

moment. 

 
Security token 
Also known as authentication token or hardware token is a physical device given to an 

authorized user to help with the authentication. They are used to prove the identity of 

the users electronically. This method can be use in addition to a password to make 

sure the user is who they claim to be.  

 
Software token 
Another type of security token but in this case, this is a type of two-factor authentication 

security device that is also used to authorize the use of computer services. This type of 

token is stored on a general-purpose electronic device such as a laptop or a 

Smartphone and can be duplicated. Because they are not something one can be 

physically in possession of, they are exposed to threats based on duplication of the 

underlying cryptographic material. 
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Biometric authentication 
To ensure the identity of the student the use of biometric data is brought up. This is a 

really strong method thanks to the qualities of the biometric data, which we will expand 

in the next chapter. 

 

2.4. Biometric authentication 
 
2.4.1. What is biometrics?  
 
Biometrics is the science and technology of measuring and analyzing biological data. In 

information technology, it refers to technologies that measure and analyze the 

characteristics of the human body, such as eye retinas and irises, DNA, fingerprints, 

voice patters, facial patters, hand measurements, handwriting measurements, for 

authentication purposes. 

 

That means the data used to authenticate the user is within the user itself. It is a part of 

who he/she is, making it difficult to lend to another person in an attempt to fool the 

system. 

 

2.4.2. How does a biometric system work?  
 
There are two steps shared by every different type of biometric system: 

• The training phase: the future users of the system will need to get some kind of 

biometric data recollected for training the system. It can be the shape of the 

hand, the patterns of the veins of the hand, fingerprints, etc. This data is 

processes and converted to digital form. Then it is stored in a database. 

 

• The authentication phase: here is where the users logs in, identifies himself and 

then goes through a scanner, which scans the biometric measure used by the 

biometric system, and after processing the data and comparing it with the 

database for matches, the result will show if the data recently scanned matches 

with the one stored on the database. 
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2.4.3. What to measure?  
 
It is important to know what to measure to make a system that is as accurate as 

possible but without losing perspective of the cost of implementation and difficulty to 

measure the biometric data. To make the experience of authentication less intrusive for 

the students, biometric systems using measurements such as eye retina or iris are 

ruled out. The reasons behind this decision are cost related, the devices to apply this 

kind of methods are more expensive and it is not a comfortable measure to take by the 

students. 

 

There are different types of biometric measurements that can be used for 

authentication purposes during an e-exam session, such as: 

 

Fingerprint recognition 
There are low cost solutions for implementing biometric authentication using 

fingerprints. The students partaking in the exam will need a device that has to be able 

to scan fingerprints. In the market there are a few devices like biometric mouse 

solutions or biometric fingerprint solutions based on keyboards, USB fingerprint token 

scanners, or PCMCIA fingerprint scanners [5]. 

 
Voice recognition 
The voice is another unique feature of an individual. The cadence and the tone makes 

everybody talk in a different manner. That is why it is also another useful biometric 

measure. It is non intrusive, the user only needs to speak to a device, such as a 

telephone or microphone, a software compares the sound waves of the input against 

the ones on the database [6]. 

 
Facial recognition 
Another non intrusive biometric measure is the facial structure of individuals. Using 

only a device to capture images, like a simple webcam, the system can be 

implemented. With a database of different sets of training photos of the users, using 

different processing techniques to obtain geometrical unique features out of each face, 

the newly taken photo can be run against the biometrical measures of the user we want 

to authenticate and see if the facial structure matches. 
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2.4.4. Face recognition methods 

 
There are different methods for standard face recognition. The following methodologies 

are amongst the most popular: Eigenfaces, Fisherfaces, Laplacianfaces (see Figure 1). 

 

Eigenfaces 
This is a set of eigenvectors, or characteristic vector of a square matrix which points in 

a direction which is invariant under the associated linear transformation, used in the 

computer vision problem of human face recognition. Developed by Sirovich and Kirby 

(1987) and used by Matthew Turk and Alex Pentland in face classification. The 

eigenvectors are derived from the covariance matrix of probability distribution over the 

high-dimensional vector space of face images. The eigenfaces form a basis set of all 

images used to construct the covariance matrix, producing dimension reduction by 

allowing the smaller set of basis images to represent the original training images [7]. 

 

Fisherfaces 
This is method of face recognition take into account the lightning conditions and facial 

expressions. This algorithm considers with-in-class and between-class scatter matrix 

for subspace projection of the original images. It classifies and reduces the face size 

using FLD (Fisher Linear Discriminant) method [8]. 

 

Laplacianfaces 
This is an appearance-based approach to facial representation and recognition. It uses 

LPP (Locality Preserving Projection) to learn a locality preserving subspace which 

seeks to capture the intrinsic geometry of the data on the local structure. When the 

projection is obtained, each face image in the image space is mapped to the low-

dimensional face subspace, characterized by a set of feature images called 

Laplacianfaces [9]. 

 

Figure 1: a) Eigenfaces; b) Fisherfaces; c) Laplacianfaces; Image by Xiaofei He 
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3. Design 

 
Usually, a facial recognition system can be divided in two parts: training, and 

recognition. The training is where the system learns new subjects so they can be 

recognized later in the recognition part. The end goal of this project is to create a web 

based facial recognition system, which includes both the training and the recognition 

part. This means that there will be at least two HTML pages, one for each part. The 

training page should implement the tools to add new subjects to the database to be 

recognized and display information of the database and its entries. In addition, the 

recognition part should have the webcam feed and a button to recognize on command. 

The results should be displayed, whether the person has been recognized or not. 

 

3.1. Choosing the framework 
 

Before getting started, it’s important to choose what framework will be used. After 

studying the different methods and technologies to implement a web based facial 

recognition, the final preferred options for the framework of this project are the 

following: 

• OpenCV (Open Source Computer Vision): This library of programming functions, 

which its main focus is the real-time computer vision, is a powerful tool for image 

manipulation. The version OpenCV 2.4 came with the inclusion of the 

FaceRecognizer class. This class allows you to use three different algorithms to 

recognize faces: Eigenfaces, Fisherfaces, and Local Binary Patterns Histograms.  

One of the advantages of using OpenCV is having more control over the training 

and being able to choose which algorithm implement. This freedom coupled with 

the variety of techniques for processing images is what makes it interesting. 

The principal handicap of using OpenCV is the need to set up a server to handle 

the training and recognizing part [10]. 

 

• Face Recognition and Face Detection API (Application Programming Interface) by 

Lambda Labs: The simplicity of this method is one of its strong points. It allows you 

to create an album, add new entries, view the information of the entries and albums 

created, detect and recognize faces. All with simple calls to the API. With a call to 

this API, the developer can make a detection of a face and recognize it from an 

album.  
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More so, with this method there is no need to set a server to store the photos or run 

the code. All is handled by the API, which stores your album with the photos on the 

cloud. The issue with using this API is the little documentation supplied by the 

company. But this fact is compensated with the simplicity of implementation [11]. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For the reasons stated above and shown in Table 2, the preferred framework for this 

project is the Face Recognition and Face Detection API by Lambda Labs. This way the 

face recognition algorithm is handled by the API and this project can focus on 

processing the video feed and handling the responses. One of the key factors to make 

the final decision was the Cloud services offered through Mashape. That point reduces 

the structural complexity of the project. 

 

 OPENCV Lambda’s API 

Diversity of 
algorithms 

  

More powerful 
image processing 

  

Simplicity   

Cloud services   
Faster setup   

Less Coding 
languages needed 

  

Table 2: Comparative between OpenCV and Lambda's API 
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3.1.1. Face Recognition and Face Detection API by Lambda Labs 
 
The API developed by Lambda Labs offers the possibility to detect and recognize faces 

introduces in an album. The API has the following functions: 

o Create Album 

o Train Album 

o Rebuild Album 

o Recognize an image 

 

This project takes full advantage of this API using HTML and CSS to create the 

interface and JavaScript to implement the face recognizing part. The responses for the 

calls are returned in the standard JSON (JavaScript Object Notation). The access of 

this API will be done through Mashape’s marketplace. Mashape offers open-source 

tools and cloud services to manage, monitor and scale API. As specified in its 

documentation, Mashape creates a key, called Mashape Key, to consume any API. To 

use JavaScript to consume APIs in Mashape, they give you this code snippet below: 

 

 

 

$.ajax({ 

    url: 'https://SOMEAPI.p.mashape.com/',  

    type: 'GET', 

    data: {},  

    dataType: 'json', 

    success: function(data) { console.dir((data.source)); }, 

    error: function(err) { alert(err); }, 

    beforeSend: function(xhr) { 

    xhr.setRequestHeader("X-Mashape-Authorization", "YOUR-MASHAPE-

KEY"); 

    } 

}); 
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Figure 2: Project’s block diagram 

3.2. Block diagram 

 

 
 

 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
As shown in Figure 2, this facial recognition application has three html pages: 
 

1. The main page, a simple page where the user can choose which action to do. 

Either train the album or recognize a face. 

2. The training page, that’s where the user can add new entries, add photos to an 

already existing entry, or check the information of the album and its entries. 

3. The face recognition page, where the webcam feed is displayed and on the 

user’s command the face recognition is done.  

Each action implemented on the training and recognition part calls a certain function of 

the API. The API, if the action requires it, retrieves the information from the Mashape 

cloud service. Once the information is obtained, the API returns a JSON response and 

each page displays the needed fields on the page in an intelligible way. 
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Figure 3: Main page design 

4. Implementation 
 
 
4.1. Main 
 

 
 
 
 
 
 

 

 

 

 
The layout of the main page is simple (see Figure 3). It serves as an introduction to the 

project. It has two big buttons linking to the training page and the recognizing page. 

  

A navigation bar was added to help with the user’s experience. This bar is present in 

each page of this project. We are not going to look at the code of this page because it’s 

rather simple compared with the other two pages. Also, it makes no calls to the API. 
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Figure 4: Training page design 

4.2. Training 
 

 
 

 

 

 

 

 

 

 

 
The training implements the fields needed to send the right data for each API call. This 

project provides already an album created and all the actions and changes apply only 

to that album. As seen in Figure 4 above, the training page has two inputs. Each input 

accepts the following data: 

• First input: accepts a string with and entry ID. 

• Second input: accepts a string with an image URL. 

 

And it also has five buttons. Each one with the following functions: 

• Album view: lists the entries of the album and the number of entries. 

• Entry view: displays the entry ID and the number of photos of said ID. 

• Submit Entry: allows the user to introduce a new entry ID or add a new photo 

for an already existing entry. 

• Rebuild Album: rebuilds the album so it can recognize the new added 

entries/photos. 

• Clear All: erases all the input fields and the response. 

 

It’s important to note, every album has its unique album key for authorization purposes. 
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{  

"visualization":[      

 

 {"image":"http://api.lambdal.com/nsuploads/TFG2016/rawImages/19May16_094753_

493614.jpg","entryid":"MiguelBerenguel"}, 

 

 {"image":"http://api.lambdal.com/nsuploads/TFG2016/rawImages/19May16_095043_

433035.jpg","entryid":"GerardTarres"}, 

 

 {"image":"http://api.lambdal.com/nsuploads/TFG2016/rawImages/19May16_094955_

141882.jpg","entryid":"AdriaPujol"}, 

 

 {"image":"http://api.lambdal.com/nsuploads/TFG2016/rawImages/19May16_094539_

248863.jpg","entryid":"OriolTallo"}], 

 

"string":"<Album(TFG2016) len: 4>", 

 

"name":"TFG2016", 

 

"entries":["MiguelBerenguel","GerardTarres","AdriaPujol","OriolTallo"], 

 

"model":"<Model len: 4>", 

 

"size":4 

} 

 

 

 

 

4.2.1. Album view 
 
As seen in the API documentation, to get information of the album, its name, album key 

and Mashape key are needed. Since the album is already created, the album key and 

name are written directly in the code. This way the user only has to click the Album 

view button. 

 

The JSON response produced by this call has the following structure: 
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function viewAlbum() { 

 $.ajax({ 

  url: "https://lambda-face-

recognition.p.mashape.com/album?album=TFG2016&albumkey=9e9b612c51c906696cfebe6e

f21b404a126059cbf897128550e38062bb8b7d2b", 

  type: "GET", 

  processData: false, 

  contentType: false, 

  beforeSend: function (xhr) { 

   xhr.setRequestHeader("X-Mashape-Authorization", 

"OCfGKAzfbxmsh90jMtijqOBZXXLGp1QdCD1jsncFpHfN5OhSxi"); 

  } 

 }).done(function (result) { 

  $(results).html(''); 

  $(results).append("<span>Number of entries: </span>" + result.size + 

'<br><br>'); 

  $(results).append('<span>Album entries: </span><br><br>'); 

  for (var i = 0; i < result.size; i++) { 

   $(results).append('<img src="' + result.visualization[i].image + '" 

style="width:200px;height:auto;"><br>' + result.entries[i] + "<br><br>"); 

  } 

 }); 

 $("#entryID").val(''); 

 $("#urlPhoto").val('');     

 } 

The code used to make the call and handle the JSON response is the following 
JavaScript function: 
 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
This function makes an AJAX (asynchronous JavaScript and XML) request using 

jQuery. The URL where the request is made includes the album name and album key 

(both in yellow). The Mashape key is also included (also in yellow). Once the JSON 

response is received, the code handles it displaying the number of entries in the album 

and lists each entry ID with a photo of that same entry. 

 

 

 



 

19   

 

Figure 5: Response to Album view call 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
As shown in Figure 5, this album has 4 entries and the entries IDs are 

MiguelBerenguel, GerardTarres, AdriaPujol, and OriolTallo. Once this information is 

displayed, the input fields in the HTML are erased just to keep the page as clean as 

possible. 

 

4.2.2. Entry view 
 
This call is pretty similar as the Album view. But this time there is the need to introduce 

the name of the entry. The value of the entry is read from the first input entry with the 

HTML id tag entryID. The result of this function is printed in the HTML, showing the ID 

of the entry and the number of photos of said entry. As shown in Figure 6. 
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Figure 7: Response to Submit entry call 

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
4.2.3. Submit entry 
 

In this instance, the user can either add a photo to an already existing ID or add a new 

ID. The difference between these two actions is in the ID. To add a photo to an existing 

ID, the user has to write in the correct input an already existing ID. It’s possible to know 

the exact names on the album using the Album view button. Alternatively, to add a new 

ID, the user just has to write an ID that doesn’t exist in the album. 

 

The user can only introduce the new photo by URL. While Lambda’s API lets upload 

the photos also via file, in this project only the URL option is implemented. The reason 

behind this is to make things easier for the user. So, for example, he only has to copy 

the URL of a photo of any social media platform he is on. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6: Response to Entry view call 
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function submitEntry() {  

 var file = document.getElementById("photoID"); 

 var fd = new FormData(); 

 fd.append("album", "TFG2016"); 

 fd.append("albumkey", 

"9e9b612c51c906696cfebe6ef21b404a126059cbf897128550e38062bb8b7d2b"); 

 fd.append("entryid", $("#entryID").val()); 

 fd.append("urls", $("#urlPhoto").val()); 

 $.ajax({ 

  url: "https://lambda-face-recognition.p.mashape.com/album_train", 

  type: "POST", 

  data: fd, 

  processData: false, 

  contentType: false, 

  beforeSend: function (xhr) { 

   xhr.setRequestHeader("X-Mashape-Authorization", 

"OCfGKAzfbxmsh90jMtijqOBZXXLGp1QdCD1jsncFpHfN5OhSxi"); 

  } 

 }).done(function (data) {      

    var test = data.entryid; 

    if (test !== undefined) { 

     $(results).html('<span>Entry ID: </span>' + 

data.entryid + '<br><br>' + '<span>Number of photos: </span>' + data.image_count + 

'<br><br>' + "<span>Rebuild: </span>" + data.rebuild); 

    } else { 

     alert("The photo was not added, possibly no faces 

detected. Try again with another photo."); 

    }; 

  }); 

 $("#urlPhoto").val('');    

} 

}; 

 

The response displays the entry ID, the number of photos for that ID, and if the album 

has been rebuilt. See Figure 7. At first look, the code already looks more complex than 

the other calls. 
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Figure 8: Response to Rebuild album call 

A FromData() variable is used to store the data to send to the API. This data is the 

name of the album, the album key, and the entry ID and the photo URL form the two 

inputs in the HTML.  

 

One thing to note is, while implementing this entry, the way of handling errors of the 

API is not as good as expected. In some calls it returned success when the action 

could not be completed. That’s the reason why errors are handled in different ways. In 

this case, when the data is received, verification is done. If one of the fields of the 

JSON response is undefined when a value is expected, an alert to the user is send 

informing the photo was not added. In contrast, if the field has a value, the results are 

displayed in the HTML. 

 

4.2.4. Rebuild album 
 
Once the new ID has been introduced, the album needs to be rebuilt. The call to 

rebuild the album is done with the Rebuild Album button. The code keeps the same 

structure than before but with fewer fields. The response to this call is show in Figure 8. 

 

 

 

 

 

 

 

 

 
 
 
 
 
 

 
4.2.5. Clear All 
 

A button that, when clicked, launches a function which sets the fields to their starting 

value. 



 

23   

4.3. Recognizing 
 
Once the training part is done and the album has some entries. It’s time to implement 

the recognizing part. To be able to recognize the person in front of the screen, the feed 

from a webcam is needed. Either is it an inbuilt webcam or an external device. This 

HTML page has three elements: 

• A video element to show the webcam feed. 

• A button element to take a still of the webcam and send it to the API. 

• An h3 element to display the result. 

 

When the page is loaded, the navigator will ask to share the camera. The settings have 

to allow the navigator to used Media. Once accepted, it should show the webcam feed, 

as seen in Figure 9. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The snippet of the code that enables the webcam feed is the following [2]: 

 

Figure 9: Webcam feed 
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//Declare variables 

video = document.getElementById("webcamFeed"); 

canvas = document.getElementById("canvas"); 

photobutton = document.getElementById("photobutton"); 

//Getting the webcam feed 

navigator.getUserMedia = navigator.getUserMedia || 

       navigator.webkitGetUserMedia || 

       navigator.mozGetUserMedia || 

       navigator.msGetUserMedia || 

       navigator.mediaDevices.getUserMedia; 

if (navigator.getUserMedia) {        

 navigator.getUserMedia({video: true}, handleVideo, videoError); 

} 

function handleVideo(stream) { 

 video.src = window.URL.createObjectURL(stream); 

} 

function videoError() { 

 console.log("An error occured") 

} 

//Resize canvas 

video.addEventListener("canplay", function(ev) { 

 if (!streaming) { 

   height = video.videoHeight / (video.videoWidth/width); 

   if (isNaN(height)) { 

    height = width / (4/3); 

   } 

   video.setAttribute("width", width); 

   video.setAttribute("height", height); 

   canvas.setAttribute("width", width); 

   canvas.setAttribute("height", height); 

   streaming = true; 

 } 

}); 

// Drawing the webcam feed on the canvas 

photobutton.addEventListener('click', function(ev) { 

 $(resultID).html(''); 

 var ctx = canvas.getContext("2d"); 

 ctx.drawImage(video, 0 , 0); 

 var dataU = canvas.toDataURL(); 

 var file = dataURLtoBlob(dataU); 

 recognizePhoto(file); 

 alert("Recognizing..."); 

 

}); 
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After declaring the variables and getting the HTML elements, the functions to access 

the webcam by different navigators is called. Although the calls for other navigators, 

such as Chrome, are implemented, this project is intended for Mozilla Firefox, and it 

was not tested for the other navigators. 

 

Then the canvas gets resized to draw in the correct proportions, setting the height and 

width. With the correct canvas size, the webcam feed is drawn to the canvas. After this 

step, the URL of the canvas is retrieved but, to be able to later send the data to the 

API, the conversion to a Blob object is needed. Here is where this function is used [12]: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Now, with a blob object with the image drawn on the canvas, all the data needed for 

the API to recognize the person in front of the webcam is ready. To recognize the 

person, a click on the Recognize button will draw a still of the webcam feed on to the 

canvas and then it will make a call to the API, sending the image. The API response, in 

JSON, is handled and displayed in an HTML element. To see the JSON response, a 

look at the navigator’s console will do (see Figure 10). 

 

 

// From data URL to Blob Object 

function dataURLtoBlob(dataUrl) { 

 // Decode the dataURL     

 var binary = atob(dataUrl.split(',')[1]); 

 // Create 8-bit unsigned array 

 var array = []; 

 for (var i = 0; i < binary.length; i++) { 

  array.push(binary.charCodeAt(i)); 

 } 

 // Return our Blob object 

 return new Blob([new Uint8Array(array)], { 

  type: 'image/png' 

 }); 

} 
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At the end of the response is where the different predictions are, with the confidence of 

each entry, a number from 0 to 1. The winner in this case is a prediction of 0.794 for 

the entry AdriaPujol, followed by MiguelBerenguel with a 0.129. Since the response 

always returns the prediction with the highest confidence value first, the code just 

displays the prediction with the greater confidence. A snippet of the code that allows 

this action looks like this: 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 10: JSON response to Recognize call 

}).done(function (data) { 

 try { 

  var result = data.photos[0].tags[0].uids[0].prediction; 

  var conf = data.photos[0].tags[0].uids[0].confidence; 

  if (conf > 0.450) { 

   $(resultID).html(result); 

   console.log(JSON.stringify(data)); 

  } else { 

   alert("Not sure who you are. Try again."); 

   console.log(JSON.stringify(data));    

   } 

  } catch(err) { 

   alert("Face not detected. Try again."); 

  }; 

 }); 

} 
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Using the same format as the other functions, the data is stored in a FormData() 

variable and then sent to the API. Once the response is received, the highest 

confidence value is stored next to its prediction. This allows for a threshold. Although 

the recognizing algorithm cannot be edited, using the confidence of the prediction, a 

threshold can be set. If the result is higher than the threshold, the result is printed in the 

HTML page. However, if it doesn’t pass the bar settled, the user is alerted. In addition, 

if there has been an error in the detection of a face in the image sent, an alert will 

display a message to the user.  
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5. Testing 
 
 
The testing of this project was done running every implementation to see how they 

work and test if they work as they are supposed to. This project was done for Mozilla 

Firefox, and was tested for the version 46.0.1. This chapter will show how the 

application works with a certain value. The tests will go over the process of adding a 

new subject to the database, viewing the information of that new subject, and its 

recognition. 

 

It’s important to note that this project doesn’t implement the recognition algorithm. 

Therefore, the tests don’t take in to account the accuracy of the recognition. However a 

few pointers will be given to ensure the best recognition performance. 

 

5.1. Adding a new entry 
 

The new entry ID will be MarinaBach. To start off the test is important a look at the 

current state of the album previous of adding a new entry. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 11: Current album state 
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By the response seen in Figure 11, the album currently has four entries: 

MiguelBerenguel, GerardTarres, AdriaPujol, OriolTallo. The new entry doesn’t exist in 

the album yet, so if the information of this new ID is demanded via Entry view, the 

result alerts that it doesn’t exist. 

 

 

 

 

 

 

 

 

 

 

 

 

 

As seen in Figure 12, the ID doesn’t exist. The next step is to add this ID using the URL 

of the photos. It’s recommended to add a minimum of five photos for each ID. The 

photos used to create the new ID are going to be the ones in Figure 13. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 12: Response to Entry view call for the new ID 

 

Figure 13: Photos for the new ID, MarinaBach 
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The last photo in Figure 14 will be used to test the recognition part. In Figure 4.4, the 

response received when the new ID is added is shown in Figure 5.4. 

 

 

 

 

 

 

 

 

 

 

 

 

 

The confirmation of the new image added correctly can be displayed using, again, the 

Album view an Entry view buttons (Figures 15 and 16). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 14: Response when adding MarinaBach 

 

Figure 15: Album view with new ID MarinaBach 
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Now, in Figure 17 the album can be seen having five entries and being successfully 

rebuilt. The new ID has been correctly added, now the recognition has to be tested. In 

order to do so, a print of the last photo in Figure 13 is going to be used. The result of 

the recognitions is shown in Figure 18. 

 

 

 

 

 

Figure 16: Entry view with new ID MarinaBach 

 

Figure 17: Rebuild album response 
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To conclude, the calls are executed correctly and return the expected results. 

 

5.2. On recognition accuracy 
 

 Although it is a part handled by the API and outside of the goals of this project. To 

complement the testing, six photos of each subject were recognized and the results are 

shown in Table 3 and Table 4. 

 

 

 

 
 
 

 

Figure 18: Result of the recognition of new entry MarinaBach 

ID GerardTarres 
 

OriolTallo 

Values Prediction (P) Confidence (C) P C 

Photo 1 GerardTarres 0.508 OriolTallo 0.35 

Photo 2 GerardTarres 0.371 GerardTarres 0.401 

Photo 3 GerardTarres 0.524 OriolTallo 0.579 

Photo 4 GerardTarres 0.517 OriolTallo 0.554 

Photo 5 GerardTarres 0.567 OriolTallo 0.349 

Photo 6 GerardTarres 0.485 OriolTallo 0.761 

Table 3: Recognition results 
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The photos for each ID were chosen following certain guidelines: 

 

• Only one person per photo 

• The subject is facing the lens 

• Photos with a minimum of light. Not too dark 

• Eyes visible and open 

 
The red color indicates a wrong prediction and the orange color shows a confidence 

lower than the threshold, which results in a “Not sure who you are. Try again” 

message. As seen above, the results are quite positive. Although the most problematic 

ID is OriolTallo with three cases with a confidence lower than the threshold and one 

wrong prediction. The next worst results are the ones from the ID MiguelBerenguel, 

with two values lower than the threshold and one wrong prediction. 

 

The threshold set for these tests is 0.45 and, judging by the results, it seems a good 

enough filter. It stopped both wrong predictions, although it also stopped a few good 

results. But it is a good trade off, taking in to account that when the algorithm is not 

sure which ID is the correct, it asks for a redo. This threshold is not a set in stone 

value, it can be changed when more ID enter the system to be more accurate. 

 

It’s important to comment furthermore on the accuracy of the recognitions. After more 

additional testing was done, a few issues came up with the recognition. Sometimes the 

 MiguelBerenguel 
 

AdriaPujol MarinaBach 

Values P C P C P C 

Photo 
1 

MiguelBerenguel 0.912 AdriaPujol 0.853 MarinaBach 0.682 

Photo 
2 

GerardTarres 0.35 AdriaPujol 0.796 MarinaBach 0.707 

Photo 
3 

MiguelBerenguel 0.44 AdriaPujol 0.648 MarinaBach 0.929 

Photo 
4 

MiguelBerenguel 0.971 AdriaPujol 0.736 MarinaBach 0.916 

Photo 
5 

MiguelBerenguel 0.59 AdriaPujol 0.806 MarinaBach 0.92 

Photo 
6 

MiguelBerenguel 0.954 AdriaPujol 0.624 MarinaBach 0.95 

Table 4: Recognition results 
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result returned for the API was wrong. If the photos of poor lighting or with an odd 

angle, the result may not be correct. 

 

Another issue found was the return for an ID not in the album. The API still returns a 

result. That’s why, as explained earlier, a filter was included. This filter states that the 

confidence of a result has to be greater than 45%. But on a few occasions it still returns 

a wrong result with a confidence value greater than the threshold. This problem can be 

mitigated with more entries. The more entries the album has, the more the percentage 

of confidence for the non existing ID gets split between the other entries. 

 
5.3. Image requirements 
 
5.3.1. When uploading 
 
The API algorithm works better with certain photos, the following list is the criteria for 

the photos uploaded for each entry: 

• Only one face per photo. 

• All the photos have to be close to frontal portraits. And at least one of them has 

to be full frontal. 

• Good lightning. No harsh overexposing or underexposing. 

• The subject has to be in focus. 

• Size of the photos smaller than 1000x1000px (Recommendable). 

• A minimum of five photos. Keeping in mind that the more photos for entry, the 

better the recognition. 

 
5.3.2. When recognizing 
 
To help the accuracy of the recognition, the following advices are recommended to be 

followed: 

• Only one face in front of the camera. 

• The face has to be frontal to the webcam. 

• Good lightning. 

• The subject has to be in focus. 

• No eyes closed 
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6. Conclusions 
 
 
6.1. Project’s conclusions 
 

One of the biggest take away from this project is the need of structure and planning 

ahead. This journey taught me the importance of having a plan to achieve the goals 

easier, taking a big project and divide it in smaller parts. Completing each small part 

renders you closer to the end goal. Another important lesson learned was how to 

conduct a research and how to write a report. From finding documents on a subject to 

how to use them in a correct way. 

 

Moreover, this project helped assimilating new coding languages and how to code in a 

more structured way. Also, how to search for APIs, finding solution for the number of 

problems that appeared during this project. Add to that developing a functional website 

composed with HTML, CSS and JavaScript. 

 

6.2. Achievements 
 

The goal of this project was to create a web based facial recognition system. This goal 

was achieved. That is not to say the project has no room for improvement. 

 

The key to achieve the goal of this project was to set a realistic goal. When setting the 

goal the starting point of this project was kept in mind: not knowing the coding 

languages used, first time designing a website, no experience with a project of this 

magnitude, etc. That’s why the project is centered on an identification system rather 

than an authentication one.  

 

With the goal set, the next key point was to have good planning. There was the need to 

learn new coding languages on top of the research, design, implementation, and 

testing. So a good planning was in need to learn the languages without it being a 

setback in time too big to be overcome. 

 

At the end of the day, the basic goal of the project was achieved, although, with more 

time and experience with the languages, a more complex product could have been 

produced. 

 



 

36   

6.3. Methodology and planning review 
 

Surprisingly, the methodology and planning of the project was quite solid. Even with a 

tight schedule and not that many hours available, dividing the project in small 

consecutive tasks was the right call. This way, every couple of session of work was 

rewarded with a small success, which kept building towards the end goal. 

 

One thing to improve upon on future projects is to be more methodic when writing 

reports. The project’s focus was on the practical side and the product, which kept the 

reporting and documenting a little on the side. That was partially caused by having to 

learn new languages coupled with getting the product done. That overloaded the 

coding part making it a little more chaotic than it could have been. 

 

6.4. Future improvements 
 

There are a few implementations that will improve the end product that are going to be 

listed next: 

• Continuous recognition. The project as it is lets the user trigger a recognition 

using a button. One of the improvements to implement in the future is to make 

the recognition call trigger automatically. This can be achieved using a timer set 

to a certain amount of seconds (per example, five). This way, every five 

seconds, the recognition will be made. This can be paired with function that 

counts how many time the recognition has failed and if it reaches said amount, 

the system can alert the user to do an active recognition using the button. 

• Authentication. Once the identification system is built, the next logical step is 

to implement the authentication. 

• Compatibility with other browsers. The project only works with Mozilla 

Firefox. In future implementations it is intended to run with other popular 

browsers such as Chrome or Opera. 

• File uploading. Allow the users to introduce their photos to the database 

uploading the file stored on their computer. 
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7. Glossary 
 
 
Biometrics    Refers to metrics related to human characteristics. 

Authentication The act of confirming the truth of an attribute of a single piece of data 

claimed true by an entity. 

Biometric verification   Refers to any mean by which a person can be uniquely 

identified by evaluating one or more distinguishing biological traits. 

Biometric identification   Refers to the automatic identification of living individuals by 

using their physiological behavioral characteristics. 

Facial recognition system   A system to identify individuals by their facial 

characteristics. 
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