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Redes inalambricas (Wi-Fi)

Wi ()]

CERTIFIED




Seguridad en redes Wi-Fi




Seguridad en redes Wi-Fi

T

WPA3

Wi-Fi CERTIFIED Easy Connect”™
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Seguridad en redes Wi-Fi

Beacons(RSNE with supported ciphers)

Select cipher
Aum-ConmiI{scd,, elerny )
A —

Auth-Commit(scalz, elems)

auu-..cmﬁm{ conf,)

h—— — ]
Auth-Confirm{conf)

Association Response

Msgl{ANonce)
Derive PTK
Msg2(SNonce, MIC; RSNE-Chosen)

Derive PTK & Verify RSNE

Msg3(MIC; RSNE, GTK)

SAE handshake

Assodation

4=way handshake




Seguridad en redes Wi-Fi




Uo¢::.  Seguridad en redes Wi-Fi

o Wi-FI Enhanced Open
= Desarrollado para sustituir las implementaciones de redes abiertas
= Envioy recepcion de informacion cifrada
= Protocolo OWE (Opportunistic Wireless Encryption)

v Protocolo Diffie-Hellman (Intercambio de clave)

Alice (STA) Bob (AP)
x € random private key 8 y € random private key

X = publickey = x * G 02.11 Associate Request, pH X) Y = publickey =y * G
802.11 Associate Response, DH (Y)
PR z = F(DH(y,X))

PMK = HKDF(z, label) PMK = HKDF(z, label)

4 Way Handshake
PMK+Anonce+Snonce

]

Traffic Keys

GCMP/CCMP-protected

- data

Handshake OWE
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Scan acoess polnt QR code Scan clent device QR codes to 3 Devices seamlesshy connect
to establish the network provision and enroll devices to the network

configurator enrollee access point
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Medidas adicionales

Asthenticater

1) LAPOL Start———y
€—2) EAP Request/ Identity——

) £ AP Res i se STt y—
) EAP-Rinan it/ Crocierti sl b
=7} EAP-Respense/ Credetiv—>

Qs 10) EAP- S0 58 [ F it 00 s

— ) RADIIS AcCoss-Rag it —
G| RADILS A 5-Chdl g
=] RADIUS Accesy-Rlequen—

Q]| RADIUS A s ACC0 L 100 | @ Urmm




Perfiles de seguridad




Recomendaciones generales




Casos practicos




Ugg Casos practicos

o Domeéstico

= Configuracion de WPA3-Personal

- root@TFG _UOC 2019: /etc/wpa_supplicant

- ﬂpdate_config:l
& ctrl_interface=/run/wpa_supplicant
ctrl_interface_group=adm
network={
ssid="TFG_uocC"

psk="Sequridad*2019*"

_ » scan_ssid=1
Configuracion Router key mgmt=SAE

ieee80211w=2

Configuracion Cliente
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Casos practicos

Time Source
1 ©.000000 Synology ad:e7:
2 4.610818 Synology_ad:e?:
3 4.618828

Destination
Broadcast
LiteonTe_el:6e

synology_as:e7:

:1b

[

Length Info

387 Probe Response, SH=212, FN=8,

10 Acknowledgement, Flags=.......

» BI=109@, SS5ID=Wildcard (Broadcast)
, BI=188, SSID=TFG_UOC

4 9.203276
5 9.2083750
6 9.362498
7 9.363018
8 9.395274
9 9.395780

18 9.397526

|11 9.397834

LiteonTe_el:Ge:
Synology ad:e7:
LiteonTe_el:Ge:

Synology_ad:e7:

Synology ad:e7:
LiteonTe_el:6e
LiteonTe_el:Ge
Synology_ad:e?
Synology_adie?
LiteonTe_el:Ge:
LiteonTe_el:6e:
Synology ad:e?:

57
:1b (-
:1b
157 (w
57

b (-
ib
57 (-

.11

11
.11

12 9.485514
13 9.485508
14 9.410114

LiteonTe_el:Ge:1lb

Synology ad:e7:57

17 9.433164
13 9.435724
19 9.436226
28 9.4459026
21 9.449034
22 9.452128
23 9.452180

LiteonTe_el:Ge:1b
Synology_ad:e7:57

LiteonTe_el:Ge:1lb

Synology_ad:e?:
LiteonTe_el:Ge:
LiteonTe_el:Ge:

Synology_ad:e?:
Synology_ad:e7:
LiteonTe_el:Ge:
LiteonTe_el:Ge:
Synology_ad:e7:
Synology_ad:e7:
LiteonTe_el:Ge:

57
1b (-
1b

57 (-
57
b (.-
1b
57 (.
57
1b (-

11
.11
.11

B82.11
EAPOL
Ba2.11
EAPOL
882.11
EAPOL
882.11

128 Authentication, SH=257, FN=,

1@ Acknowledgement, Flags=.......

128 Authentication, SH=213, FN=8,

18 Acknowledgement, Flagse........

64 Authentication, SN=258, FN=8,
18 Acknowledgement, Flagss.

64 Authentication, SH=214, Fi=8,

18 Acknowled nt, Flags=..

SAE-Handshake

161 Association Request, SN=259, FH=@, Flags=........, SSID=TFG_UOC
1@ Acknowledgement, Flags=.......

200 Association Response, SN=215, FN=8, Flags=........
15 9.4198124 SEIEEI ad:e7:57 (. 882.11 1@ M:knmlledg!.ent, Fh;s-. Ceamaaa

Aspclacidn

16 9.433154 Synology_Bd:ed:57 LiteonTe_el:Ge:1b EAPOL 155 Key (Message 1 of 4)
18 Acknowledgement, Flags=........

161 Key (Message 2 of 4)

12 Acknowledgement, Flags=.......

221 Key (Message 3 of &)

18 Acknowledgement, Flags=.......

133 Key (Message 4 of 4)

18 Acknowledgement, Flags=........

d-way Handshake

| Access Point |

Beacons(RSNE with suppaorted ciphers)

(Derive PMK

Auth-Commi t{scaly, elem,)
: Auth-Commit(scaly, ¢lemz)

Derive PMK ]

Auth-Confirm(con 1)

e

AssocReq(RSNE-Chosen with chosen cipher)

Association Response

4=way handshake

A

Msgl{ANonce)

(o)

Msg2(SNonce, MIC; RSNE-Chosen)

(Derive PTK & Verify ksma]

Msg3(MIC; RSNE, GTK)

Msgd(MIC)

connection established - --------
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¥ Tagged parameters (133 bytes)

» Tag: SSID parameter set: TFG_UOC

» Tag: Supported Rates 1, 2, 5.5, 11, 6, 9, 12, 18, [Mbit/sec]

> Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]

» Tag: Power Capability Min: @, Max: 2@

v Tag: RSN Information
Tag Number: RSN Information (48)
Tag length: 26
RSN Version: 1
Group Cipher Suite: @@:@f:ac (Ieee 882.11 CCMP-128 (128 bits)
Pairwise Cipher Suite Count: 1
Pairwise Cipher Suite List @9:@f:ac (Ieee 802.11) AES (CCM)| CCMP-128 (128 bits)
Auth Key Management (AKM) Suite Count: 1
Auth Key Management (AKM) List @@:@f:ac Z CCMP-128 (128 bits) + SHA256

= RSN Pre-Auth capabilities: Transmitter does not support pre-authentication
RSN No Pairwise capabilities: Transmitter can support WEP default key @ simultaneously with Pairwise key
RSN PTKSA Replay Counter capabilities: 1 replay counter per PTKSA/GTKSA/STAKeySA (@x@)
RSN GTKSA Replay Counter capabilities: 1 replay counter per PTKSA/GTKSA/STAKeySA (8x@)
[ Management Frame Protection Required: True|
= Management Frame Protection Capable: True
= Joint Multi-band RSNA: False
= PeerKey Enabled: False
PMKID Count: @
PMKID List

BIP-CMAC-128 (128 bits)
BIP (128) (6)

Tag: Extended Capabilities (8 octets)
Tag: RM Enabled Capabilities (5 octets)
Tag: Supported Operating Classes
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o Sitios publicos

= Configuracion de Wi-Fi Enhanced Open (OWE).

update_config=1
ctrl_interface=/run/wpa_supplicant
ctrl_interface_group=adm

L BN ne twork={

ssid:"TFG_UOC_I NVITADOS"
ieee80211w=2

key mgmt=0WE

Configuracion Router

Configuracion Cliente
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o Sitios publicos

= \Verificar la aplicacion del protocolo OWE.

Alice (STA) Bob (AP)

Time Source Destination Protocol  Length Info " o

10. Synology_ad:e7:57 Broadcast 802.11 323 Beacon frame, SN«352, FNed, Flagse........ , BI=100, SSIDsTFG_UOC_INVITADOS x € random private key 802.11 ) y € random private key

2 4. Synology_a4:e7:57 LiteonTe_el:6 802.11 317 Probe Response, SN=218, FN=@, Flags=........ , BI=100, SSID=TFG_UOC_INVITADOS X = publickey =x* G -1 Associate Request, py (09] ERpGEkay Sy e

3 4. Synology_ad:e §02.11 19 Acknowledgement, Flags=.  -‘

4 8. LiteonTe_el:6e:1b Synology_ad: 802.11 3@ Authentication, SN=257, FN=@, Flags=........

5 8. LiteonTe_el: 8e2.11 10 Acknowledgement, F 802.11 Associate Response, DH (Y)

6 8. Synology_ad:e7:57 LiteonTe_el: 02.11 3@ Authentication, SN=21 :

7 8. Synology a4: 02.11 18 Acknowledgement, z = F(DH(x,Y)) // z = F(DH(y,X))

8 8. LiteonTe_el:6e:1b Synology_a4: 92.11 208 Association Reques PMK = HKDF(z, label) PMK = HKDF(z, label)

9 8. LiteonTe_el:6 92.11 10 Acknowledgement, F

10 Synology_a4:e7:57 LiteonTe_el: 02.11 259 Association Response

11 Synology ad: 92.11 10 Acknowledgement, Flags 4Way Handshake

12 Synology_a4: LiteonTe_el:6 APOL 133 Key (Message 1 of 4)

Synology_a4: Acknowledgement, Flagss

15
~
@ o o m o

LiteonTe_el:6e:1b Synology_a4:

®
~
- F

8. LiteonTe_el: 1 s Fl 4 ¥ S

8. Synclogy_ad:e7:57 LiteonT APOL 221 Key (Message 3 of 4) N Traffic Keys Traffic Keys
7 8. Synology_a4: 02.11 10 Acknowledgement, Flags=........ GCMP/CCMP-protected
i? ?. LiteonTe_el:6e:1b S;f‘nclcg,'_a-‘-: ;i :PC. 133 bc‘, (Message 4 c?‘—-:o‘; data < . > data
19 8. LiteonTe_el:6 (.. 802.11 10 HCKV‘C“'\I(‘dEC'L‘ﬂT, Flags=........

Handshake OWE
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» Frame 1429: 1519 bytes on wire (12152 bits), 1519 bytes captured (12152 bits)
“ TIEEE 882.11 Qo5 Data, Flags: .p....F.
Type/Subtype: Qo5 Data (@xB828)
> Frame Control Field: @x3842
.BBe 0222 @216 1180 = Duraticn: 44 microseconds
Receiver address: LiteonTe_el:Ge:lb (3@:dl: 1:6e:1b) | Cliente
Transmitter address: Synology ad4:e7:57 (88:11:32:a4:e7:57)|Dispositivo de intercanexion
Destination address: LiteonTe_el:Ge:1lb (3@:d1l:6b:el:6e:lb)| Clienie
- - Source address: AskeyCom_@d:3@:1d (78:29:ed:@d:38:1d) | Router operador (Internet)
v Ext Tag: OWE Diffie-Hellman Parameter BSS Id: Synology_a#4:e7:57 (@@:11:32:a4:e7:57)
Tag Number: Element ID Extension (255) ) STA address: LiteclnTe_il:Ee:lz (BQL;E .El;:el:ﬁe:lb)
calici I = Fragment number:
Ext Tag length: 34 Solicitud de asociacion eole 0eel 1161 .... = Seqﬁz:ce number: 541
Ext Tag Number: OWE Diffie-Hellman Parameter (32) DH(X) 5 Qos Control: @xB000
Group: 256-bit random ECP group (19) ~ CCMP parameters

1d4c29995cebf822dddcdceesfas76fcdachl@27c36chbecs.. CCMP Ext. Initialization Vector: @x@eeeeesallls
Key Index: @

v Data (1485 bytes)
Data: T316bae798d721cd748958a326T958def6d6dT391524ed23..

RSN Information
[Length: 1485]

¥ Ext Tag: OWE Diffie-Hellman Parameter
Tag Mumber: Element ID Extensicn (255)
Ext Tag length: 34
Ext Tag Number: OWE Diffie-Hellman Parameter (32)
Group: 256-bit random ECP group (19)
Public Key: 2de7e8@e4dl@bcaf3dffoed4cfoe73bfs30748e9c8744che..

Respuesta de asociacion
DH[Y)

Datos cifrados
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o Corporativos

= Configuracion de WPA3-Enterprise (128 bits)

- Bpdate config=1
ctrl_interface=/run/wpa_supplicant
ctrl_interface_group=adm
network={

ssid="TFG_uoC"
key mgmt=WPA-EAP-SUITE-B

& eap:TTLS

. ; scan_ssid=1

ws . ieee80211w=2

' e B group_mgmt=BIP-GMAC-256
ca_cert="/home/cesar/ca.pem"

- . identity="usuario”
Configuracion Router DasswordoSeqlridad z019%

Topologia WPA3-Enterprise phase2="auth=MSCHAPV2"

Configuracion Cliente
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Portath ASUS
VirtualBox

192.168.0.20

1982.168.0.1

Cliente
Ubuntu Desktop

Casos practicos

Router
192.168.1.1

Control principgl

Conhguracion del control principal

Matree conficuracin

B owi_tre. TR U0 local
Diapositiva Comamirity
Viersldn 130

Tiempo en linea 3h 3im
Community Account  Registrarie

[ RS-
Ho e encontraron actulimciones de
Firmad reciontel

(B cemacicn del hacdware

Ui K i
Memria — ] G

Sy

Particidn
pringipal

-mnmd-md

(Drspeceitivn Tips
BH e ethernet
BH b ethernel

[m] eth ethernet

;.;mca enbrante en KB/ (mix. de interfaces &)

Entrantes Salisntes
02 WBfs 0.1 KBis
0.4 MBrs 0.8 KBIs
0.5 KBf3 Q& KB/s
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-cnw|mﬁ:ldrlccclu_m Fitrado web  Unirse al Actve Dreciory  Praacy HTTPS

Tipo de origen * Destino *
<CUALQUIERA > <CLALQUIERA>
sientes catrgorias. (Fitro de URL)
3t regla se aphcard a cuaiguer ofigen Esta regia se aplcard a cuaigueer destng
» Haching & Warex

Advertisements » Internet Threads
Adult & sexually explicit Jobs
Avdio & video Media
Chat Shops
Dating & Personals Sports
Tipos MilE
Drugs Travel Solo disponible con Pollicas para denegar acceso.
Entertalnment
Finance & investment
Foruss
Gambling

Games.

» Listas negras y blancas personalizadas
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© & nhitps/Mww.youtube.com . @ & nitpsy/secure.eicar.org/eicar.com

Se ha denegado el acceso! SE ENCONTRARON VIRUS
B acceso & la pigine:
httes:/ fwww. youtube.com/
o 8 sido denegado por & sguente motivo:

Se ha denegado of acceso a b pigne
category-domains-audio-video
W'ﬂvawudmn‘-
S observa este error sondica que of cbjeto ol Que ntentd acoeder puede contener,
o ha 5ido etquetado Indcando Que contiene, material Que se Consder INApropiado. ubxcacdn hitp es: https://secure.cicar.org/eicar.com
S tiene alguna connuits, pngase en CoNtacto con s Coordnadcr © Qerente de red de ICT. S tene alguna consults, pdagase en Contacto con su coordinador de ICT o o administrador de redes.

Endiee Srevpt
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